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PREFACE

Recent advancements in artificial intelligence (AI) technologies have unlocked 

unprecedented opportunities in health, health care, and biomedical science, and 

these breakthroughs hold the potential to fundamentally transform approaches 

to medical and health research, health promotion, disease prevention, diagnosis, 

treatment, and health system management. By enabling more effective, efficient, 

and personalized care, AI stands poised to address some of the most persistent 

challenges in the health sector, provided it is properly governed and effectively 

stewarded. As the health sector grapples with converging challenges, AI has 

the potential to be a much-needed transformative force, capable of helping 

solve some of the most intractable issues in health care today. These issues—

including inequities in access, rising costs, clinician burnout, and the growing 

burden of chronic disease—demand bold, new approaches. The promise of AI 

extends beyond its technological capabilities to encompass a more profound 

reconsideration of care delivery, aiming to improve outcomes for everyone, 

particularly our most vulnerable. 

However, the development and deployment of AI introduces critical ethical, 

accountability, and safety considerations. As AI technologies diffuse into health 

care, it is vital to establish robust guidance for their integration, ensuring alignment 

with the foundational commitment to improve health and well-being for all. 

This NAM Special Publication, An Artificial Intelligence Code of Conduct for 

Health and Medicine: Essential Guidance for Aligned Action, addresses this imperative. 

By harmonizing existing AI principles, identifying gaps, and aligning them with 

the core commitments of the NAM’s Learning Health System (LHS), it provides 

a comprehensive, adaptable set of guidelines for health care organizations and 

stakeholders. These principles are intended as guideposts for the development, 

implementation, and continuous improvement of AI systems, ensuring they 

uphold the highest standards of integrity, safety, and effectiveness. 
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xviii  |  Preface

As AI becomes more embedded in health care, it is essential to ensure that its 

use fosters trust and collaboration across the health care ecosystem. In the spirit of 

the NAM’s Shared Commitments that set out expectations for all participants and 

stakeholders in health and health care, the Code Commitments presented in this 

publication offer a touchstone for organizations as they develop their AI strategies 

and approaches. By fostering collaboration and shared understanding, the Code 

of Conduct aims to minimize the risks of fragmented efforts and maximize the 

collective impact of AI in improving health care. 

At the heart of this work is the belief that AI has the potential to play a pivotal 

role in creating a more effective, accessible, and sustainable health care system. 

This publication not only explores the role of this technology in advancing 

human health but also underscores the importance of ensuring that its benefits 

reach all individuals, creating a future where excellence in health care is a reality 

for everyone.

J. Michael McGinnis, MD, MPP 	 Victor Dzau, MD

Leonard D. Schaeffer Executive Officer 	 President

National Academy of Medicine 	 National Academy of Medicine
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EXECUTIVE SUMMARY

In the past decade, significant advances in artificial intelligence (AI) technologies 

have created transformational opportunities for health, health care, and 

biomedical science, offering new tools to improve effectiveness and efficiency in 

a myriad of applications in the health field. Advancing AI capabilities are arriving 

contemporaneously to new and exacerbated challenges in health care, including 

staff burnout and shortages, an aging population with growing disease burden, 

increasing costs of care, and persistent issues with equity in access and outcomes. 

Despite sustained attention, conventional strategies have not yielded the desired 

improvements in population health, cost containment, patients’ experience, 

clinician well-being, or equitable outcomes. The need for new approaches to 

address these long-standing challenges is evident; AI offers both new hope and 

new concerns.

AI is being used and championed to drive transformative progress in diagnostics, 

population health, care quality, patient safety, clinician experience, and clinical 

and administrative efficiency. AI risk prediction tools, such as cardiovascular 

risk calculators, have been in use for decades. AI use in radiology is widespread 

(Yordanova, 2024); AI tools are showing promise in improving speed and 

accuracy of pathology results (Greeley et al., 2024; McGenity et al., 2024); and 

AI tools are being used to automate clinical documentation and other routine 

tasks (Abdelhady and Davis, 2023). AI is increasingly being used and evaluated 

in clinical decision support applications to support more tailored and targeted 

recommendations. And generative AI interactive chatbots are being employed in 

a variety of health and health care settings (Kurniawan et al., 2024).

However, certain concerns about AI have also been raised. Much attention has 

been given to risks of exacerbation of existing system biases as well as introduction 

of new forms of bias (Obermeyer et al., 2019; Topol, 2019). An important issue 

related to equity is scope of access to the benefits of AI and the need to ensure 

availability to transformative tools in to both high- and low-resource health care 

settings. Additional concerns include data security and individual privacy; accuracy 
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and reliability of results; explainability, transparency, and accountability; and 

influences on humans, whether through impacts of automation on the workforce 

or through influences of AI anthropomorphism on individuals and patients. 

Other challenges are related to user preferences and workflow integration, which 

are present in any health technology, but have distinct manifestations in health AI.

The integration of AI into health, health care, and biomedical science 

applications requires realization of AI’s transformative potential. The ethical 

deployment of AI necessitates proactive harm-reduction strategies to ensure that 

its positive effects are maximized while minimizing negative externalities. To this 

end, many entities, from the organizational to the global level, have developed AI 

governance frameworks to address these concerns.

The objective of the AI Code of Conduct (AICC) project is to harmonize 

the existing principles, address identified gaps, and map these principles to 

the National Academy of Medicine’s Learning Health System (LHS) Shared 

Commitments (McGinnis et al., 2024). From this set of aligned principles, a 

small number of simple rules were developed based on complex adaptive systems 

theory which posits that individuals adhering to a concise set of agreed-upon 

simple rules can create change at the system level (Adams et al., 2024). The AICC 

framework is deliberately designed as a touchstone for organizations and groups 

developing their own approaches and considerations to consider for inclusion 

and alignment when assessing internal guidance for completeness in their specific 

context, thereby advancing trust and minimizing the likelihood of actors across 

the field working at cross-purposes. This set of simple rules is presented as Code 

Commitments. Described in detail in Table ES-1, they are intended to serve as 

guideposts for all stakeholders as they develop and use AI.

Commitment 1: Advance Humanity

• � Development of standards and other governance structures to assess alignment 

by developers and users of health AI with societal and cultural goals for health 

AI

•	 � Incentives and structures for independent evaluation, certification to the AI 

Code Commitments, and public and transparent reporting on certification 

status

Commitment 2: Ensure Equity

•	 � Standardized metrics to assess and report bias in data, AI output, and AI use, in 

the interest of equitable distribution of benefit and risk 

•	 � Incentives and supports to low-resourced organizations and communities to 

ensure equitable access to the benefits of AI 
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Commitment 3: Engage Impacted Individuals 

•	 � Participation by all key stakeholders across the health AI lifecycle

•	 � Local governance bodies that include all stakeholders in the AI lifecycle cross-

purposes

•	 � Common understanding and education of all affected parties

Commitment 4: Improve Workforce Well-Being 

•	 � Positive work and learning environments and culture (NAM, 2022c)

•	 � Measurement, assessment, strategies, and research (NAM, 2022c) 

•	 � Reskilling and training programs for workforce AI competency

•	 � Disruptive technologies with change management strategies that promote 

worker well-being

Commitment 5: Monitor Performance

•	 � Standardized quality and safety metrics to be used to assess the impact of the 

use of health AI on health outcomes

•	 � Aligned frameworks for safety, equity, and quality in AI performance

Commitment 6: Innovate and Learn

•	 � A well-supported national health AI research agenda

•	 � Participation in shared learning across all stakeholders

•	 � Innovation as a core investment

Key stakeholders—including developers, researchers, health systems and payors, 

patients, ethics and equity experts, quality experts, and former leaders of federal 

agencies—considered the role of their respective group in applying the Code 

Commitments. Section V of this publication details their work efforts. Within the 

main report, a table is provided that describes commonalities in stakeholder actions, 

and Table ES-1 describes elements in which one stakeholder group has distinguishing 

or leading roles and responsibilities. This includes important considerations such 

as ensuring broad stakeholder participation throughout the AI lifecycle, assessing 

AI tools initially and continuously for technical and health outcomes, promoting 

transparency, promoting continuous learning, identifying and addressing conflicts 

of interest and objectives, considering and addressing bias, implementing incentives 

to encourage desired behavior, promoting user-centered design, promoting local 

governance, and creating and supporting a culture of safety. 

To achieve trustworthy health AI at scale, the development, implementation, 

and use and monitoring of and ongoing learning about health AI will require 

intentional and sustained collaboration between and among all impacted 
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TABLE ES-1 | Distinct Contributions of Various Stakeholders to the Application of the AI 

Code of Conduct Framework

Stakeholder Distinct Contribution

Developers Developers have vast experience in methods and practices, and their active 

participation in developing standards for the industry will be foundational.

Researchers Researchers are positioned to provide scientifically sound and independent 

assessment of both methods and outcomes associated with health AI, including 

issues of data de-identification, and sharing and the associated implications 

of societal benefits and burdens, as well as the best practices and standards in 

workflow integration. 

Health 

Systems and 

Payors

Local adaptation that facilitates human agency and promotes patient-centered 

care is the purview of health systems and payors, as is the training and support 

of the health care workforce in the use of AI in the local health care delivery 

context. They have an opportunity to create financial incentives that support 

equitable and effective health AI, using both increases and decreases in 

reimbursement to support desired best practices around AI use. 

Patients and 

Advocates

Patients, as the recipients of health AI, are uniquely positioned to describe in 

detail their experience about the impacts of health AI on their lives. Only they 

can articulate their preferences about critical issues such as access controls over 

their data or explanations about when and how AI is used in their care. Only 

patients can share their own personal experiences, both positive and negative, 

of engagement with developers and the health care system as the use of AI for 

diagnosis, treatment, and payment advances. And patients are by definition the 

only source of patient-reported outcomes. 

Federal 

Agencies

The funding and regulatory authority held by the federal agencies has the power 

to shape the future of health AI. Some examples of how these tools could take 

form include through support for studies to measure how AI can influence 

patient health, human agency, goals of care, and human-human interactions in 

the presence of AI interventions; through recognition of standards for collection 

and exchange of relevant data and encouraging use of the Trusted Exchange 

Framework and Common Agreement for making data available for training 

algorithms, and prioritized research projects; or through the expansion of 

requirements in AI product labeling based on real-world performance.

Health Care 

Workforce 

As end-users of some types of health AI, the health care workforce is situated 

to identify workflow needs and priorities, and as purchasers or influencers of 

purchasing decisions, clinicians in particular may have contracting opportunities 

to require disclosure of AI models’ alignment with the Code principles and 

commitments and to address liability concerns should model outputs cause harm. 

Quality and 

Patient Safety 

Experts

Quality and patient safety experts and accrediting organizations play the role of 

an independent auditor, ensuring that processes are designed and implemented 

and that metrics are developed and routinely assessed to ensure the quality of 

outputs and reduce the risk of harm from health AI tools.

Ethicists 

and Equity 

Experts

Ethics and equity experts are uniquely qualified to consider and weigh the 

novel tensions that health AI presents across various stakeholder priorities, 

always holding the greatest good for the health of the individual and the 

community as the north star. They are positioned to serve as guides on the path 

to implementing trustworthy AI.
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FIGURE ES-1 | Representation of the Tight-Loose-Tight model of leading change at scale 

adapted for the AI in health and health care context.

SOURCE: Conceptually adapted from Compton-Phillips, 2019.
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stakeholders. Herein, the Tight-Loose-Tight leadership model (see Figure ES-1) is 

applied as a construct to scale change in complex systems; it is designed to balance 

innovation and control through an iterative, dynamic approach that encourages 

collaboration and builds trust. During the first Tight phase, the goal is to align 

stakeholders on vision and expectations; an example is alignment on governance 

frameworks. During the Loose phase, local implementation leads to learning and 

innovation. Finally, the second Tight phase promotes change at scale through 

evaluation metrics, and standards, among others. Key components to advance 

health AI through the Tight-Loose-Tight framework are presented in Table ES-2.

Finally, a small number of strategic priorities were identified by the authors 

as most likely to support the achievement of each Code Commitment. These 

key priorities with associated actions and responsible actors are described in 

Table ES-2 by Code Commitment:

With intentional, sustained effort and ongoing communication, feedback, 

and collaboration by all stakeholders, safe, effective, and efficient advancement 

of responsible health AI is possible. Realizing the benefits and mitigating the 
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TABLE ES-2 | Summary Priority Actions to Operationalize the AICC Code Commitments

Commitment Action Involved Parties

Advance 

Humanity 

• � Development of governance 

standards for AI alignment with 

societal goals.  

• � Incentives and structures 

for independent evaluation, 

certification to the AI Code 

Commitments, and public 

reporting.

• � Developers; health systems and 

payors; researchers; ethicists; 

professional associations, state, 

federal, and international 

governments; patients, families, and 

communities

• � Federal agencies including ASTP 

ONC, FDA, NIH

Ensure Equity • � Standardized metrics to assess and 

report bias in data, AI output, and 

AI use, in the interest of equitable 

distribution of benefit and risk.

• � Incentives and supports to low-

resourced organizations and 

communities to ensure equitable 

access to the benefits of AI.

• � Researchers and federal agencies

• � Federal agencies including ASTP 

ONC, FDA, NIH, HRSA

Engage Impacted 

Individuals 

• � Participation by all key 

stakeholders across the health AI 

lifecycle.

• � Local governance bodies that 

include all stakeholders in the AI 

lifecycle. 

• � Common understanding and 

education of all impacted parties.

• � Federal agencies including ASTP 

ONC, FDA, NIH, HRSA

• � Developers; health systems and 

payors; researchers; ethicists; 

professional associations, state, 

federal, and international 

governments; patients, families, and 

communities

• � Developers; health systems and 

payors; researchers; ethicists; 

professional associations, state, 

federal, and international 

governments; patients, families, and 

communities

Improve 

Workforce Well-

Being 

• � Positive work and learning 

environments and culture (NAM, 

2022c). 

• � Measurement, assessment, 

strategies, and research (NAM, 

2022c).  

• � Reskilling and training programs 

for workforce AI competency.

• � Disruptive technologies with 

change management strategies 

that promote worker well-being.

• � Developers, health systems and 

payors, researchers

• � Developers, health systems and 

payors, researchers, and federal 

agencies (e.g., NIH)

• � Researchers, educational institutions, 

federal agencies (e.g., Department of 

Education), professional societies

• � Health systems and payors
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TABLE ES-2 | Continued

Commitment Action Involved Parties

Monitor 

Performance

• � Standardized quality and safety 

metrics to assess the impact of 

the use of health AI on health 

outcomes. 

• � Aligned frameworks for safety, 

equity, and quality in AI 

performance.

• � Federal agencies, researchers, 

accreditation bodies, patient safety 

organizations

• � Federal agencies, researchers, 

accreditation bodies, patient safety 

organizations

Innovate and 

Learn

• � A well-supported national health 

AI research agenda. 

• � Participation in shared learning 

across all stakeholders.

• � Innovation as a core investment.

• � Federal agencies (e.g., NIH) and 

researchers

• � Federal agencies (e.g., ASTP ONC)

NOTE: ASTP ONC = Assistant Secretary for Technology Policy, Office of the National 

Coordinator for Health Information Technology; FDA = U.S. Food and Drug Administration; 

HRSA = Health Resources and Services Administration; NIH = National Institutes of Health.

risks will require significant engagement, which will be more likely to come to 

fruition if it is easy and rewarding to abide by the shared vision, values, goals, and 

expectations described in the nationally aligned AI Code Principles and Code 

Commitments.
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1

INTRODUCTION

As artificial intelligence (AI) methods and capabilities have advanced over the 

past decade, interest in the application of AI to make meaningful contributions to 

disease prevention, management, and cure has surged. These advances in AI come 

at an opportune moment for health care as the field struggles with significant 

challenges, both long-standing and exacerbated by the COVID-19 pandemic. 

Concerns include but are not confined to rising costs, strained staff and staffing, 

limited and inequitable access, disparities in outcomes, growing disease burden, 

and persistent patient safety challenges. According to the most recent data available 

from the Centers for Medicare & Medicaid Services, national spending on health 

care reached 17.3% of gross domestic product in 2022 (CMS, 2024). A recent 

literature review reflected that 35% of physicians are experiencing burnout (Hoff 

et al., 2023). Nearly half of adults surveyed by the Kaiser Family Foundation 

through ongoing polling, updated in March 2024, reported difficulty in affording 

health care (Lopes et al., 2024). Disparities in care and outcomes persist as 

documented by a recent analysis of maternal outcomes that demonstrated that 

Black mothers in the top 20% of income distribution experienced a mortality 

rate of 4.3 deaths per 10,000, while White women in the lowest income quintile 

had a maternal mortality rate of 2.7 deaths per 10,000, a difference of nearly 

60% that cannot be explained by access and resources (Kennedy-Moulton et al., 

2023). Estimates from the Centers for Disease Control and Prevention indicate 

that the prevalence of diabetes in the U.S. population continues its upward trend, 

growing from 10.3% in the period between 2001 and 2004 to 13.2% in the 

period between 2017 and 2020 (CDC, 2024). And, since the publication of the To 

Err Is Human (IOM, 2000) describing the staggering number of deaths each year 

due to medical errors, progress in improving patient safety has been inadequate 

(Bates and Singh, 2018). Clearly opportunities for improvement abound.

In the last several years, AI tools have shown the potential to ameliorate 

many of these systemic challenges (e.g., improved accuracy and efficiency, cost 
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reduction, and staff augmentation) and may also play a role in truly solving 

them (Cutler, 2023). While the health care field is still at the beginning of 

integrating AI capabilities into clinical practice and administration, early tools and 

experimentation have yielded promising, and in some cases outstanding, results. 

The most mature efforts in integrating AI in clinical care may be in radiology 

where it has been employed across almost all subspecialties and modalities over 

the past decade (Yordanova, 2024). There is intense interest and investment in 

AI-powered products using ambient listening for clinical notetaking, which 

show promise but are not yet established (Tierney et al., 2024). Meanwhile, AI-

powered tools have proven effective in performing many administrative tasks 

by automating documentation and other routine tasks (Abdelhady and Davis, 

2023). AI is also streamlining complex health care supply chains by getting the 

right resources to the right people faster. For example, in Ghana and Rwanda, 

AI-enabled drones are delivering life-saving vaccines, medications, and blood 

products to remote and underserved regions (Krittanawong and Kaplin, 2021). By 

leveraging AI tools trained across interconnected, highly secure, standardized and 

de-identified datasets, researchers, clinicians, and innovators are exploring how AI 

can both improve the current care delivery system and create opportunities for 

improved patient outcomes (Halamka and Cerrato, 2021). Indeed, as AI continues 

to improve and mature, it holds promise to impact many long-standing challenges 

and to create new opportunities to markedly improve health care delivery and 

health outcomes.

Administration, logistics, patient navigation, preventive care, clinical care, and 

virtual care modalities are all poised for marked improvements due to cutting-edge 

AI applications. For example, AI-powered tools show great promise to increase 

the speed and accuracy of pathology results interpretation (Greely et al., 2024; 

McGenity et al., 2024). In direct clinical care, AI-assisted procedures—such as 

AI-assisted colonoscopies (Wallace et al., 2022) that promote fuller examination 

of the colon—have significant potential to support higher quality of care delivery 

and improvement in health outcomes for patients across the world, resulting in 

less disease and fewer complications for more people. AI models are being used 

to predict risk of clinical deterioration in patients in intensive care units, aiding 

in more rapid interventions and resulting in decreased mortality (Escobar et al., 

2020). AI-enabled devices and systems, running continuously as seamless end-

to-end solutions, may allow both patients and their care teams to detect and 

prevent diseases earlier than conventional testing—such as through AI-enabled 

ECG analysis that when accompanied by leadership support, show promise to 

identify early heart failure before symptoms develop (Yao et al., 2021). AI has 

also shown the potential to transform personalized medicine, making care faster, 
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more precise, and more efficacious, such as algorithms that analyze genomic data 

to precisely anticipate a patient’s response to specific therapeutic interventions—

allowing patients to receive more effective and potentially safer treatments (Tao et 

al., 2020). Moreover, generative AI shows early promise in simplifying pathology 

reports for patients navigating the health care system by explaining test results, 

outcomes, or billing (Steimetz et al., 2024) and acting as a kind of interactive 

health care “encyclopedia” (Reddy, 2024) and may be capable of providing 

medical language interpretation in the future.

The overwhelming majority of individual health is managed through self-care 

and caregiving in the community, outside of the traditional health care delivery 

system. Patients and caregivers are increasingly utilizing personal and health 

care certified AI tools, applications, and devices to support self-management. 

Correspondingly, health care research and operations personnel are developing 

new tools to collect and analyze these important health data. AI-enabled wearables 

and remote monitoring tools that assess sleep, breathing, cardiac rhythms, and 

ambient voice data (Bajwa et al., 2021) have the potential to support self-care 

and to connect patient experiences more closely than ever to medical research, 

helping to close the gaps that exist in delivering evidence-based medicine. 

There is great interest in using available AI tools to improve business operations 

and clinical care; furthermore, AI experts anticipate that ongoing scientific advances 

will lead to AI-enabled capabilities that are currently not possible (Anderson and 

Rainie, 2023). AI-assisted health research is exploring new capabilities in the 

biomedical sciences that accelerate drug discovery and design, identify novel 

targets, and help assess toxicity (Mullowney et al., 2023). Clearly, the potential for 

AI to improve health and health care is substantial, as is investment—both public 

and private—in AI research to drive the development of new tools and techniques. 

In 2021, U.S. non-defense agencies allocated $1.5 billion to AI research, while the 

private sector spent more than $340 billion (Ahmed et al., 2023b). The drive to 

continue to innovate is creating competition across the industry and the world 

(O’Brien, 2024; YOLE Group, 2024), and in the current unregulated environment, 

the incentives for personal gain could stymie the public good.

Concomitant to the drive and investment to rapidly advance AI techniques, 

tools, and adoption, there are important challenges and limitations that must be 

addressed to fully realize the promise and potential of AI in the health sector. 

Some examples include risks to safety, security, equity, and accountability. 

Additional existential threats such as misinformation, job loss, and widespread 

surveillance may be introduced by AI systems (Anderson and Rainie, 2023). From 

the perspective of patient safety and effectiveness of care, failure of an AI tool to 

accurately predict target outcomes could result in care that is of lower quality 

than care delivered without AI support. For example, a model that inaccurately 
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predicts a negative patient condition (e.g., infection) in an acute care setting could 

lead to delays in care. Such a situation was reported when a validation study of 

an inpatient sepsis prediction model embedded in a widely used electronic health 

record demonstrated that, in practice, the model resulted in poor discrimination, 

missing some cases and over-alerting in others (Wong et al., 2021). The extremely 

large datasets used by AI also present privacy and security risks to patients. In 

2024, multiple extremely large health data breaches were reported to the Office 

for Civil Rights, exposing data on hundreds of millions of individuals to nefarious 

actors (OCR, n.d.).

Health disparities and equity concerns can be created or exacerbated by AI. For 

example, the choice of data to include in a model can inadvertently build bias 

into the model. In the review of a model used to guide provision of resources to 

patients in need of supplemental health supports, Black patients were identified 

for additional care at a rate half that of White patients who were not as sick; 

this was due to the inclusion of health care costs as a proxy for illness burden in 

the model (Obermeyer et al., 2019). Another way in which inequities may be 

introduced is in access to the benefits of AI. Highly resourced organizations, such 

as academic medical centers, may be more able to implement new AI tools (Wu 

et al., 2023) than smaller, more poorly resourced organizations, such as federally 

qualified health centers, furthering the digital divide.

With the rapidly expanding use of AI in the health sector, accountability for 

development, testing, maintenance, and use also presents challenges that require 

careful attention (Davis et al. 2024). Newer AI methods may make transparency 

and explainability more difficult (Saeed and Omlin, 2023), reducing trust in the 

systems. Yet there are currently no national standards for assessing health care AI 

models, their outputs, or their governance, from their development and training 

to the necessary vigilant monitoring post implementation, to the outcomes they 

produce.

To realize the benefits, the risks associated with health AI must be addressed 

to ensure both high-quality, evidence-based care and to promote ongoing trust 

in the health system. The National Academy of Medicine’s (NAM’s) AI Code 

of Conduct (AICC) framework, presented below, was developed with guidance 

from the AICC steering committee and is designed to align the health field and 

to catalyze collective action to ensure that the transformative potential of AI to 

advance health, health care, and biomedical science is realized, while upholding the 

“highest standards of ethics, equity, privacy, security, and accountability” (NAM, 

n.d.). The AICC steering committee developed for public comment a draft AICC 

framework (Adams et al., 2024), comprising a set of Code Principles, informed 

by a literature review, harmonized with national and international guidance, and 
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mapped to the NAM’s Learning Health System (LHS) Shared Commitments 

(McGinnis et al., 2024). In the spirit of the NAM’s Shared Commitments, the Code 

Commitments represent a set of simple rules or expectations intended to aid in 

the development and application of AI in health and health care. This publication 

represents a continuation of that work and delves deeper into the opportunities 

and challenges presented by health AI, presents updated Code Principles and 

Code Commitments, considers the requisite new actions and collaborations for 

impacted parties, and poses a set of priority actions for consideration by the 

various actors in the health arena to realize the vision of an LHS enabled by AI 

and guided by the Code of Conduct framework. 
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2

BACKGROUND

DEFINING ARTIFICIAL INTELLIGENCE

The term “artificial intelligence” (AI) was first introduced by John McCarthy at 

the seminal 1956 Dartmouth Conference, where the vision of making “machines 

use language, form abstractions and concepts, solve kinds of problems now reserved 

for humans, and improve themselves” was articulated (McCarthy et al., 1955). 

Overall, AI refers to a subdiscipline of computer science and a constellation of 

technologies that perform tasks that have traditionally required human intelligence. 

Core AI research areas include methods for learning, reasoning, problem-solving, 

planning, language and speech understanding, and visual perception.

Howell and colleagues (2024) suggest three “epochs of AI.” In the first epoch, 

early AI was focused on symbolic and probabilistic reasoning (e.g., expert systems 

applied to decision pathways, Bayesian models used for clinical decision support). 

In medicine in the late 1950s, AI efforts centered on providing support for 

diagnosis and decision making, based on a foundation of probability and utility 

(Ledley and Lusted, 1959). In the second epoch, endeavors explored the use of 

logic-based inference (Buchanan and Shortliffe, 1984). Research in the 1980s 

sparked a statistical revolution in AI founded on principles of probability and 

utility that provide a frame for today’s efforts and methods (Horvitz et al., 1988); 

this included advances in AI-powered medical diagnosis with rich representations 

known as Bayesian networks and related representations of probability and utility 

(Heckerman et al., 1992; Pearl, 1988).

In the last 20 years, AI has transitioned from a niche scientific pursuit to a 

foundational set of technologies poised to have impact in multiple domains, 

including health, health care, and biomedical science (NAM, 2022a). In the early 

2010s, deep learning methods emerged and allowed programs to dramatically 
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improve data-driven classification and prediction tasks (e.g., identification of 

diabetic retinopathy in retinal images (Gulshan et al., 2016). In the third and most 

recent “epoch of AI,” foundational models and generative AI (including Large 

Language Models [LLMs]) have further extended deep learning methods, changing 

the paradigm from task-specific tools to tools that “can do many different things 

without being retrained” (Howell et al., 2024) (e.g., chatbots that can interact with 

patients for varied purposes). Taken together, recent advances in data availability, 

computing power, and computational methods have resulted in rapidly accelerating 

innovation (Horvitz and Mitchell, 2024). As noted above, advances in AI in recent 

years in data-driven machine learning (ML) techniques were foundational for these 

advances. ML-powered advances have been particularly impactful in the areas of 

language and vision. The advances with ML were also deeply dependent on the 

voluminous increases in data made available as a result of the massive digitalization 

of processes and communications as well as the pooling of such data made possible 

with broad interconnectivity, along with the dramatic decrease in storage costs. 

Additionally, ongoing specialization in computer chips (e.g., from central processing 

units, designed for general-purpose, sequential processing, to graphic processing 

units capable of high-speed parallel processing) have enabled the more intense 

computational demands of advanced ML procedures (Dean, 2022).

Several forms of data-driven ML have been employed in medicine. These 

include supervised, unsupervised, reinforcement learning, self-supervised 

learning, and newer techniques using deep neural networks. Figure 2-1 provides 

an overview of the categories and basic characteristics of both knowledge- and 

rule-based systems (noted above) and data-driven ML.

Supervised learning relies on labeled datasets, where the input data (e.g., findings 

and symptoms presented by a patient) are paired with the desired output (e.g., 

diagnoses). This approach has been used to train ML models to predict medical 

outcomes based on evidence presented to the AI systems. Supervised ML has been 

the basis for advances in performing medical diagnosis and predicting outcomes 

(Bayati et al., 2014; Wiens and Shenoy, 2018) and image analysis. Supervised ML 

has also been used to perform diagnoses from radiological and photographic 

imagery (e.g., skin, pathological sections, blood smears).

Unsupervised learning involves analyzing data without pre-defined labels. The 

goal is to find hidden patterns or intrinsic structures within the data. A common 

technique would be clustering. This type of learning is particularly useful for 

exploratory data analysis, such as grouping similar patients together based on 

presentation patterns (Alizadeh et al., 2000).

Self-supervised learning is a subset of unsupervised learning that generates its own 

labels from the data. It typically involves tasks such as predicting missing parts of 
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the data. For example, a model might learn to predict the next word in a sentence 

or the next frame in a video sequence based on the context provided by previous 

words or frames. This method is a foundational training mechanism behind recent 

advances in natural language analysis and vision-based AI systems as it enables the 

training of models using vast amounts of unlabeled data.

Reinforcement learning is a method in which the purpose is for an agent to learn 

the optimal action path toward a stated goal or “reward” using experience in an 

environment rather than labeled datasets. Generally, these algorithms optimize 

for a long-term reward maximization based on the Markov decision process that 

recommends actions at discrete time steps based on this framework. This type of 

learning is particularly useful for recommendations based on user interactions 

and optimization challenges (Komorowski et al., 2018). An example of this would 

be to help decide on optimal treatment pathway recommendations in complex 

cancer treatments and surgical approaches, to maximize the probability of an 

outcome that should be prioritized, such as quality of life or lifespan (Khezeli et 

al., 2023).

On another dimension, ML can be defined by target uses and goals of the system. 

The uses can be broadly divided into discriminative and generative models, each with 

distinct objectives and application categories. Discriminative models classify items 

based on input features, such as medical diagnoses, laboratory tests, and wearables’ 

data, mapping inputs to outcomes of interest. Generative models, on the other hand, 

learn from the patterns and relationships in training datasets, enabling the creation 

of new data instances that resemble training data. Generative models power AI 

applications in language generation, image creation, and scientific simulations.

Discriminative ML is highly promising for high-stakes medical decision 

support, as the methods are founded in well-characterized approaches to learning 

and reasoning under uncertainty. A few examples of this type of AI have been 

used in clinical practice widely as early examples were adapted to be calculated 

and used manually by clinicians (Bayati et al., 2014; Gomes et al., 2022; Mumtaz 

et al., 2023; Rajaguru et al., 2022; Xing et al., 2018). 

Deep neural network (DNN) models—the development for which the 2024 

Nobel Prize in Physics was awarded “for foundational discoveries and inventions 

that enable ML with artificial neural networks” (Nobel Prize Outreach AB, 

2024)—are based on the automated construction of multilayered computational 

neural networks (often compared to the structures in the brain in their layered 

connectivity) that have propelled AI capabilities forward. This approach used in 

models, such as DeepFold (Pearce et al., 2022) and AlphaGo (Kemmerling et al., 

2024), may hold promise if applied to various challenges in health research and care 

delivery. AI is currently experiencing an inflection point, driven by DNNs over 
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the last decade. Great amounts of data and advances in computer power coupled 

with core algorithmic innovations (e.g., back-propagation and convolution), 

and developments with larger computing architectures (e.g., Transformers) have 

contributed to AI success in tasks such as speech recognition and image analysis. 

Significant progress has been made possible by DNNs, including reducing word 

error rates in speech recognition and achieving expert-level performance in 

medical image interpretation. There has been much excitement about the power 

of neural-network-based generative AI systems to produce language and imagery 

and to perform problem-solving. Applications of the technology are wide-

ranging and include creating art, writing code, designing products, and helping 

with scientific hypothesis generation and research.

ML tools and technologies, including discriminative ML and foundational 

models and generative AI, offer distinctive benefits in health and health care 

applications. For example, the algorithm-driven technologies have demonstrated 

power and robustness for high-stakes diagnostic reasoning and therapy planning, 

and the generative AI technologies are showing early signs of potential for 

assisting with diagnostic and therapeutic reasoning and perhaps with even more 

prowess with natural language, illustrated by their strength in supporting tasks 

such as summarization of notes and report generation. It is particularly important 

to note that, notwithstanding the excitement about the most recent technologies, 

algorithm-driven ML continues to demonstrate its value with its complementary 

powers and applications in medicine and is also at an early stage of adoption.

IMPLICATIONS OF THE USE OF AI IN HEALTH,  
HEALTH CARE, AND BIOMEDICAL SCIENCE

The use of AI technologies that mimic or exceed human capacities is expected 

to be transformational in health care, along with almost every other sector of 

society. AI is being or may be used to support medical research, design new 

therapies, diagnose illness, identify personalized treatment plans, write patient care 

summaries, translate clinical advice for patient education, submit claims, appeal 

insurance denials, among a myriad of possibilities. Amid these advances of AI 

technologies and their applications in health, health care, and biomedical science, 

the criticality of human primacy, agency, and connection must be paramount. See 

Figure 2-2.

First, until there is adequate evidence that AI is equivalent or superior to human 

decision making within the context of each use case, and this performance can 

be safely and equitably sustained, AI systems may best be designed to support 

human decision making, as assisted by AI rather than ceded to it. Applying 
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FIGURE 2-2 | Conceptualization of human centeredness emphasizing human agency and 

connections.

SOURCE: Bandura, 2006.

Human Factors Engineering principles and the concept of the copilot in 

aviation, AI developers can design systems that are subject to human oversight 

and communicate effectively with the human in the loop, yet still have assigned 

autonomous functions and clearly complementary skills and serve as a backup for 

human decision making (Sellen and Horvitz, 2024). Note, however, that humans 

can experience reliance bias from AI recommendations, and careful assessment of 

performance and feedback loops regarding AI-assisted human decision making in 

the context of use, and additional research into how to most effectively support 

human cognition with AI, is warranted (Jabbour et al., 2023).

Second, agency—defined here as the ability of individuals to make informed 

choices and take actions based on personal goals and values—is embedded in 

the LHS Shared Commitment, “Health and health care that is ENGAGED” 

(McGinnis et al., 2024) and is essential for AI systems developers to recognize 

and incorporate. Issues of personal control include both employing personal 

data in AI models as well as controlling recommendations or decisions made 

by AI systems (Li et al., 2022). Effective decision making is dependent on the 
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understandability of AI-generated recommendations or decisions, including 

issues of risks, benefits, accuracy, reliability, and robustness of the underlying 

models, as well as the provision of well-calibrated uncertainties about inferences 

and recommendations to both patients and providers (Nori et al., 2023). Another 

important direction is the explanation of inferences and recommendations to 

physicians and patients, with appropriate references to information from the 

patient, the electronic health record, and the relevant literature (Sellen and 

Horvitz, 2024).

Finally, the maintenance of human connection is foundational to health 

(HHS, 2023b) and to trust in the healing relationship. Patients have a critical 

need for human connection when it comes to their health and important 

medical decisions, and physicians derive professional satisfaction and meaning 

in work based on these relationships (Hiefner et al., 2022). Under ideal practice 

conditions, clinicians have a broader contextual understanding of patients and 

their care goals than any automated tool. In addition, clinicians are ultimately 

accountable for health-related recommendations and therapies rendered to 

patients. Ideally, great AI enhances the human connection by both automating 

tasks and supporting human cognition through algorithms and naturalistic 

interfaces, ensuring that the human connection is more informed, meaningful, 

and decisive. Thus, when developing and deploying AI in health care settings, 

maintenance of “human connection” must be prioritized amid a world of rising 

automation.

HOW ADVANCED AI IS DIFFERENT THAN  
RULE-BASED DIGITAL HEALTH TECHNOLO GIES

Underlying technological differences in data processing, algorithmic 

characteristics, programming techniques, and computational resources have 

resulted in distinct differences in the capabilities of AI systems using ML 

or foundational models/generative AI (FM/GAI) systems (advanced AI) as 

compared to knowledge and rule-based (KRB) digital health technologies. ML-

based AI is being developed and deployed in a rapidly evolving environment, 

with a new array of available tools, creating new opportunities and risks (Topol, 

2019); and in the context of necessary attention to management of data and 

models, development and deployment, algorithms and infrastructure, ML-based 

AI has potential to scale in ways unimaginable with rule-based systems (Carnegie 

Mellon University Software Engineering Institute, 2021).

At a basic level, static, rule-based engines execute commands on structured 

data inputs, which are often limited in complexity, while discriminative ML and 
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FM/GAI systems rely on probabilistic statistical models and pattern recognition 

to predict designated outcomes using very large, growing, and changing datasets, 

which can include both structured data and unstructured natural language, images, 

audio, sensor, and video data. While all these systems may be run in extremely 

powerful, distributed cloud-computing environments, KRB digital health systems 

are less likely to be designed to take advantage of advanced computing power and 

distributed, disparate, and more complex data resources.

Unlike digital health technologies which require a human being to modify 

the rule-based engine, discriminative ML and FM/GAI systems may learn from 

available data, changing over time, without human intervention, creating challenges 

with explainability and transparency (Band et al., 2023) and requiring ongoing 

monitoring (Feng et al., 2022). Generative AI can create new information based 

on predictions gleaned from data, both historical and real-time and sometimes 

producing inaccurate results or hallucinations (Howell et al., 2024). Additionally, 

some AI systems have the capacity to interact with users, delivering human-like 

responses (Fernandes and Goldim, 2024), while others, like the AI systems behind 

self-driving cars, are capable of autonomous decision making (Bitterman et al., 

2020). A side-by-side comparison of these differences in and implications of AI 

system features is outlined in Table 2-1. 

These distinctive capabilities of various types of AI systems have resulted in a 

major shift in scale and scope of available systems, with a large and growing set 

of new tools being used to solve a wide variety of potentially novel challenges 

for a broad audience in the health arena, including clinicians, patients, researchers, 

developers, administrators, device manufacturers, and policy makers (AHA, 2019). 

The speed of new development and uptake of these tools has been rapid; in a 

recent survey commissioned by Microsoft, more than three-quarters of health 

care organizations reported using AI technologies (IDC, 2023). Open AI’s chatbot, 

ChatGPT, had more than 180 million users with more than 1.6 billion visits per 

month as of February 2024 (Mortensen, 2024) many of whom may be turning 

to ChatGPT over traditional search engines for medical advice (Sandmann et al., 

2024), thus making available the power of AI to a large majority of providers and 

patients in the United States.

Additionally, though not a systems feature, governance structures currently 

represent a point of divergence between rule-based digital health systems and 

payor AI systems. Rule-based systems are more mature and more limited in 

scope and have been carefully considered for inclusion and updating of existing 

governance frameworks, at the local, state, and national levels. AI governance 

structures can borrow from established risk management and health information 

technology governance frameworks, but some of the distinctive challenges in 
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TABLE 2-1 | Comparative Features and Implications of Various Categories of AI

System

Feature

Knowledge and 

Rule-Based 

Systems 

Discriminative 

Machine 

Learning

Foundational 

Models and 

Generative AI Implications 

Type of Tasks Static 

predefined 

tasks based on 

predefined logic

Deliver 

predefined 

tasks based 

on training 

dataset(s). 

Require 

retraining for 

new tasks or 

application to 

new data 

Capable of 

novel tasks 

based on 

extremely large 

training dataset. 

Retraining not 

required

Discriminative ML 

and FM/GAI offer 

opportunities to solve 

much more complex 

tasks.

Type of Data 

Employed

Typically, use 

structured or 

coded data and 

are often limited 

in complexity 

and number of 

sources of data

As complexity 

and number of 

data features are 

more limited, 

data quality and 

characteristics 

(missingness, 

etc.) are easier 

to assess

Can employ structured and 

unstructured data, including 

text, images, genomic, audio, 

video, and multimodal sources. 

Can access data across multiple 

platforms

Large numbers of data features 

create challenges in assessing data 

quality, missingness, variability, 

and availability across the full set 

of source data

Discriminative ML and 

FM/GAI systems may 

increase risk of exposure 

of personal health data, 

including protected 

health information.

All technology types 

may introduce bias based 

on data characteristics 

or on how the features 

included in the logic 

or model are selected. , 

discriminative ML and 

FM/GAI systems are 

much more susceptible 

to these effects.

continued
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System

Feature

Knowledge and 

Rule-Based 

Systems 

Discriminative 

Machine 

Learning

Foundational 

Models and 

Generative AI Implications 

Data 

Processing, 

System 

Learning, and 

Adaptation 

Operate based 

on static, pre-

defined rules 

and protocols. 

These systems 

do not adapt 

or improve 

unless manually 

updated 

and they are 

incapable of 

learning

Generally 

curated to 

prioritize 

administratively 

or clinically 

meaningful 

features, which 

can limit 

performance 

but also 

improves 

interpretability 

and may limit 

overfitting to 

the local data 

context

Challenge to 

keep these 

systems 

current and 

to harmonize 

content across 

rules

Employ data-driven, adaptable 

computational models to learn 

from vast datasets, including 

patient records, imaging data, 

video, audio, and genomic 

information, allowing AI 

to continuously update its 

predictive outputs

Discriminative ML 

and FM/GAI systems 

are based on complex 

data and adaptable over 

time. Some methods 

do not have explainable 

underlying logic (black 

box), and transparency 

and interpretability can 

be challenges.

Because discriminative 

ML and FM/GAI 

systems and data change 

over time, resulting 

accuracy may change 

(and degrade) over time 

(model drift).

KRB technologies are 

unable to learn and 

adapt to accumulating 

data.

TABLE 2-1 | Continued
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System

Feature

Knowledge and 

Rule-Based 

Systems 

Discriminative 

Machine 

Learning

Foundational 

Models and 

Generative AI Implications 

Pattern 

Recognition

Require human 

interpretation 

and coding of 

pre-defined 

patterns

Rely on 

clinically or 

administratively 

meaningful data 

features that are 

human encoded 

and likely to 

be causal or 

associated with 

the purpose of 

the technology, 

improving 

interpretability 

but limiting 

performance

Excel at identifying patterns in 

complex medical data, such as 

detecting anomalies in medical 

images, predicting disease 

outbreaks, or recognizing trends 

in patient symptoms

Discriminative ML 

and FM/GAI systems 

can be capable of 

making connections 

that are not readily 

transparent to end users, 

potentially leading 

to earlier and more 

accurate inference and 

application. However, 

these inferences may be 

subject to overfitting and 

lose accuracy outside of 

the population in which 

they were developed.

KRB technologies 

may miss informative 

data features that are 

non-intuitive to human 

developers.

Prediction Wide use of 

historical risk 

calculators and 

rule-based tools

Can introduce 

bias and 

experience 

performance 

changes over 

time as data and 

clinical practice 

change

Can predict patient outcomes 

based on comprehensive data 

analysis

Discriminative 

ML and FM/GAI 

systems may improve 

outcomes by forecasting 

disease progression, 

personalizing treatment 

plans, and identifying 

patients at high risk for 

complications.

Different challenges arise 

for classification versus 

accurate individual risk 

prediction.

Can present 

challenges 

with 

portability 

and adaptation 

to the local 

context as 

AI overfits 

to the source 

data context 

and requires 

evaluation, 

monitoring, 

and local 

adaptation

Has an 

improved 

capacity to 

include context 

in predictions

TABLE 2-1 | Continued

continued
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System

Feature

Knowledge and 

Rule-Based 

Systems 

Discriminative 

Machine 

Learning

Foundational 

Models and 

Generative AI Implications 

Reliability 

and 

Robustness 

of Results

Consistently 

produce the 

same results 

with consistent 

inputs. 

Unexpected 

inputs may 

result in clear 

error messaging 

as the inputs can 

be scored and 

tracked

Provides 

consistent 

results from 

consistent 

inputs

May yield 

inconsistent 

and inaccurate 

results 

(hallucinations) 

with consistent 

inputs

Discriminative ML and 

FM/GAI may produce 

inaccurate results that are 

difficult to discern from 

accurate results.

Present significant challenges in 

determining etiology of change 

when the AI algorithm is a black 

box, and multiple source features 

are changing over time

Automation 

of Complex 

Tasks

Capable of 

automation of 

straightforward 

tasks, including 

scheduling 

appointments, 

generating 

billing, and 

basic data entry, 

but lack the 

sophistication 

to handle 

more complex 

administrative 

and clinical tasks

Can automate complex tasks, 

including interpreting such 

things as radiology images and 

pathology samples, processing 

natural language in EHRs, and 

personalizing patient care plans

Discriminative ML and 

FM/GAI systems are 

better suited to model 

tasks as they become 

more complex. All 

types are susceptible to 

changes in the sequence 

and character of 

complex task processes 

and require maintenance 

and surveillance for 

intended function.

Interactivity 

and 

Human-like 

Capabilities 

Offer static 

user interfaces 

without the 

ability to 

understand 

natural language 

or engage in 

interactive, 

human-like 

communication

Produce 

relatively static 

output formats 

and fixed 

integration 

into user 

workflows. 

Fixed inputs 

although the 

development 

of the inputs 

can be done 

in a fully 

automated and 

data-generated 

fashion

Can provide 

context-aware 

interaction 

with end users. 

May power 

interactive 

technologies 

such as data 

visualization or 

synthesis as well 

as virtual health 

assistants and 

chatbots, which 

can understand 

and respond 

to end-user 

queries

FM/GAI systems may 

be anthropomorphized, 

which may be a benefit 

or a harm, depending on 

the use case and the level 

of user sophistication.

Increasing end-user 

flexibility of interaction 

may come with 

unintended outcomes, 

both benefits and harms.

TABLE 2-1 | Continued
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System

Feature

Knowledge and 

Rule-Based 

Systems 

Discriminative 

Machine 

Learning

Foundational 

Models and 

Generative AI Implications 

Scalability 

and 

Flexibility 

Require 

significant 

modifications 

to adapt to new 

applications 

or scale with 

increased data. 

They are often 

less flexible 

and more 

challenging to 

customize

With the appropriate guardrails, 

may be scalable across clinical 

settings and can be tailored to 

specific clinical needs and patient 

populations (Pouyan, 2024)

Lower barriers to customization

Discriminative ML and 

FM/GAI systems have 

shown that general-

purpose systems can 

be developed at scale. 

However, overfitting 

to the development 

data environment 

and limitations in 

transportability 

of models require 

adaptation and 

customization for a local 

context of use (Lasko et 

al., 2024). 

For specific use cases, 

highly tailored KRB 

technologies may 

still have superior 

accuracy or reliability 

when compared to 

discriminative ML and 

FM/GAI systems.

Real-time 

Processing 

and Insights

Can provide 

real-time data 

processing 

with lower 

computing 

costs due to 

simplicity of 

rule-based 

systems

Provides real-time data 

processing and actionable 

insights, can integrate dynamic, 

changing data elements and 

variable processing intervals over 

time

Requires attention to scalable 

architecture to manage 

computing costs

All types of systems 

present challenges in 

ensuring that the data 

stream has sufficient 

fidelity and quality for 

the context of use due to 

real-time use.

TABLE 2-1 | Continued
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System

Feature

Knowledge and 

Rule-Based 

Systems 

Discriminative 

Machine 

Learning

Foundational 

Models and 

Generative AI Implications 

Testing and 

Ongoing 

Monitoring

Assessed based 

on the system’s 

functional 

conformance to 

specifications; 

Identified 

errors and new 

features typically 

addressed in 

batch mode

Assessed based 

on statistical 

(quantitative) 

and qualitative 

model quality 

relative to 

requested task 

and desired 

outcomes

Assessment of 

outputs may be 

more complex 

due to changes 

to output over 

time 

Assessment 

relative 

to desired 

outcomes are 

essential

All systems require 

ongoing monitoring, 

but discriminative ML 

and FM/GAI systems 

have more complex 

requirements to 

ensure safe, equitable 

performance. Ensemble 

AI automation (e.g., 

use of one model 

to monitor another 

model) can be applied 

to support monitoring 

and performance 

maintenance of complex 

AI systems.

AI and economic 

performance measures.

NOTE: EHR = electronic health record; FM/GAI = foundational models/generative AI; KRB = 

knowledge and rule-based; ML = machine learning.

TABLE 2-1 | Continued

these technologies have yet to result in mature AI-adapted governance structures. 

In addition, while access to large AI systems may be limited to organizations 

with significant resources, creating potential equity issues, access to AI systems 

has been democratized because of the availability on cell phones and via the 

Internet, making adherence to best practices more difficult to detect and address 

in some settings (e.g., physicians using LLM tools to summarize notes or to appeal 

insurance denials).

RISKS ASSO CIATED WITH THE USE OF AI

Novel attributes and rapidly changing capabilities of AI systems relative to 

rule-based digital health technology yield both impressive opportunities for 

new functionality along with both overlapping and risks (FDA, 2021, 2022). As 

briefly outlined in Table 2-1, there are considerations applicable to rule-based, 

discriminative ML, and FM/GAI-based systems which include data privacy 

and security; introduction of a variety of forms of bias from the process of tool 

development; the intended function, and the context of use; reliability of results; 
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and impacts of automation on human experience and the workforce. Other 

considerations are more specific to discriminative ML, and FM/GAI-based 

systems, such as explainability and transparency; anticipated and unexpected 

bias from the training source data; anthropomorphizing technology, including 

deep fakes; model drift and the need for ongoing monitoring; and real-time 

processing and scalability. All these challenges have the potential to create 

snowball-like impacts for any of the issues noted here and negatively impact 

equitable access.

Data Privacy and Security

Massive amounts of data are essential for advancing AI in health and health 

care (Mandl et al., 2024) as they enable the development of sophisticated models 

capable of delivering personalized treatments, predicting patient outcomes, 

developing new therapies, and improving efficiency. However, the aggregation, 

management, and licensing of these extensive datasets introduce significant privacy 

and cybersecurity risks. Safeguarding patient data requires robust encryption, strict 

access controls, and adherence to regulatory standards to prevent unauthorized 

access and data breaches. Poorly understood, broad consents for use of personal 

data that consumers have granted to big tech firms in exchange for “free services” 

(e.g., chatbots, smart watches, and so forth) also present risks to individual privacy, 

yet remain unregulated. The licensing and sharing of health data by health 

delivery systems must balance the benefits of data-driven innovation with the 

ethical obligation to protect patient confidentiality and agency. For example, 

collecting deeply personal information—voice, eye movement, facial expressions, 

body movement, and reaction times—and employing these data in behavioral 

health applications hold promise to significantly improve access to treatment as 

well as quality of care, but also presents substantial risks for harm if these data are 

accessed and used nefariously (Olawade et al., 2024). 

Bias

AI systems reflect the structural biases embedded in the data on which 

they are trained as well as the conscious and unconscious biases of developers 

and end users of AI. If the training data are biased or unrepresentative of the 

target population, including the predicted outcome of interest, AI systems can 

perpetuate and even exacerbate existing health disparities (Obermeyer et al., 

2019); and the models may perform poorly on groups under-represented in the 

data. For example, facial recognition technologies developed on non-diverse 
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populations, perform poorly on non-White populations (Grother et al., 2019). 

If used in diagnostic algorithms (Qiang et al., 2022; Wu et al., 2021) without 

eliminating the bias, it could lead to misdiagnoses and inappropriate treatments 

in health care applications. For example, lack of representative training data in 

pulse oximeters led to lower accuracy among patients with darker skin (Sjoding 

et al., 2020) and subsequently to delayed recognition of hypoxia during the 

COVID-19 pandemic (Fawzy et al., 2022). In health care, this can result in 

distorting model output, including recommendations or decisions, impacting 

patient care and outcomes. 

Explainability and Transparency

As opposed to rule-based tools which were explicitly designed with 

explainability and interpretability in mind, many ML-based models, particularly 

those using DNNs, by nature behave as “black boxes,” making it difficult, even for 

their developers, to understand how they arrive at specific determinations (Saeed 

and Omlin, 2023). It should be noted that there are opportunities to combine 

more “black box” methods with either explainable discriminative ML or rule-

based systems, and this is an area of ongoing research. However, in some contexts 

of use, this lack of explainability can hinder transparency (sharing with impacted 

parties information about data sources, methodologies, and testing results) and 

thus negatively impact trust and acceptance among health care professionals 

and patients. Moreover, while naturalistic interfaces in generative AI tools may 

support chain-of-thought reasoning, the identification and correction of errors 

may still prove challenging. 

Reliability of Results

Given the potential for AI dependence on training datasets with particular 

attributes, some AI systems may falter when data not conforming to the training 

dataset attributes are presented (Finlayson et al., 2021), yielding inaccurate results, 

a concept known as overfitting on the training data attributes. This is particularly 

problematic for health care diagnostic and treatment recommendations, where 

outcomes have potentially life-altering impacts. This challenge is exacerbated 

by the issues of explainability and transparency noted above (Saeed and Omlin, 

2023). New AI techniques are being employed to reduce these risks, including 

the use of more robust validation datasets as well as application of generative 

models, federated learning, and synthetic datasets (Hong et al., 2023).

https://nap.nationalacademies.org/catalog/29087?s=z1120


An Artificial Intelligence Code of Conduct for Health and Medicine: Essential Guidance for Aligned Action

Copyright National Academy of Sciences. All rights reserved.

Background  |  31

PREPUBLICATION COPY—Uncorrected Proofs

Impacts of Automation on Health Care Decision Making, 
Human Experience, and the Workforce

AI systems capable of autonomous decision making pose the risk of over-

reliance on technology for clinical decision making, loss of human connection 

(Quinn et al., 2021) and significant changes for the health workforce, including 

retraining needs and job loss (Reddy, n.d.). Among AI-assisted tools that provide 

recommendations or cognitive support, there is also a risk of users depending 

excessively on AI recommendations or visualizations, resulting in bias and over-

reliance (Jabbour et al., 2023), as well as the potential for de-skilling (Aquino 

et al., 2023). And, while in some situations, interaction with AI chatbots could 

improve equity of access (Habicht et al., 2024), it is possible that when engaging 

with chatbots rather than humans, patients may feel isolated and their trust in the 

healing relationship could be eroded. 

As AI systems become increasingly adept at performing tasks such as diagnostics, 

treatment planning, and administrative workflows, the traditional roles and skill 

requirements within the health care workforce are set to undergo profound 

changes (Davenport and Kalakota, 2019). Initially, AI is poised to ameliorate the 

workload of documentation, theoretically allowing clinicians to more fully engage 

with their patients (Tierney et al., 2024). Furthermore, the integration of AI could 

lead to important shifts in workforce composition. Various members of the health 

care workforce, supported by advanced AI tools, might take on responsibilities 

traditionally held by doctors, thereby altering the professional landscape. While AI 

may offer solutions for workforce shortages and enhance efficiency of operations, 

job displacement concerns as well as issues associated with electronic health record 

(EHR) use may dampen the appetite for AI adoption among physicians. There is 

also a need for training in use of AI, continuous education, and retraining. Clearly, 

workforce and educational implications are significant and are addressed in a later 

section in this publication.

Anthropomorphizing Technolog y

Anthropomorphism ascribes human qualities—those not seen in traditional 

systems including moral character, status, and judgment quality—to AI systems 

that do not in fact possess them (Placani, 2024). Yet, some AI outputs are presented 

with human-like characteristics such as emotion, physical appearance, and even 

self-consciousness (Steerling et al., 2023) and can be offered up in a conversational 

manner that mimics human communication, potentially leading to emotional 

response or overconfidence in outputs by the end users. While limited research 
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has been done in this arena (Liu and Tao, 2022), over-reliance or declining trust are 

both potential downstream risks that must be considered. In addition, increasingly 

granular data collection from facial expressions, voice patterns, and other human 

behavior, could be used to create AI outputs that are virtually indistinguishable 

from reality, so-called “deep fakes,” that can be used to impersonate an individual 

and could result in serious personal harm (Mirsky and Lee, 2021). Navigating 

these challenges is critical to harnessing the full potential of AI in health care 

while maintaining public trust and ensuring patient safety.

Data and Model Drift and Ongoing Monitoring

AI models that continuously learn, adapt, and encounter new data over time can 

improve their performance but must be properly monitored. Poor performance 

can result in suboptimal care, misappropriation of resources, and safety risks 

(Davis et al., 2017). Changes in data patterns or the emergence of new medical 

knowledge can render existing models outdated, not helpful, or even harmful 

(Kore et al., 2024). Conversely, online AI or ML that learns continuously from 

incoming data presents a different risk of drift in which the performance of 

the tool and outputs could shift in response to the data but not the underlying 

design or health goal. In all cases, implementing robust monitoring and updating 

mechanisms are essential to ensure that AI systems remain accurate and effective 

(Davis et al., 2022).

Real-Time Processing and Scalability

Given the real-time processing capacity of AI within clinical systems (e.g., 

colonoscopies and surgery) (Topol, 2019), any issues with the model (e.g., drift) 

may not be detected before clinical decisions are made, potentially leading to 

patient harm. Scalability presents an escalation of risks mentioned above, including 

data privacy, bias, model reliability, and model drift. Scaling AI also involves 

increased resource utilization. The use of AI in health care requires substantial 

energy consumption and affects the carbon footprint associated with training 

and operating advanced ML models (Jia et al., 2023). As health care (and other 

aspects of society) become more dependent on AI, the potential for increasing the 

impact of AI on the climate cannot be ignored. Data centers housing AI systems 

require vast amounts of electricity for computation and cooling, contributing to 

greenhouse gas emissions. This results in a careful tradeoff of building new AI 

resources versus retraining or adapting existing resources given the computational 

and environmental impact of large model development. 
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Equitable Access

Substantial organizational resources are required to develop, acquire, implement, 

and govern health AI responsibly. Beyond the cost of development or procurement, 

needs for technical, analytic, and compliance expertise are typically expensive and 

can be out of reach for small, rural, or poorly resourced health organizations. One 

study demonstrated that AI was more likely to be incorporated into medical care 

in higher-income, metropolitan areas (by zip code) with academic medical centers 

(Wu et al., 2023). As a result, there is a risk of inequitable access to potentially 

life-extending AI tools for patients seeking care at lower-resourced organizations, 

further exacerbating existing inequities in care. 

New and Emerging Tools,  Including Large Language Models

“The foundation model (FM) is a family of machine artificial intelligence (AI) 

models that are generally trained by self-supervised learning using a large volume 

of unannotated dataset and can be adapted to various downstream tasks” (Jung, 

2023). Foundational LLMs are distinguished by using a set of AI technologies and 

developing meta-parameters and internal representations entirely from a set of 

source data. Foundational LLMs can be adapted through few-shot learning (an 

ML technique that trains AI models to make predictions using a small number of 

labeled examples) and reinforcement learning for specific use cases. LLMs present 

new classes of risks not previously encountered in software as medical devices 

(FDA, 2021, 2022) and relying on them for high-risk health care functions 

will require special testing, monitoring, and oversight. Foundational LLMs can 

hallucinate by providing inconsistent results or omissions, and the quality of their 

responses can fluctuate over time (Perković et al., 2024).

The largest foundation language models also present risks for introducing 

or perpetuating bias. They have been trained on vast datasets, many from the 

public Internet, that reflect societal discourse replete with cultural, political, and 

scientific biases (Zack et al., 2024). Additionally, LLM development can employ 

an alignment approach called reinforcement learning with human feedback that 

involves human trainers providing feedback on the model’s outputs. Human 

trainers may unconsciously introduce biases during this process or be instructed 

in a manner that ultimately shapes model responses.

Yet, for consumers and patients, not since Google Search (Tang and Ng, 2006) 

has there been a widely available information technology innovation as impactful 

for health as LLM-based chatbots. They may fill in key gaps in consumer access 

to expert health advice. However, they introduce risks that warrant careful 
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consideration. Privacy and data security are paramount concerns, as chatbots often 

collect, store, and use sensitive personal information, perhaps in a manner not 

apparent to the user. Miscommunication and errors can arise from their limited 

understanding of context and nuance, potentially leading to misinformation or 

inappropriate responses. Additionally, consumer and patient reliance on chatbots 

for critical tasks could reduce important medical oversight. Ensuring ethical use, 

robust security measures, and continuous improvement in their accuracy and 

fairness is essential to mitigate these risks.

Regulation

Keeping pace with innovation poses a significant challenge for regulators; 

technologies, such as generative AI tools like ChatGPT, which produce unvalidated 

outputs, provide a clear example of a tool that may have unpredictable impacts on 

health care systems (Bouderhem, 2024). 

Balancing innovation with transparency of the AI inputs, outputs, and expected 

operation as well as transparency of disclosure of AI use, equity, and safety needs 

are daunting, and much work is being done by AI researchers to address the data 

and technical challenges; simultaneously, governance efforts—local, national, and 

international, and including this AI Code of Conduct (AICC) framework—are 

being developed to address the risks to ensure that the benefits are realized evenly 

across society (HHS, 2024a; Hong et al., 2023; Quinn et al., 2021).

ALIGNING AI GOVERNANCE EFFORTS FROM THE 
ORGANIZATION TO THE GLOBAL ARENA

AI governance has been defined as “a system of rules, practices, processes, 

and technological tools that are employed to ensure an organization’s use of 

AI technologies aligns with the organization’s strategies, objectives, and values; 

fulfills legal requirements; and meets principles of ethical AI followed by the 

organization” (Mäntymäki et al., 2022). Governance can be employed at an 

organizational, local, national, international, or global level. The continuum of the 

forms of governance, from most conceptual to most enforceable and based on the 

work of Mills and colleagues (2023), is outlined in Figure 2-3.

Given the potentially transformative benefits of AI to improve health, health 

care, and biomedical science, along with the risks of AI outlined above, a central 

goal of the National Academy of Medicine AICC project is the alignment on a set 

of foundational principles and commitments designed to promote responsible use 

of AI across the health sector in the United States. There is a broad recognition and 
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FIGURE 2-3 | Continuum of the forms of governance from most conceptual to most 

enforceable.

SOURCE: Conceptually adapted from Mills et al., 2023.

clarity among the authors that while ethical principles and commitments provide 

a governance starting point, organizations that develop and/or deploy AI in the 

health sector will also require more detailed guidance enabled through broader 

accountability frameworks, standards, and policies. Additionally, AI systems and 

their accompanying opportunities and threats are not bounded by local, state, 

or national borders. Therefore, these alignment efforts across the governance 

continuum must also be viewed from a global perspective.

Several factors are driving and influencing global governance of AI. AI 

development involves transnational actors, particularly multinational corporations 

(Kshetri, 2024), for whom common rules could ease regulatory burden (Tallberg 

et al., 2023). AI has the potential to provide significant economic advantages, 

leading to competition in the international race for AI dominance, potentially 

stifling cooperation (Vijayakumar, 2023). AI systems create externalities that 

transcend national borders, necessitating international cooperation for effective 

regulation to create a level playing field in the interest of all parties (Tallberg et 

al., 2023). In addition, AI is financed, developed, used, and governed by a diverse 

set of international actors with varying resources and sometimes disparate or 

competing values, incentives, and motivations, creating a complex governance 

landscape (Gianni et al., 2022).

While there are growing efforts to promote international collaboration, AI 

governance efforts to date have been largely nationally focused. For example, 

the Department of Health and Human Services (HHS) Office for Civil Rights 

(OCR) and the Centers for Medicare & Medicaid Services issued a final rule 

Principles Frameworks Voluntary 
Guidelines

Standards and 
Certifications

Laws and 
Policies
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under the nondiscrimination section of the Affordable Care Act (HHS, 2024a), 

specifying that patient-care decision support tools, including ML and AI models, 

must not exhibit “discrimination based on race, color, national origin, sex, age, 

disability” (HHS, 2024a). Discriminatory practices are prohibited and will be 

enforced under existing federal laws, including Title VI of the Civil Rights Act of 

1964 (Department of Justice, n.d.). However, the specific policies and procedures 

needed to comply with the statute still require substantial development. Further 

complicating the ecosystem in the United States, state-level regulations are being 

enacted or considered. Across 40 states, a broad range of bills to address the risks 

of AI were introduced in 2024, and resolutions were adopted or bills passed in six 

states, along with Puerto Rico and the U.S. Virgin Islands (National Conference 

of State Legislatures, 2024).

The
 
Organisation for Economic Co-operation and Development (OECD) AI 

Policy Observatory recorded more than 700 national AI governance initiatives 

from 60 countries and territories (Tallberg et al., 2023). Despite having developed 

national AI strategies, many countries are now struggling to establish more robust 

governance, which require careful consideration of issues including risk-based 

frameworks, licensing agreements, liability structures, standards, and research and 

development support (World Economic Forum, 2024). 

AI presents some challenges and special considerations for governance.

1.	 � Uncertainty: The performance of novel applications of AI techniques and 

tools is difficult to predict, including the intended and unintended outcomes 

of such applications. This presents challenges in proactive governing and 

confidently assessing the best approach to governance. Considerations include 

the types of governance models that are most appropriate, which aspects of 

AI should be included or excluded in governance, and at what level governance 

should occur—regional, national, or international level
 
(Sepasspour, 2023).

2.	 � Rapid evolution: Breakthroughs in AI development have and are expected 

to continue to outpace the capacity of traditional governance approaches, 

which typically lag new technologies. This is in part because of the lengthy 

legislative process and in part due to the inability of regulators to assess rapidly 

the benefits and risks associated with the technology (World Economic 

Forum, 2023). Adaptation and collaboration with the private sector will be 

required to respond to this environment (Best et al., 2024).

3.	 � Societal impact: Given the apparent “general-purpose” nature of AI 

(Crafts, 2021), the scope of impact on society is quite broad and will be felt 

across most industries and sectors. The historical approach to technological 

innovation is one primarily focused on profit, which can result in societal 
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harm; consideration for alignment of AI investment with the public interests—

“economic, societal, and national security objectives”—is warranted
 

(Mazzucato et al., 2022).

4.	 � Competition: Significant private investment in AI development (Ahmed et 

al., 2023b) can create fierce competition for market advantage, and result in 

a focus on speed over safety or profit over ethics (Dafoe, 2018). Additionally, 

such competition can create “winner-take-all” or “winner-take-most” 

scenarios, concentrating benefits, both economic and political, in a small 

number of organizations or countries (Muro and Liu, 2021).
 

5.	 � Fragmented governance: Various non-governmental parities are engaged 

in the creation and use of AI technologies and tools, and many are actively 

working on AI standards and governance frameworks. Broad collaboration 

and inclusive participation of parties with international influence and/or 

their deep technical expertise will be essential in the ongoing development 

of AI (Schmitt, 2022). 

6.	 � Geopolitical competition: Competition is not limited to commercial 

interests; international competition is focused on geopolitical wealth and power 

advantages (Dafoe, 2018). In such a high-stakes environment, where national 

security is deemed a risk, cooperation to establish AI governance standards and 

regulatory frameworks can prove challenging, particularly among nations that 

are not ideologically aligned, as is seen in the oppositional positioning on AI 

between the United States and China (Roberts et al., 2024). 

7.	 � Lack of consensus on priorities: Key stakeholders do not agree about 

which challenges associated with AI should be prioritized or about the 

policies that would address the issues. For example, the United Kingdom 

is focusing on existential harms, while the European Union is emphasizing 

near-term risks such as bias (Roberts et al., 2024).

In response to these challenges, a growing number of public and private 

international organizations have engaged in governance efforts from convening 

experts to developing international regulation to fill the gaps. As documented in 

the draft AICC literature review, there is significant synergy around the underlying 

principles of responsible AI (Adams et al., 2024). However, numerous approaches 

to governance are emerging. For example, at the G20 summit in New Delhi 

in September 2023, a human-centric AI governance framework was proposed 

by the Indian Prime Minister, and an AI risk monitoring body based on the 

Intergovernmental Panel on Climate Change was suggested by the president of 

the European Commission (Kshetri, 2024). Table 2-2 provides a sampling of key 

international AI governance efforts across the continuum since 2019, including 
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https://www.gov.uk/government/publications/ai-safety-summit-2023-the-bletchley-declaration/the-bletchley-declaration-by-countries-attending-the-ai-safety-summit-1-2-november-2023
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the work of OECD, the United Kingdom, the European Union, the Council of 

Europe, the United Nations, and the World Health Organization. 

Despite a lack of global consensus on the best approach, there is a clear need 

and momentum for a governance framework for AI. Taking definitive action, 

the most stringent international governance of AI is being implemented 

in Europe via the AI Act, which was passed in March 2024 to ensure that AI 

development, deployment, and use in the European Union promotes innovation 

and EU values, while mitigating the risks of AI (Artificial Intelligence Act, EU 

Regulation 2024/1689). Furthermore, in April 2024, the European Union and 

the United States agreed on a risk-based approach to AI governance to ensure 

“safe and trustworthy AI” produced by the United States and the European 

Union
 
(European Commission, 2024a).

AI governance involves a set of interwoven issues that require coordinated 

regulation and a nuanced policy agenda. Overarchingly, more international 

collaboration would be beneficial. This agenda should consider the promotion 

of innovation to address complex issues and prevent harmful proliferation in the 

context of a competitive marketplace. Given that the private sector currently 

controls most aspects of AI, its governance is particularly complex and politically 

sensitive. AI governance on the global level could be complicated by the 

dominance of major tech firms or the growing involvement of smaller players, 

such as emerging technology companies (Kshetri, 2024). In part to promote 

trust in AI tools and technologies, a variety of stakeholders, including big tech, 

researchers, and non-governmental organizations have taken steps to define good 

governance and use those work products to inform public policy. For example, 

the Partnership on AI (PAI) was formed in 2016 to develop guidance and inform 

public policy (Schmitt, 2022), and in 2023, the Frontier Model Forum
1
 was 

established to ensure “the safe development and deployment” of cutting-edge 

AI technologies, known as frontier models. However, the complexity of self-

governance by technology companies—particularly in the face of misaligned 

incentives—was demonstrated by resignation from PAI by Access Now, a digital 

rights organization, as they “did not find that PAI influenced or changed the 

attitude of member companies or encouraged them to respond to or consult with 

civil society on a systematic basis” (Access Now, 2020).

Multiple global bodies and coalitions have begun to formulate an approach to 

governing AI, with a primary focus on principles and frameworks. While rules 

and standards for the development and use of AI are being established, keeping 

pace with AI’s potentially disruptive effects will require major advancement in 

governance approaches (Sepasspour, 2023). Governing AI effectively will require 

1
 See https://www.frontiermodelforum.org/about-us (accessed April 4, 2025).
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rapid cycle learning, adaptability, and correction, just as AI has the capacity 

to rapidly evolve and autonomously self-improve (Bremmer and Suleyman, 

2023). The history of Internet governance provides an example, elucidating the 

potential and the constraints of governance innovation driven by societal and 

technical advancements while simultaneously emphasizing the critical role of the 

multistakeholder approach embraced by both national governance bodies and 

Internet Corporation for Assigned Names and Numbers (Almeida et al., 2023). 

Applying these lessons and focusing on alignment will support the advancement 

of AI governance, locally, nationally, internationally, and ultimately globally.

APPLYING LESSONS FROM EHRs’ AD OPTION  
TO THAT OF AI

In addition to heeding lessons about governance, careful consideration of the 

experiences of broad adoption of technology into the health care workflow is 

warranted. In recent years, AI tools in health care, like EHRs preceding them, 

have become available commercially and have been met with both hope and 

skepticism (Cary et al., 2023; Lindsell et al., 2020; Matheny et al., 2020). 

Similarly, early discussions about EHRs generated unwarranted claims about 

benefits (Bates and Gawande, 2003; Hillestad et al., 2005; Lohr, 2005)—consistent 

with the Gartner Hype Cycle, a widely applied management framework for the 

consideration of new innovations (Gartner, n.d.). This framework suggests that 

new innovations follow a replicable pattern whereby an innovation trigger yields 

inflated expectations followed by disillusionment, improvement, and eventually 

productivity and broad adoption. EHRs have certainly been the focus of high 

expectations and disappointments among end users. In this context, comparing 

EHRs to an unrealistic ideal rather than viewing them as a tool capable of 

contributing to incremental progress often fueled inflated expectations and 

subsequent frustration. For example, while a small study of early EHR adopters 

demonstrated that 81% of clinicians found the EHR to be superior to paper 

records (Kaelber et al., 2005), the 2021 National Electronic Health Records 

Survey (NEHRS) estimated that only 25% of physicians were very satisfied 

and 35% somewhat satisfied with their EHR system (CDC, 2021). Although 

the journey to an ideal EHR is far from over and similar risks of comparisons 

to an idealized target exist with the deployment of health AI, considering key 

lessons that led to broad EHR adoption by U.S. physicians is a valuable exercise 

as health AI adoption is burgeoning. These lessons are generally organized into 

two categories: (1) understanding the rationale for adopting health care AI, and 

(2) translating behavioral intent into practice. 
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Understanding the Rationale for Adopting Health Care AI

The Theory of Planned Behavior (TPB) (Ajzen, 1985) provides a useful scaffolding 

for understanding technology adoption and may be a practical construct for scaling 

health AI use. In the context of EHR adoption, TPB addresses (1) attitudes toward 

EHRs based on available evidence; (2) establishing an expectation to support 

adoption (subjective norms); and (3) perceived behavioral control—the belief that 

a behavior is under the control of the individual—which is influenced by an 

environment that fosters behavioral control and behavioral intention.

Using Evidence to Impact the National Dialogue

Although early clinical information systems were developed in the 1960s 

(Atherton, 2011), development and broad adoption was limited for decades. 

According to data provided by the Office of the National Coordinator for Health 

IT (ONC), in 2008 fewer than 20% of hospitals and physicians had adopted 

EHRs (ONC, n.d.). The slow EHR adoption trend to that point was due, in 

part, to the lack of a clear rationale and supporting evidence for adopting an 

EHR in settings outside large hospitals. A series of Institute of Medicine (IOM, 

now the National Academy of Medicine [NAM]) reports that focused on health 

care quality were among the most influential compendia recommending the 

adoption of EHRs to minimize errors associated with missing data, erroneous 

data, unavailable clinical guidelines, and siloed patient information (IOM, 1991, 

2000, 2001, 2003, 2007). These reports summarized the science around medical 

errors and poor health care quality. Following these reports, there was a robust 

conversation in the lay press and the scientific literature to better understand 

the need for funding (Anderson, 2007) and the potential benefits, pitfalls, and 

unintended consequences of the use of EHRs (Ash, 2004; Berg, 2001; Han et al., 

2005). Importantly, literature from the major hospital systems with internally built 

EHRs described the efficiency and safety benefits, as well as challenges with the 

technology, shifting workload, and data security and privacy concerns (Chaudhry 

et al., 2006). Additionally, the National Research Council published a report in 

2009 that identified “persistent problems involving medical errors and ineffective 

treatment…. Many of these problems are the consequence of poor information 

and technology (IT) capabilities, and most importantly, the lack of cognitive IT 

support” (NRC, 2009). Federal legislation and regulation followed; The Health 

Information Technology for Economic and Clinical Health (HITECH) Act 

(HHS, 2009) provided financial incentives to support the cost of EHR adoption 

and encourage adoption and meaningful use of EHR technology with penalties 

for those that failed to do so (Blumenthal and Tavenner, 2010).
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With regard to clear rationale and evidence for use of AI in clinical settings, 

like with EHR adoption, there are similar questions and concerns about the 

validity of recommendations (Cary et al., 2023; Habib et al., 2021; Obermeyer 

et al., 2019), potential issues with trust and reliability (Esmaeilzadeh et al., 2021; 

Liu and Tao, 2022), job displacement (Howard, 2022; Petersson et al., 2022), and 

ethical infractions (Li et al., 2022; Sartori and Theodorou, 2022). While many 

experts are touting AI’s benefit for disease prediction (Kumar et al., 2023) and 

equitable access to health/disease advice (Ayers et al., 2023; Kaur et al., 2024; 

Kurniawan et al., 2024), the most value in the near term may be in mitigating 

health care provider burnout (Borna et al., 2024; Levy et al., 2022; Liu et al., 

2023; Sallam, 2023). Evidence regarding the potential benefits, risks, and costs of 

partnering with AI in clinical settings is needed. Costs should be described and 

assessed broadly, and include financial, time, and workflow reduction estimates, 

to make transparent the degree to which benefits outweigh the risks and 

costs. This assessment may be an important part of improving attitudes toward 

using AI in clinical settings, as with EHRs. Many concerns about adopting 

EHRs were overcome through scientific evidence and communication to 

various stakeholder groups, it may be advisable to do the same with health care 

stakeholders to surface and address concerns about AI in health care over time. 

In addition, evidence generation will create an evidence-based practice of AI 

in health and health care that may generate reimbursement for its use, which 

could further accelerate use, and even more importantly, democratization of use 

in low-resource environments.

Subjective Norms

The health care system is enmeshed in the Era of Entanglement (Johnson et 

al., 2021), whereby various stakeholder expectations dictate how technology is 

to function, and health care providers struggle to navigate an ecosystem riddled 

with regulatory, quality reporting, and social determinants requirements that 

impact care decisions and delivery. This complex landscape exacerbates the 

social pressures and expectations health care providers perceive surrounding 

AI adoption. Colleagues from one setting may de-prioritize concerns about 

biased data in favor of improved access to tools that minimize burnout, while 

institutional leadership may discourage using these same tools because of 

concerns about sharing health information with non-covered entities that 

may lack strong privacy policies. Although federal incentives were critical to 

establishing supports and expectations to advance widespread adoption of 

EHRs across the United States, establishing a culture of acceptance for EHR 

adoption has been difficult, and challenges with usability and satisfaction persist 

(Holmgren et al., 2024).
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Concerns about the trustworthiness of AI will also need to be overcome. 

Wherever it has been studied, concerns about reliability, fairness, and bias continue 

to surface. This is true in lay press as well as academic publications (Angwin, 2023; 

Sanders, 2024), adding kindling to the combustible notion that AI is not ready for 

any use at scale, despite some emerging evidence in medical journals suggesting 

otherwise in specific contexts, such as radiology.

Perceived Behavioral Control 

An important lesson from EHR adoption is that many providers have arguably 

not achieved self-efficacy (confidence in their ability to learn and use EHR 

systems), resource availability (access to materials that maintain self-efficacy and 

technological resilience), and a realistic recognition of obstacles, such as technical 

difficulties, potential disruption to established workflows, and human factors 

engineering being a work in progress. This perceived lack of behavioral control 

has contributed to issues such as burnout (Melnick et al., 2020; Moy et al., 2021). 

These consequences are often attributed to design issues among the vendor 

community; however, there are data suggesting that health care providers who 

complete EHR skills training may have improved efficiency, time, and lower rates 

of burnout versus those who have not completed that training (Lee et al., 2023; 

Robinson and Kersey, 2018). As AI is implemented in the health care workflow, it 

will be important to provide necessary resources to improve perceived behavioral 

control, including education, time to learn and incorporate the technology 

into the workflow, technical support, and ongoing financial support. Technical 

support for AI-augmented clinical tools (as currently conceived) will need to 

consider new failure modes, such as feedback (Aikens et al., 2024) or data biases 

(Obermeyer et al., 2019; Temple and Rowbottom, 2024). 

Translating Behavioral Intent into Practice

Perceived behavioral control is necessary but not sufficient to ensure the 

widespread adoption of new technologies required for meaningful transformation. 

While health care providers may feel capable of implementing AI tools, actual 

adoption requires more than just perceived capability; true transformation 

demands a multifaceted approach beyond mere availability and perceived ease of 

use. Based on lessons learned from EHR adoption, successful behavioral change 

required private and public messaging and assistance investments. As with EHR 

adoption, successful implementation of health AI may also require regulatory 

pressure to create technology standards, incentivize national adoption, and even 

impose penalties for failing to adopt normative approaches to care using AI. Finally, 
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long-term and sustainable success may benefit from viewing AI in health care 

as a Learning Health System (LHS) initiative, involving numerous stakeholders, 

standardized evidence generation, and summative feedback to developers, leading 

to data-driven innovation and improvement.

Promotion of Use Through Standards, Certification, and 
Technical Support

Additionally, promoting behavioral control, HITECH established a technical 

support infrastructure through regional extension centers (RECs). Their mission 

was to provide state and regional support, including expert knowledge about 

certified EHRs, adoption strategies for small group practices, and other nuanced 

help to ease providers into using EHRs in their offices. RECs appear to have 

added value and some degree of self-efficacy (Furukawa et al., 2015; Green et al., 

2015; Lynch et al., 2014; Riddell et al., 2014).

Soon after the passing of the HITECH Act, HHS issued regulations adopting 

“an initial set of standards, implementation specifications and certification 

criteria” for EHRs and creating a voluntary certification program (ONC, 

2010). These standards and criteria are routinely updated to adapt to changes 

in standards and policy priorities, including adding requirements for algorithm 

transparency in the most recent final rule (ONC, 2024a,b). The ONC Health IT 

Certification Program, which was linked to the meaningful-use EHR incentives 

programs adopted by the Centers for Medicare & Medicaid Services, continues 

today and remains crucial for assuring that EHRs incorporate required standards 

and functionality (ONC, 2011, 2016). This program manages an authorized 

testing laboratory and an ONC-authorized certification body responsible for 

issuing certifications and ongoing surveillance. The evidence for the impact of 

this program is mixed (Bowes, 2014; Pylypchuk and Johnson, 2022; Ratwani et 

al., 2024); however, as a result of this program, recent legislation has approved a 

voluntary EHR certification program for pediatric EHRs, suggesting that at least 

some communities find it to be of value (Thompson et al., 2022).

HITECH’s Impact

The multipronged approach, designed to advance from behavioral intention 

to full-scale adoption succeeded in many ways, including increasing EHR 

adoption (Cohen, 2016; Washington et al., 2017), impacting inpatient mortality 

rates (Trout et al., 2022), impacting care quality and efficiency (HHS, 2014), and 

catalyzing new discoveries through programs such as PCORI and AllofUs that 

rely on voluminous EHR data. However, the rapid pace of EHR adoption has 

been associated with nursing and physician burnout (Halamka and Tripathi, 2017; 

Washington et al., 2017), leading to initiatives such as Getting Rid of Stupid Stuff 
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(Ashton, 2018), and ClickBusters (McCoy et al., 2022), as well as the American 

Medical Informatics Association (AMIA) 25×5 program to decrease the burden 

of health care provider documentation (Johnson et al., 2021; Moy et al., 2021). 

These initiatives were enabled by the ongoing evaluation and improvement 

science focusing on the EHR and will continue into the foreseeable future.

While HITECH defined standards and incentivized adoption, cognitive supports 

(including user design, workflow integration, and clinical decision support) and 

interoperability were not adequately considered. Follow-up legislation, the 

21st Century Cures Act (2016), included directives to reduce administrative 

(documentation) burden, improve interoperability, reduce information blocking, 

and increase patient access to their medical records. Efforts to incorporate user 

design and provide cognitive support were encouraged but not explicitly called 

out for regulation.

AI and Translation into Practice

Although the underlying drivers (e.g., incentives, political and economic 

forces) between EHR and health AI adoption are significantly different, steps to 

implement AI in health care appear to be following much of the same blueprint 

discussed above. For example, the Health Data, Technology, and Interoperability: 

Certification Program Updates, Algorithm Transparency, and Information 

Sharing (HTI-1) (HHS, 2023a), enhances the ONC Health IT Certification 

Program by introducing pioneering algorithm transparency requirements 

for certified health IT and enabling clinical users to assess AI and predictive 

algorithms for fairness, validity, and safety. However, the HTI-1 rule has come 

under some scrutiny, in part because there are orders of magnitude more AI 

tools than there are predictive decision support interventions in regulated EHR 

systems (Sandalow, 2024); additionally, critical questions remain about the needed 

standards and specifications for reliable local validation and implementation. And 

challenges with the EHR certification program, such as self-attestation, periodic 

recertification, and post-market surveillance, are relevant to AI and will require 

careful consideration (Ratwani et al., 2024). Meanwhile, multiple parties are 

endeavoring to address risk by establishing certification standards and assurance 

procedures for currently unregulated health AI (Shah et al., 2024). Establishing 

the evidence to support such standards presents one of the greatest challenges to 

moving forward in certification or assurance programs for health AI.

In the context of planned behavioral theory, there is much to learn from the 

journey taken to make EHR technology commonplace in the United States. 

Box 2-1 highlights key lessons. As with the EHR, rigorous evidence is needed 

to support the use of AI to solve myriad problems to foster multidisciplinary 

stakeholder understanding of the rationale for the use of AI and to create the 
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necessary subjective norms and standards for its adoption and ongoing use. 

And, similar to EHR implementation, promoting AI adoption will require 

training and education to support perceived behavioral control, including 

technical understanding as well as workflow integration. However, while 

existing regulations and implementation of EHRs may provide a foundation for 

adoption of AI, some features of AI implementation, such as issues with model 

sustainability, will require novel approaches to ensure equity, safety, privacy, and 

usability over time. Aligning the industry to solve these challenges is the goal of 

the AICC framework.

LEARNING HEALTH SYSTEM (LHS) CONTEXT

In 2006 the IOM (now the NAM) undertook an initiative to identify 

necessary actions to expand the evidence base for medical decision making, with 

the dual objectives of ensuring that necessary care is delivered and unnecessary 

care not delivered (IOM, 2007). A standing group of senior public and private 

health organization leaders was established with an IOM Charter that developed 

the concept and definitional parameters of progress toward a continuously 

LHS: “one in which science, informatics, incentives, and culture are aligned 

for continuous improvement, innovation, and equity—with best practices and 

discovery seamlessly embedded in the delivery process, individuals and families 

BOX 2-1
Applying Lessons from EHR Adoption to Health AI Implementation

Understand the Rationale for Adopting Health Care AI

•	 �  Use evidence to influence the national dialogue

		  o  Change norms and expectations

•	 �  Support behavioral self-control

		  o  Increase self-efficacy about use of AI

		  o  Improve understanding about AI among the health care workforce

		  o  Identify and ameliorate barriers to implementation

Translate Intent into Practice

•	 �  Promote standards and certification

•	 �  Provide technical support and assistive funding
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as active participants in all elements, and new knowledge generated as an integral 

by-product of the delivery experience” (NAM, n.d.). See Box 2-2.

However, inadequate progress has been made; central issues identified in the 

IOM report—evidence not being made available at point of care (Nilsen et al., 

2024) and evidence not keeping pace with scientific and technological advances—

persist and warrant application of complexity science (Braithwaite et al., 2020).

Recent innovations in AI technologies represent a significant opportunity to 

ameliorate these challenges. AI can support both basic medical science (such as 

molecule discovery or drug design) and implementation research with processes 

including literature reviews, study design, participant recruitment, data analysis, 

and generative modeling, making it possible to reduce the time from study 

execution to publication. Further closing the gap from publication to clinical 

practice, though it currently has limitations, AI shows promise in synthesizing 

systematic reviews (Nilsen et al., 2024) which may support more rapid updates 

to evidence-based practice guidelines. AI can also integrate new studies with 

existing research to produce rapid updates to evidence-based guidelines and 

provide more personalized treatment recommendations at the point of care. With 

its capacity to handle extremely large, distributed, and diverse datasets in real 

time, AI holds promise for improving evidence-based practice (EBP) through 

improved evidence generation, clinical decision support, and patient shared 

decision making, three essential components of EBP (Nilsen et al., 2024). AI also 

holds promise to advance the LHS, because at its core the LHS is predicated on 

the data generated in patient encounters as well as other sources such as wearables 

and public health surveillance, creating new information and learning to benefit 

all. See Figure 2-4.

However, AI introduces new risks and may also amplify existing risks. 

Considerations including data quality, bias, lack of explainability and transparency 

in some settings, and performance drift over time; these topics will be detailed 

further in this work and could yield results that are misaligned with the goals and 

BOX 2-2
The Vision of the Learning Health System

	 Is “one in which science, informatics, incentives, and culture are aligned for continuous 

improvement, innovation, and equity—with best practices and discovery seamlessly 

embedded in the delivery process, individuals and families as active participants in 

all elements, and new knowledge generated as an integral by-product of the delivery 

experience” (NAM, n.d.).
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FIGURE 2-4 | Application of AI throughout the Learning Health System cycle.

shared commitments of the LHS (McGinnis et al., 2024). However, many of the 

risks of AI themselves can be evaluated, characterized, and mitigated over time 

within the context of the LHS paradigm. In fact, AI systems that can monitor 

and support other AI systems are seen by many as paramount to avoiding harm. 

AI may usher in a new era of iterative evidence generation and application, 

supporting the long-awaited realization of the LHS.
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3

AI CODE OF CONDUCT FRAMEWORK

SUMMARY OF PRO CESS FOR DRAFTING PRINCIPLES  
AND COMMITMENTS

The National Academy of Medicine (NAM) AI Code of Conduct (AICC) 

framework described here was developed to align the field and catalyze action 

to ensure that the potential of artificial intelligence (AI) in health, health care, 

and biomedical science is realized. The expectation is not of wholesale adoption 

of the AICC framework across the industry. Rather, the AICC framework 

is intended to serve as a touchstone for organizations and groups developing 

their own considerations and approaches for inclusion and alignment when 

assessing internal guidance for completeness in their specific context, thereby 

advancing trust and minimizing the likelihood of actors across the field working 

at cross-purposes. The drafting of the AICC framework, consisting of the Code 

Principles and Code Commitments, was intentionally aligned with prior efforts 

of academics, industry, and governmental agencies to elucidate guiding principles 

for responsible AI in the health care and biomedical science domains. As detailed 

in the draft AICC framework (Adams et al., 2024), a landscape review was 

conducted to identify commonalities published to solicit public and industry 

comment in existing frameworks as well as critical gaps. Peer-reviewed literature 

highlighting considerations for responsible AI published between 2018 and 

2023 was examined as was guidance on responsible AI produced by medical 

specialty societies and federal and international policy makers. Additionally, key 

informant interviews were held with industry experts to solicit input on essential 

components for the AICC framework.

In the context of the NAM Learning Health System Shared Commitments, 

the Code Principles reflect the values and norms to be applied in health AI 
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governance to promote trust while ensuring the benefits and mitigating the 

risks associated with AI in health, health care, and biomedical science. Consistent 

with the complex adaptive systems theory, which posits that a small set of simple 

rules can result in system-level change in complex systems (IOM, 2001), the 

Code Commitments are a set of decision-oriented rubrics intended to support 

the application of the Code Principles in practice and to guide the behavior 

of individuals, organizations, and communities, as well as local, national, and 

transnational agencies operating in complex systems. Table 3-1 presents the 

relationship between the Code Principles and Code Commitments, reflecting the 

distillation of the Code Principles into broadly applicable guidance for decision 

making across impacted parties and across the AI lifecycle. Cells shaded in green 

reflect an alignment between the Code Principles and the Code Commitments. 

For example, Commitment 1, Protect and advance human health and human 

connection as the primary aims, addresses the Code Principle “Secure” in that 

ensuring privacy and security of health data is integral to protecting human 

health and human connection, as a breach of data security could result in both 

breakdowns in mental well-being (health) and in trust (human connection). 

SUMMARY OF PUBLIC COMMENT

The AI Code of Conduct draft for public comment, including the Code 

Principles and Code Commitments was published by NAM in April 2024 

(Adams et al., 2024). Public comment was solicited on release, and through an 

online survey; additionally, presentations on the AICC framework were requested 

by federal agencies, industry coalitions, collaboratives, and professional association 

meetings, where verbal feedback was provided to the NAM. Reactions to the 

AICC framework were provided by a diverse group including federal agencies, 

researchers, clinicians, AI developers, patients and family representatives, health 

product manufacturers, ethics and equity experts, standards-setting bodies, and 

care delivery systems.

Feedback was provided to the NAM staff verbally and in writing through 

industry events, and, for individuals, an online survey instrument. The survey 

section provided a 3-point scale (Yes, Somewhat, No) response options to reflect 

agreement that the Code Principles and Code Commitments engendered various 

qualities, including clarity, relevance, completeness, conciseness, robustness, and 

adaptability. Elaboration was also encouraged.

The vast majority of respondents found both the Code Principles and Code 

Commitments to be relevant, clear, and concise. Likewise, a smaller group, though 

still a majority, found the Code Principles and Code Commitments to be complete, 
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robust and adaptable. Despite high levels of positivity about the conceptual 

framework, only about half of respondents felt that the set of Code Principles 

and Code Commitments was sufficient to focus attention and action on issues 

anticipated to ensure that use of AI in health and health care optimally advances 

the human condition. This result was expected as outlined in the publication 

of the draft framework, which was proposed as a “starting point for real-time 

decision making and detailed implementation plans to promote the responsible 

use of AI” (Adams et al., 2024, p. 6). Also outlined in that publication, the plan for 

the second phase of the project, was to take the Code Commitments to the next 

level of granularity with working groups describing their accountabilities and 

essential collaborative actions and activities mapped throughout the AI lifecycle 

and aligned to stakeholder perspectives and responsibilities. The output from 

these working groups, an online survey, post-presentation feedback, and ongoing 

expert recommendations, yielded additional edits for clarity and emphasis of the 

Code Principles and Code Commitments (see Tables 3-2 and 3-3). From the 

project outstet, the authors underscored that the AICC framework will require 

ongoing review and, as necessary, revision based on experience with application 

of the framework as well as changes mandated by advancing AI technologies and 

the evolution of governance capabilities.
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TABLE 3-2 | Updated AICC Code Principles

AICC Principles

Engaged: Understanding, expressing, and prioritizing the needs, preferences, goals of people, and 

the related implications throughout the AI lifecycle 

Safe: Attendance to and continuous vigilance and controls for potentially harmful consequences 

from the application of AI in health and medicine for individuals and population groups 

Effective: Application proven to achieve the intended improvement in personal health and the 

human condition, in the context of established ethical principles 

Equitable: Application accompanied by proof of appropriate steps to ensure fair and unbiased 

development and access to AI-associated benefits and risk mitigation measures 

Efficient: Development and use of AI that results in reductions in resources to achieve improved 

health outcomes without concomitant adverse impacts on the natural environment

Accessible: Ensuring that seamless stakeholder access and engagement is a core feature of each 

phase of the AI lifecycle and governance 

Transparent: Provision of open, accessible, and understandable information on component AI 

elements, performance, and their associated outcomes 

Accountable: Identifiable and measurable actions taken in the development and use of AI, with 

clear documentation of benefits and clear controls and accountability for potentially adverse 

consequences 

Secure: Validated procedures to ensure privacy and security, as health data sources are better 

positioned as a fully protected core utility for the common good, including use of AI for 

continuous learning and improvement 

Adaptive: Assurance that the accountability framework will deliver ongoing information on the 

results of AI application, for use as required for continuous learning and improvement in health, 

health care, biomedical science, and, ultimately, the human condition 

TABLE 3-3 | Updated AICC Code Commitments

AICC Commitments

Advance Humanity: Protect and advance human health and connection as the primary aims

Ensure Equity: Ensure equitable distribution of benefit and risk for all

Engage Impacted Individuals: Engage people as partners with agency in every stage of the lifecycle

Improve Workforce Well-Being: Renew the moral well-being and sense of shared purpose in the 

health care workforce

Monitor Performance: Monitor and openly and comprehensibly share methods and evidence of AI’s 

performance and impact on health and safety

Innovate and Learn: Innovate with scalable design, adopt, collaboratively learn, continuously 

improve, and advance the standard of practice
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4

HEALTH AND HEALTH CARE AI LIFECYCLE

As part of the effort to translate the Code Principles and Code Commitments 

into actionable, real-world practice, it was important to provide a framework for 

artificial intelligence (AI) that could be referenced throughout this document 

that encompasses the full lifecycle of activities relevant to the consideration, 

development, implementation, and sustainment of these technologies. While 

software development processes have been subject to research and improvement 

science since the 1980s, there remain multiple development cycle models proposed 

that provide differing levels of granularity and emphasis relative to their purpose, 

including those developed for AI. For these reasons, a review of the literature for 

software development lifecycles with special attention to those proposed for AI 

was conducted. Well-known lifecycles were described, evaluated, and compared 

to establish a lifecycle definition for this work that could be used throughout.

“A software process can be defined as the coherent set of policies, organizational 

structures, technologies, procedures, and artifacts that are needed to conceive, 

develop, deploy, and maintain a software product” (Fuggetta, 2000). The most 

basic AI lifecycle model identifies three stages: design, development and 

deployment (U.S. General Services Administration, n.d.). Others provide more 

granular detail on certain subprocesses of interest. For example, in the National 

Academy of Medicine (NAM) seminal publication on AI, Artificial Intelligence 

in Health Care: The Hope, the Hype, the Promise, the Peril (Matheny et al., 2020), 

the design phase (which the authors felt had been inadequately addressed in 

prior literature) was broken down into the following subsections: “(1) identify 

or re-assess needs, (2) describe existing workflows, (3) define the desired target 

state, (4) acquire or develop AI system, (5) implement AI system in target setting, 

(6) monitor ongoing performance, and (7) maintain, update, or de-implement” 

(Salwei and Carayon, 2022). And the Organisation for Economic Co-operation 

and Development (OECD) placed significant emphasis on the development 
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stage with substages that included collecting and processing data, building and/

or adapting model(s), and testing, evaluation, verification, and validation (OECD, 

2024). Other models should be acknowledged (Data Science Process Alliance, 

n.d.; De Silva and Alahakoon, 2022; Shearer, 2000); however, the author group 

did not feel that they added key elements beyond the proposed AI Code of 

Conduct (AICC) model that were needed for this work. The prior NAM and 

OECD framework (in blue) as well as the AI lifecycle to be used throughout this 

document were aligned together and shown in Table 4-1.

As part of the review, harmonization, and gap closure process, the author group 

also reviewed the definitions of each of the stages and substages from a number 

of prior frameworks to establish definitions for each of the AICC AI lifecycle 

categories. A summary of these definitions is provided in Table 4-2.

DIFFERENCES BET WEEN AI DEVELOPMENT AND THE 
STANDARD APPLICATION DEVELOPMENT LIFECYCLE

It is important to note that AI lifecycle considerations have some significant 

conceptual, technical, and operational differences relative to those for traditional 

technologies. Here, we seek to generalize considerations broadly for both 

discriminative and generative AI rather than discuss specific nuances between 

them. One way to understand these differences is to compare them across stages 

in the health AI lifecycle.

The design of health care AI applications involves a deep understanding of 

clinical workflows, data, and specific health care needs (Greenhalgh et al., 2017) 

and is more nuanced than traditional health information applications (e.g., 

electronic health record [EHR] billing tools), identifying precise problems 

amenable to AI solutions (e.g., detecting breast cancer). It also involves deeper 

collaboration across a range of stakeholders including clinicians, patients, family 

and community members, and implementation and data scientists and practitioners 

(Hogg et al., 2023; Scott et al., 2021). One example is the definition of use 

cases and objectives, including specifying how AI will improve patient outcomes, 

assist with diagnostics, or optimize workflows. While any technology tool has 

stated goals and objectives for implementation and use, for health AI it is more 

challenging to ensure that the design goals are met due to training data that may 

result in biased operation, or produce other unexpected behavior, or not allow 

transparency or explainability in situations where it is needed (Ferrara, 2023). 

Early planning for health care AI must also address ethical issues and privacy 

concerns from the outset. This includes considerations around informed consent, 

data anonymization, and the potential for algorithmic biases (Khalid et al., 2023). 
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TABLE 4-2 | Description of the AI Development Lifecycle

AICC AI Lifecycle 

Stage Description

Design: problem 

scoping, system 

design, and planning

In this phase, the goals and stakeholders of the AI system are identified 

as are the data, tools, and technologies needed to achieve those goals. 

Standard project management approaches including timelines, milestones, 

and proactive risk identification and mitigation strategies are employed. 

This includes use cases and incorporation of user-centered design 

principles regarding engagement of end users and defining standardized, 

measurable metrics for successful implementation and outcome 

evaluation. These metrics refer not only to statistical measures of model 

success, but also of clinical and economic outcome metrics. Planning 

for seamless data collection for metrics is also included in this phase as is 

planning for interoperability and system scalability.

Data Management: 

data acquisition, 

management, and 

linkage

In this phase, data needs identified during planning are addressed. Data 

may be directly extracted from existing systems or developed using 

synthetic techniques (with due consideration of the associated benefits 

and limitations). These data must be securely transmitted and stored 

with appropriate access controls. The data are assessed for integrity, and 

transformed to meet model requirements, including assurance for data 

quality characterization as well as representativeness and generalizability of 

the data to ensure that they are fit for intended purposes and application 

to diverse populations. As applicable, datasets may be linked to create a 

comprehensive repository for the AI system.

Development: 

model development, 

testing, and 

procurement

This phase includes the process of developing new AI models and/

or procuring existing AI systems and then adapting them to the local 

environment. This phase is iterative until the AI system performs to the 

goals and metrics set out in the planning phase, which includes ongoing 

algorithm development/training, testing, and refining until the system 

demonstrates the required accuracy, robustness, and sub-population equity.

Implementation: 

implementation and 

scaling 

In this phase, AI systems are incorporated into the desired workflow 

through a user-centered design process to ensure that the predefined goals 

are met and performance in the setting of use are achieved. Typically, this 

involves initial deployment in a test environment using real-world data, 

with monitoring and acceptance testing occurring before implementation 

in live systems, whereupon additional assessment of model performance is 

completed.

Maintenance: post- 

implementation 

monitoring 

and feedback 

systems and 

decommissioning

The setting in which AI systems are deployed may change in a number 

of ways. The clinical care processes and data collected may change over 

time, and the AI tool itself may change the workflow and outcomes it 

is embedded within. For these reasons, AI systems may produce variable 

outputs, which may be desirable or may reduce accuracy over time and 

even result in harm. As such, monitoring of AI system results, including 

the use of feedback systems, is essential to ensure that the systems are 

achieving their stated goals and not causing harm. Decommissioning is 

also critical to consider, which includes removing systems that are not 

performing as expected or are no longer required or desired.

https://nap.nationalacademies.org/catalog/29087?s=z1120


An Artificial Intelligence Code of Conduct for Health and Medicine: Essential Guidance for Aligned Action

Copyright National Academy of Sciences. All rights reserved.

Health and Health Care AI Lifecycle  |  61

PREPUBLICATION COPY—Uncorrected Proofs

Digital health applications might not face these ethical challenges to the same 

extent. The design phase must consider regulatory requirements specific to health 

care AI. This involves understanding evolving guidelines and requirements from 

federal agencies and governing bodies and incorporating these into the design 

process. It is also important to consider cognitive heuristic biases that may be 

generated from how AI is integrated into workflow, and mechanisms to expose 

and prevent these biases are important (Jabbour et al., 2023). Unlike rule-based 

systems, AI solutions may be designed to augment users, requiring greater clarity 

about roles and accountabilities as well as the associated mechanisms to track and 

report on feedback loops. Finally, interoperability and scalability require careful 

consideration and planning during the design phase of AI systems (Oikonomou 

and Khera, 2024). Of the utmost importance during the design phase, developers, 

in collaboration with end users and recipients of AI (e.g., patients), must plan for 

comprehensive evaluation of AI tools and products throughout the entirety of the 

AI lifecycle. As outlined in the proposed IMPACTS Framework, the evaluation 

should include the assessment of Integration; Monitoring, governance and 

accountability; Performance quality metrics; Acceptability trust and training; Cost 

and economic evaluation; Technology safety and transparency; and Scalability and 

impact (Jacob et al., 2025). This model addresses the widely used approach of 

assessing the statistical accuracy of a model, but also includes but is not limited to 

issues such as interoperability and workflow integration, data privacy and security, 

usability, safety, clinical effectiveness, clinical efficiency, and clinical utility.

Data management in AI systems differs from digital health application development 

in that doing so requires large, high-quality datasets for training and validation. 

Ensuring data quality and mitigating bias are critical during model development 

(Ahmed et al., 2023a). To avoid creating new or exacerbating existing biases, AI 

models require datasets that are diverse and representative.

AI systems development also differs from digital health system development in 

the use of advanced machine learning and related AI techniques. Once developed, 

health care AI models require rigorous validation and testing to ensure their 

accuracy, reliability, and generalizability, and applicability across different local 

patient populations. This involves comparing AI outputs with expert clinical 

judgments and assessing performance metrics such as sensitivity, specificity, 

and predictive value. AI models often require iterative development based on 

feedback from clinical trials or pilot studies (Siontis et al., 2021). This iterative 

process helps to refine the model and improve its performance before full-scale 

deployment. Developing AI models also involves promoting and facilitating 

transparency and explainability in the design, inputs, processes, and outputs 

where possible, sometimes through tools and techniques used in parallel to the 
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core AI. This is especially important in health care contexts where the ability 

to comprehend the rationale for AI-generated guidance is crucial for clinical 

decision making (Albahri et al., 2023). Traditional digital health systems might 

not face such stringent requirements regarding data bias, have less intensive 

validation processes, have a more linear development process, and typically are 

much easier to explain, which has led to variability in AI development evaluations 

(Tornero-Costa et al., 2023).

Additionally, procurement of health AI systems often requires specialized 

expertise to evaluate appropriateness to a given setting. Unlike digital health 

solutions, assessing an AI application involves understanding its underlying 

algorithmic performance, data requirements, and potential biases, all within the 

context of use. As such, procurement teams may need to include data scientists 

or AI specialists in addition to clinical, administrative, or technology expertise for 

traditional health information procurement. Regulatory compliance is another 

factor in this phase, as health AI applications and their use are subject to evolving 

regulatory requirements. Procurement processes must also ensure that data 

privacy and security measures are robust from technological, legal, and contractual 

perspectives. While these issues are present with digital health procurement, the 

changing regulatory landscape and the expansion in the quantity of data used in 

AI systems require additional attention in AI procurements. 

Implementation also presents important differences for health AI solutions 

which often need to be integrated with existing EHRs or other digital health 

information systems, and often in ways that are more complex and can change 

over time due to the evolving nature of AI algorithmic solutions (Greenhalgh et 

al., 2017). AI applications often require customization and calibration based on 

the specific needs of the health care setting (Brady et al., 2024). This can involve 

fine-tuning algorithms to local data and practices, which is less common with 

digital health applications. During implementation of health AI, it is important 

to assess workflow changes, decision support, and the performance of the AI-

enabled clinical team. Implementing AI tools may also require additional training 

for health care professionals to understand and effectively use the AI system. 

Once implemented, AI applications require ongoing substantial maintenance. 

Indeed, continuous monitoring of AI applications, or algorithmovigilance, 

is crucial to ensure their accuracy and effectiveness (Embí, 2021), including 

assessment of real-world outcome performance, as planned in the design phase. 

Unlike previous IT applications, AI systems and their effects and impacts might 

evolve over time as they are exposed to new data and environments, so ongoing 

performance evaluation is necessary to detect and correct issues (Davis et al., 2017). 

AI applications need to be regularly assessed for biases and accuracy (Davis et al., 
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2024). This is especially important in health care where inequities in data can lead 

to or exacerbate existing disparities in health outcomes. Health AI systems may 

require regular updates and retraining as they change or “drift,” to adapt to new 

data, variations in patient populations, and changes in medical knowledge. Finally, 

monitoring health AI includes ensuring ethical use and addressing concerns 

about transparency, accountability, and consent in ways that might differ from 

earlier digital health applications.

In summary, health AI applications share many similarities to digital health 

applications, but they also differ in important ways. Key differences are depicted 

in Figure 4-1. In the design phase there must be a focus on understanding clinical 

needs, defining specific use cases, addressing ethical and privacy issues, navigating 

regulatory requirements, and planning for data management. Development of 

health AI involves selecting and developing algorithms, ensuring data quality 

and bias mitigation, rigorous model validation, iterative development, and 

striving to promote explainability and transparency. And, procurement requires 

specialized expertise, regulatory compliance, and careful consideration of data 

handling. Implementation involves complex integration, extensive training, 

and customization. Finally, maintenance focuses on performance accuracy, bias, 

fairness, adaptability, and ethical concerns. These differences reflect the challenges 

and considerations associated with health AI applications, necessitating tailored 

approaches compared to earlier digital health solutions.
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5

TRANSLATION OF THE AI CODE OF CONDUCT 
FRAMEWORK TO REAL-WORLD APPLICATIONS

A central goal of establishing the AI Code of Conduct (AICC) framework is 

to ensure that the benefits of artificial intelligence (AI) in health, health care, and 

biomedical science are realized, and the risks mitigated. To reflect an intention 

of field alignment rather than a one-size-fits-all set of rules, the AICC Code 

Principles and Code Commitments are intentionally high level, providing 

guideposts for actors in the health, health care, and biomedical science system. 

However, to realize the goal of improved health of the U.S. population using AI, 

it is essential to translate the AICC Commitments into actionable, real-world 

practice, bringing the AICC Commitments to the next level of granularity by 

providing context and examples which are intended to be used to support the 

development of more comprehensive implementation guides by industry sectors 

and individual organizations. To that end, the AICC steering committee members 

convened expert working groups to consider and characterize real-world activities 

and stakeholder perspectives, responsibilities, and needs in the context of the 

Code Commitments and the AICC AI lifecycle. Table 5-1 provides description 

of the stakeholder groups directly involved in or subject to the development, use, 

and evaluation of health AI. It should be noted that some of the content is duplicated 

across stakeholder perspectives as it is anticipated that readers may choose to focus on 

stakeholder perspective content most relevant to themselves.

AI DEVELOPERS’ PERSPECTIVE

Developers shoulder immense responsibility when creating AI solutions 

that impact human health, and conceptually these communities exist as both 

individuals and organizations. The AICC Commitments warrant consideration at 

every stage of the AI lifecycle, including algorithm development, and deployment 
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TABLE 5-1 | Description of Key Stakeholder Groups

Stakeholder 

Group Brief Description/Definition 

AI 

Developers 

This perspective includes individuals who write and engineer AI models for 

health care applications, including those who use no-code or low-code tools 

or approaches to develop AI models for health care applications. This also 

includes companies and organizations that develop AI as stand-alone software 

or embedded within medical devices or larger health care solutions. Lastly, this 

includes organizations that are not only developing algorithms directly, but also 

those developing technologies directly integrated with AI, such as physical medical 

devices, biotechnology companies, and electronic health record vendors. These 

organizations span the continuum from small start-up companies and initiatives 

to well-established large companies that cover a full spectrum of innovation, 

development, and iterative improvement of AI tools and capabilities for use in 

health care for or by patients. 

Researchers This perspective includes individuals and organizations that seek to innovate 

and develop new capacities. The research sector, by its nature, seeks to innovate 

and develop new capacities not only throughout each stage of the AI lifecycle, 

but also within relevant foundational theories, concepts, and systems in data 

science, technology, ethics, anthropology, and many more. As individuals, 

researchers include people who seek to apply the scientific method to rigorously 

conceptualize, evaluate, and replicate novel theories, frameworks, systems, 

and applications. Research organizations include federal agencies responsible 

for research (National Science Foundation [NSF], the National Institutes of 

Health [NIH], and the Agency for Healthcare Research and Quality [AHRQ]) 

and businesses that seek to gather individual researchers to drive innovation 

and discovery as one of their primary missions, such as academic institutions 

and research divisions of commercial companies, including pharmaceutical 

manufacturers. 

Health 

Systems and 

Payors

A health system is a collection of people and entities that delivers health care 

services to meet the health needs of populations. This includes all the resources, 

services, and capacities that are involved in the conduct of health care delivery. 

A health care payor is any entity that pays for services rendered by a health care 

provider, and by extension, health systems. This could be a private employer, a 

commercial insurance company, or a government program. 

Patients Patients are the consumers of health care and the eventual recipients, directly or 

indirectly, of public health and health care delivery. They are critical stakeholders 

in all aspects of health AI, as the end goal of AI in this domain is to support human 

health and well-being. Patient advocacy organizations are also a critical stakeholder 

in this group, as they serve to support patients and caregivers to champion 

their health needs, to educate them on health AI’s opportunities, challenges, 

and concerns, and to provide direct representation of patient groups to inform 

policy and improve research design, ethics, and logistical barriers, among others 

(Patterson et al., 2023). 
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Stakeholder 

Group Brief Description/Definition 

Federal 

Agencies

Federal health agencies and offices (collectively, “agencies”) have various 

authorities, tools, programs, and incentives to encourage and even require specific 

actions to ensure responsible and ethical adoption of AI in health. Many, but not 

all, of these agencies are within the Department of Health and Human Services. 

Some notable agencies with regulatory functions include the U.S. Food and Drug 

Administration, the Centers for Medicare & Medicaid Services, the Centers for 

Disease Control and Prevention, and the Assistant Secretary for Technology Policy 

and Office of the National Coordinator for Health Information Technology. 

This also includes agencies conducting health care delivery, such as the Veterans 

Health Administration, and the Indian Health Service, as well as those primarily 

responsible for research support, such as NSF, NIH, and AHRQ.

TABLE 5-1 | Continued

process, prioritizing patient alignment, security, and ethical considerations over 

commercial interests or individual gains. Key considerations for action mapped to 

the Commitments, as applicable, are discussed below. In particular, it is essential 

that organizations recognize potential conflicts between developing profitable AI 

and aligning with the Commitments and seek to prioritize the Commitments 

while still meeting business needs. 

To that end, as described in the AI Development Lifecycle section of this 

chapter, developers should engage in a comprehensive impact assessment (Jacob 

et al., 2025) for new and existing products. Additionally, near-, short-, and long-

term potential benefits and harms across the various involved parties in the value 

chain throughout the AI lifecycle should be identified, weighed, and mitigated 

where possible (Attard-Frost and Widder, 2024), and transparently shared with 

users of AI.

Commitment 1: Advance Humanity

Developers translate the societal, cultural, and individual goals of health and 

health care from other AI stakeholder groups into technical implementations 

that prioritize human agency. Developers also can play a strong role in fostering 

human connections by carefully designing human-computer interactions to 

optimize human communication. In health and health care, technical and 

algorithmic design choices will best advance humanity when aligned directly 

with individual goals and family priorities and when developers proactively work 

to mitigate misalignment in that respect (The Light Collective, 2024). In addition, 

it is important that developers consider how AI may be used downstream to 
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design mechanisms for patients and users to be aware of what (and how) the AI 

is operating, making transparent whether it is appropriate to be used with regard 

to each observation, patient, or use.

Commitment 2: Ensure Equity

Developers play a central role in ensuring that bias is assessed and mitigated, 

and fairness is promoted within the context of use of AI applications and are 

also responsible for translating the societal and cultural concepts of equity from 

users and receipts of AI use into technical implementations. There are ethical 

considerations for developers throughout the AI implementation lifecycle. As 

developers may not have formal ethical training and in most cases will not be 

able to represent the interests, culture, and preferences of end users and patients, 

inclusion of these groups as well as experts in ethics and equity can help guide 

the development process, ensuring that an AI solutions’ primary aim is to advance 

human health. This is because it is critical to proactively identify starting with 

the initial design and conception, and this can be done by incorporating diverse 

perspectives, ensuring representative datasets, and implementing fairness metrics 

that are evaluated up front as well as on an ongoing basis (Consumer Technology 

Association, 2023; Echo Wang et al., 2022).

One of the cornerstones of ensuring equity and fairness and mitigating bias is for 

developers to prioritize and use data in AI development that are provided within 

clear governance frameworks that respect patient privacy, promote data equity, 

and seek to ensure high-quality, diverse, equitable, and representative datasets. 

It is also important for developers to consider and address AI models’ technical 

proficiency and security, as well as ethical soundness and clinical relevance—

partnering with stakeholders managing the environment of use, such as health 

care systems, and leveraging insights from federal agencies. Last, developers can 

require, facilitate, and recommend to users a thorough risk assessment and benefit 

measurement approach that includes continuous monitoring and evaluation of AI 

systems to identify and mitigate potential risks while optimizing benefits for all 

parties that include health care providers, patients, and others.

Commitment 3: Engage Impacted Individuals

Moving beyond technology, developers must embrace a people-centered 

approach that prioritizes collaboration, transparency, and shared decision making. 

Engaging people as partners with agency throughout the AI lifecycle is crucial for 

developing responsible and effective AI solutions. For developers, this directly and 
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clearly translates to identifying and promoting engagement, representation, input, 

and feedback from any constituent group involved in the conceptualization, 

development, use, or receipt of actions or decisions from AI use throughout the 

entire AI lifecycle. Collaborating with these groups (e.g., patients, clinicians, and 

administrators) and seeking their input and feedback is foundational to ensure 

solutions align with their needs and expectations. These needs include concepts 

of fiduciary responsibility, legal liability, goals of care or desired outcomes, and 

concerns or risk tolerance. It should also be noted that for any AI systems where 

individuals are patients and recipients of AI output, prioritizing their representation 

throughout the development process takes on additional urgency, as does actively 

seeking their input and ensuring that their interests are advanced and protected.

It is also important for developers to consider the conflicting needs of multiple 

stakeholders, as AI products will provide the greatest benefit to humanity only 

if they balance the needs and preferences of multiple parties. This is of particular 

importance when users and the recipients of AI outputs or recommendations are 

not the same individual. While openly acknowledging and addressing potential 

conflicts among all stakeholders, the prime driver must remain the prioritization 

of equity, well-being, and health care advancement. This includes embracing the 

tension between different needs as a catalyst for critical reflection, innovation, and 

improvement. Embracing a continuous improvement mindset to ensure solutions 

remain effective and responsive is needed.

Lastly, developers should consider that they are themselves important stakeholders 

in the overall AI ecosystem, and that they should seek to contribute and engage 

as stakeholders in upstream activities that impact the AI implementation lifecycle 

broadly. Developers have vast experience to share in developing frameworks, 

standards, foundational sociotechnical constructs, and their participation in these 

activities would be valuable for building baseline methods and practices for the 

whole ecosystem. 

Commitment 4: Improve Workforce Well-being

Developers play an important role in conceptualizing, developing, and 

implementing software solutions that improve workflows and reduce inefficiency 

and cognitive burden. This group plays a critical role of translation in understanding 

the objectives and needs of health care users and recipients of AI tools to optimize 

the richness, quality, and safety of human interactions in health care delivery. To 

accomplish this, developers must work with and engage the workforce of both 

health professionals themselves and health care well-being experts who can 

translate knowledge and best practices through user preferences. This can result in 
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valuable input about the impact that AI solutions might have on clinical workflows 

and practitioner morale and provide opportunities for optimization. Workflow 

may be optimized by aligning clinician preferences regarding when, where, and 

how outputs of the AI solutions should be displayed and shared with the internal 

technology teams for optimal integration into workflows (Chen et al., 2022). 

Lastly, a critical challenge in ensuring satisfaction for any workflow process 

change is to appropriately support communication and education in its use and 

provide proactive plans for implementation by clinical and operational staff. 

While this is not generally performed by the developer, including guidelines 

and best practices for how organizations may most effectively implement their 

AI solution is likely to improve adoption and user satisfaction. These guidelines 

should also include any required clinician and patient disclosure statements about 

the use of the AI solutions, and those must be understandable, actionable, and 

clearly defined.

Commitment 5: Monitor Performance

Transparency builds trust and ensures responsible AI development. A 

foundational issue for developers is the need to intentionally design in a way that 

will increase the user’s trust in AI. There are several ways in which developers 

can promote transparency and support the maintenance of performance over 

time. This includes committing to monitoring AI performance and sharing 

information about its impact on health and safety. 

First, developers should maintain appropriate transparency regarding data 

sources, including demographics, location, and time period of data collection so 

that trust can be built on the quality of the solution and the applicability to the 

current context (system and patient population). Understanding the data sources 

for AI are critical in understanding the allowable context of use and establishing 

appropriate performance metrics.

Developers can play an important role in promoting trust and facilitating 

informed decision making by relevant stakeholders by proactively developing 

monitoring platforms and openly disclosing product performance metrics and any 

specific implementation requirements, as well as feedback loops and mechanisms 

to support post-implementation monitoring, recalibration, and decommissioning. 

Developers should promote processes for monitoring, feedback, and improvement, 

drawing from various disciplines and expertise to ensure diverse perspectives are 

considered (Davis et al., 2024). Robust post-market monitoring systems with 

clear channels for user feedback (including patients and providers) and reporting 

of concerns (Saria, 2022; Vasey et al., 2022) provide a mechanism to ensure that 
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health AI systems continue to achieve their stated goals over time. 

During the development process and initial use piloting phases, root cause 

analyses of errors associated with a harm should be conducted without fear 

of retaliation because the process is critical to allow developers to learn and 

improve. Existing examples include patient safety organizations and coordinated 

vulnerability disclosure (cybersecurity) (Householder et al., 2017). From these 

activities, developers should also provide guidelines for characterization of harms 

and errors as well as remediation process recommendations for anticipated failure 

modes to downstream users. Additionally, proactive planning can be performed 

for unintentional information disclosure, considering the needs of affected 

parties and generating recommendations for tailoring communication strategies 

accordingly. Lastly, this stakeholder group should collaborate with researchers and 

federal agencies to promote standards for necessary oversight and support for 

adapting AI solutions to emerging evidence and shifting patient needs.

Commitment 6: Innovate and Learn

The developer community plays a crucial role in ensuring responsible and 

ethical AI innovation that enables and enhances clinicians’ ability to advance 

clinical practice and ensuring that AI is intentionally designed for scalability. 

Ongoing exploration of new approaches and incorporation of diverse 

perspectives are needed to ensure the robustness and reliability of AI models 

and solutions (Saria, 2022). This requires active participation, collaboration, and 

a dedication to continuous learning. Staying at the forefront of AI advancements 

through exploration, research, and knowledge sharing within their community, 

developers can contribute to the ongoing improvement of health care delivery. It 

is critical for developers to actively seek feedback and incorporate insights into 

new product design as well as iterations of deployed AI models (Saria, 2022; Vasey 

et al., 2022). Open communication and collaboration with stakeholders will be 

crucial to navigate potential misalignments and ensure that solutions are ethically 

sound and beneficial to all.

For most use cases, AI solutions are likely to augment users. In these scenarios, 

a clear teaming model should consider user roles, collaborations (how user(s) 

collaborate with and leverage the software to complete a task), and accountabilities 

(for what each party is accountable). Additionally, interfaces that are transparent 

and intelligible and enable each party to responsibly perform their intended role 

are advantageous (Henry et al., 2022).

As larger, more sensitive datasets are used in health AI, it will be paramount 

to continue to develop methods to support the use of unbiased, real-world 

https://nap.nationalacademies.org/catalog/29087?s=z1120


An Artificial Intelligence Code of Conduct for Health and Medicine: Essential Guidance for Aligned Action

Copyright National Academy of Sciences. All rights reserved.

72  |  An Artificial Intelligence Code of Conduct for Health and Medicine

PREPUBLICATION COPY—Uncorrected Proofs

data, while ensuring data provenance and carefully considering data linkage to 

protect patient privacy and align with user groups’ interests. Additionally, ongoing 

investment in the innovation in synthetic data creation is likely to preserve privacy 

while promoting fair and representative data availability (Li et al., 2023).

Developers should learn from successes and continued challenges as processes 

for monitoring, feedback, and improvement are implemented, and they should 

continue to innovate in collaboration with various disciplines and expertise to 

promote more equitable and fairer algorithmic performance for both statistical 

and clinical metrics of importance (Davis et al., 2024).

By embracing the AICC Commitments and prioritizing ethical considerations, 

the developer community can drive responsible AI innovation that empowers 

health care professionals to advance the standard of clinical practice and improve 

patient outcomes, while simultaneously building trust among clinicians and the 

public and advancing their commercial interests. This requires a dedication to 

understanding user needs, fostering collaboration, ensuring data integrity, and 

continuously striving for improvement. Through these efforts, developers can 

contribute to a future where AI plays a transformative role in health care while 

upholding the highest ethical standards.

RESEARCHERS’ PERSPECTIVE

Researchers have a responsibility in both the ethical conceptualization and 

conduct of research but also in the application of their research. Research has 

driven many innovations but also can lead, and has led, to significant harms in the 

absence of adherence to an ethical code, such as that which occurred within the 

Tuskegee Study of Untreated Syphilis (CDC, n.d.). All research is now governed 

by “the principles of respect for persons, beneficence, and justice” outlined in the 

Belmont Report (HHS, 1979). These principles for human subject protection 

continue to improve and evolve (O’Sullivan et al., 2020). A community-accepted 

AI code of conduct framework is important in the research domain when 

considering questions relevant to the design, use, and impact of AI.

In the context of health AI, there are two major areas of relevant research: (1) AI 

methods and their validation (basic research), and (2) assessment of AI’s impact in 

the lab or in real-world settings (applied research). First, AI tools are increasingly 

being used to conduct research, supporting researchers in reviewing the literature, 

drafting portions of manuscripts, and writing analytical code (Koller et al., 2024). 

Second, researchers are studying how to develop, adapt, implement, and sustain 

AI systems, tools, and applications to support the goals and objectives of patients, 

clinicians, and health care organizations. Researchers must continue to adhere to 
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ethical standards, ensure internal and external validity, be transparent regarding 

assumptions and limitations and assess and mitigate inequitable performance (NIH, 

2024), as well as follow open science guidelines. AI presents novel opportunities 

and challenges, requiring consideration beyond existing ethical frameworks. These 

issues are presented below, organized within the AICC Commitment framework. 

Commitment 1: Advance Humanity

AI findings and tools developed by researchers are increasingly being employed 

in clinical and non-clinical environments, thereby directly impacting human 

health and placing a greater need to consider their unintended consequences. 

Accordingly, potential impacts—good and bad—are of greater magnitude 

than in research without AI due to its immense scope and breakneck pace of 

implementation. The concepts of beneficence and need to avoid harm, taken 

from ethical frameworks, require more robust engagement with patients to 

develop appropriate methods of shared governance and consent.

Commitment 2: Ensure Equity

There are myriad aspects to equity warranting further research and 

innovation. Most importantly, researchers should consider equity and inclusion 

from conceptualization to execution, evaluation of mechanisms for equitable 

implementation, and considerations for how and when technologies or tools 

should be retired. Through this lens, key aspects of ensuring equity through 

research emerge.

Diverse data sources are essential to ensure equitable health AI benefits. 

Programs, such as Bridge2AI,
1
 that enable ethically sourced data to train AI 

models—before they are applied in care—are crucial to create a virtuous learning 

cycle. This also includes innovation and appropriate protections in data access and 

sharing. While requirements are in place for sharing of data used for research, 

multiple studies have found that a minority of research benefits from shared data. 

This extends to data for development and use in health AI; additional research is 

warranted to maximize data synthesis (Gonzales et al., 2023; Guillaudeux et al., 

2023), data de-identification and sharing along the themes of societal benefits, 

distribution of risks, benefits, and burdens, respect for persons, and public trust 

and engagement (Kalkman et al., 2019).

There are significant challenges in ensuring that AI technologies, once 

implemented, achieve sustained performance and avoidance of sub-population 

1
 See https://bridge2ai.org (accessed June 21, 2024).
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bias. This is an important area of innovation need and opportunity to provide 

methods and workflows to support continuous monitoring for both AI 

algorithmic performance and data fitness for purpose. All AI should be monitored 

for performance (including AI-driven monitors), innovation in automation is 

critical to provide coverage and scalability as health AI becomes more ubiquitous. 

It is important to understand that monitoring is only one part of the overall 

approach to equity, as considerations should be made to address bias and equity 

through appropriate choices in data sources and AI algorithmic design as well.

Lastly, the use of AI is iterative and cyclical in nature, mirroring the Learning 

Health System (LHS) by ingesting data created by health care processes to generate 

information and evidence that is fed back into the health care system. While 

potentially speeding up translation of data to knowledge to practice, this cyclical 

nature also means that without appropriate intervention, any biases and inequities 

present in the health care system and resulting data may be perpetuated and 

potentially magnified by AI applications (Leslie et al., 2021; Suresh and Guttag, 

2021). It is important to conceptualize both AI research and downstream use as 

a virtuous cycle with each activity informing improvements and new directions 

in the other.

Commitment 3: Engage Impacted Individuals

Efforts in generating evidence regarding new frameworks, methods, and tools 

to support AI implementation in health care critically need representation from 

developers, subject-matter experts and end users, ethicists, patients, caregivers, 

organizational and cultural groups, and legal and policy makers. Intended as 

examples from the large numbers of stakeholders already noted, provided below 

are some specific engagement recommendations.

Researchers can engage federal agencies and non-profit foundations to advocate 

for increasing investment in foundational and applied health AI research that 

is in alignment with emerging best practices and for continued expansion of 

knowledge and understanding of all aspects of health AI from design through 

implementation and maintenance.

Researchers can actively engage with study participants and advocacy groups 

and communities that represent their interests—especially those who are under-

represented in research—in every stage of AI research, from conceptualization 

to design, execution, and interpretation and findings. This can include directly 

embedding patient and community representatives in the conduct of research but 

also promoting and advocating for patients and communities to be involved in 

research agenda setting and priorities. Additional research should be done in the 
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science of patient and community engagement to facilitate deeper integration 

throughout the AI lifecycle and in ways that ensure patient and community 

perspectives are integral to the process.

Researchers can engage health systems and payors to understand the business and 

clinical needs facing these organizations, and partner with them in the conduct of 

research to characterize, evaluate, and address challenges and gaps.

Commitment 4: Improve Workforce Well-Being

Research funding is needed to pursue activities that apply AI to reduce 

administrative burden, to improve human-human connection and communication, 

and to reduce clinical cognitive burden as well as to improve data quality, 

completeness, and timeliness. Research is needed to expand the understanding of 

the sociotechnical aspects of health AI as well as the best practices and standards 

in workflow integration. Numerous sociotechnical frameworks exist, but efforts 

to harmonize these learnings and promote maturity in this domain are important 

(Reddy et al., 2021; Salwei and Carayon, 2022). Researchers have an opportunity 

to play a leadership role in the development and validation of AI technologies, such 

as ambient scribes, that can reduce administrative burden, improve workforce-

patient communication time, and reduce cognitive workforce burden.

Commitment 5: Monitor Performance

Researchers are poised to make major contributions, in partnership with other 

stakeholders noted, toward the development and promotion of methods and tools 

to facilitate the monitoring and sustainment of AI technologies’ performance in 

the context of use. AI algorithms should strive for explainability and plausibility 

at the model level, with clear assessments of data inputs and performance 

outputs being regularly conducted for efficacy, bias, equity, and safety to ensure 

trustworthiness of AI use (Adam et al., 2020; Feng et al., 2022). Researchers can 

also play a central role in expanding the understanding and capacity to anticipate 

unintended consequences, to establish best practices to prevent their occurrence, 

and to develop monitoring capacities to identify and mitigate them when they 

do occur (Suresh and Guttag, 2021).

Commitment 6: Innovate and Learn

Health care is a large-scale, dynamic system—and the “butterfly” effect of AI 

interventions can be significant and difficult to anticipate. AI’s speed and scope are 
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accelerating, sometimes at odds with the methodological, bias-controlled approach 

to research (Lorenz, 1972). AI systems are dynamic, more akin to behaviors than 

fixed output. Enhanced methods to dynamically monitor AI output and up-front 

checks on model behavior are required to ensure researchers’ ability to fulfill the 

principles of the ethical frameworks, especially in protecting the rights of and 

avoiding harm to people. 

Sharing research about AI can be challenging, but researchers could develop, 

promote, and adopt reporting frameworks that facilitate transparency and 

reusability of AI research. Adaptations of frameworks such as FAIR and CARE 

(Carroll et al., 2021) and protocols for research such as Consolidated Standards of 

Reporting Trials for AI and Protocol for Development of a Reporting Guideline 

for AI are warranted to ensure optimal openness of research while considering 

the impacts on communities, especially those who have faced historical harms 

from research. These changes enhance the focus on fairness, separation of training 

and test sets, and suggest new ways to engage affected communities so they 

can exert more control and shape ethical approaches. Ultimately, algorithmic 

transparency and the research used to demonstrate its effectiveness will be crucial 

to achieve trust and enable AI sustainability. And given that private companies 

may be reticent to share their findings without a strong business case to do so, 

public funding of AI research will remain essential to developing trust.

In conclusion, the rapidly changing, large-scale nature of AI coupled with 

the complexity of health care can lead to unforeseen consequences and new 

requirements of researchers. Researchers have new responsibilities in ensuring 

the validity and equity of AI applications and implementation, monitoring and 

oversight of deployed AI systems in health care settings where they may exhibit 

emergent or unintended behaviors. Equity may be especially affected, as public 

perception of algorithms’ fairness may clash with the reality of algorithmic bias. 

Ultimately, humans, including researchers, are responsible and accountable for any 

biases and errors made by AI systems.

HEALTH SYSTEMS’ AND PAYORS’ PERSPECTIVE

As noted in the introduction of this chapter, the health system is 

experiencing significant challenges for which they are actively seeking AI 

solutions. Simultaneously there is a dearth of experience with these new tools 

and organizational-level governance of them. Yet, these organizations have a 

leadership role in specifying and promoting the business and clinical needs and 

requirements for the use of health AI and bear a strong responsibility for ensuring 

that AI used in care delivery benefits patients equitably and is used in a way that 
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builds trust in the health care system. This includes carefully considering issues 

including patient privacy, consent, agency, and accountability, addressing legal and 

financial responsibilities, and overcoming challenges related to the workforce. 

By implementing strategies designed to support these priorities, health systems 

and payors demonstrate accountability in their pledge to harness AI’s potential 

effectively, safeguard human connections, mitigate risks, and foster a more inclusive 

and trustworthy health care environment (Dorr et al., 2023). Outlined below are 

health systems’ and payors’ actions that are aligned with and advance the AICC 

principles and commitments, as well as the AI lifecycle where appropriate.

Commitment 1: Advance Humanity

While health systems and payors typically have patient health as a primary aim 

in their mission statement, in the context of health AI, they could go further 

to establish clear aims prioritizing patient health as paramount, and engaging 

patients and health care professionals as partners to identify key opportunities 

where AI can enhance human connection within health care settings. Health 

systems and payors can require that AI technologies that are to be used be adapted 

to the “local” context of use, be patient-centric, and incorporate appropriate 

local clinical and technical expertise and patient insights to ensure relevance and 

effectiveness (Sauerbrei et al., 2023). 

Commitment 2: Ensure Equity

It is important that health systems and payors require transparent conduct 

and reporting of equity impact assessments of health AI to identify and mitigate 

potential biases or disparities in access and outcomes (Kim et al., 2024). These 

activities should involve patients and communities in the designing, developing, 

evaluating, and governing of AI applications, respecting their preferences and 

values, to ensure that AI technologies are patient-centered and benefit all parties 

equitably.

One of the largest challenges to ensuring equity in the use of health AI is 

the development of frameworks, processes, tools, and workflows that are scalable, 

inexpensive to implement and maintain, and are widely available to health 

consumers, particularly those in under-resourced environments or settings. The 

absence of these characteristics will promote inequitable access to health AI and 

restrict access of these technologies to only large, well-resourced systems. Health 

systems and payors can promote equity in this axis by selecting AI technologies 

that express scalable characteristics that make use and implementation easier.
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It is important to recognize the historical and systemic sources of mistrust, 

harm, and bias that health system and payor behaviors have engendered (Brown 

et al., 2024; CDC, 2022). This stakeholder group should facilitate processes 

to ensure that AI does not exacerbate or perpetuate these issues by actively 

working to eliminate actions that erode trust or result in biases or harms within 

AI systems. One aspect of this could be requirements that health AI selected 

for use include patient-understandable, culturally appropriate information so 

that patients and their caregivers can assess AI’s potential risks and benefits in 

context with their care goals. This includes transparency regarding both the AI 

technologies and the patients’ health data used by and generated from such tools. 

Enhancing privacy (Murdoch, 2021) and consent (Perni et al., 2023) practices 

is also central to upholding equity and trust in AI applications and requires a 

multifaceted approach to promote transparency, adaptability, patient involvement, 

and regulation adherence. This includes establishing robust mechanisms to 

maintain accountability for, disclose occurrences of, and mitigate AI-based harms 

to uphold ethical standards and maintain patient trust, and regular review and 

updating of these policies in response to evolving technology and assessment of 

performance in the local setting. 

Health systems and payors can provide a convening and facilitating role in 

promoting transparency and balance in the goals and values between health care 

delivery and patient goals and needs. It is important to establish a multifaceted 

approach to balancing goals and values among health and health care stakeholders 

that acknowledges differing values and goals and emphasizes shared benefits. 

Increasing transparency and accountability for health systems and payors, and 

information accessibility for patients, is paramount to support these processes. 

It is important that health care organizations develop a culture of equity that 

includes making health equity a strategic priority, creating structures and processes 

to support equity work, and eliminating structural racism. These initiatives can 

help ensure equal distribution of benefit and risk for all (Wyatt et al., 2016). 

This includes aligning the incentives and payment models of patients and health 

systems with the objectives of improving health outcomes, quality, and equity 

for patients with a goal of mitigating the potential for AI misuse or financial 

exploitation. 

Data governance, model development, and model implementation practices 

should promote equity by collecting diverse and representative datasets to 

ensure the AI system works effectively for all patient groups that the model 

seeks to benefit (Juhn et al., 2022). This includes regular performance reviews, 

which are important to identify and address emerging disparities, ensuring that 

benefits and risks are equitably distributed. In addition, organizations should 
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consider establishing robust mechanisms to maintain accountability for, disclose 

occurrences of, and mitigate AI-based harms to uphold ethical standards and 

maintain patient trust.

Lastly, as part of the overall efforts to maintain patient trust and deliver ethical 

care, it is important to adhere to regulations, standards, and certification for 

data quality, security, and governance, such as the Health Insurance Portability 

and Accountability Act (HIPAA) (HHS, 1996); the International Organization 

for Standards (ISO) (ISO, n.d.); Health Data, Technology, and Interoperability 

(HTI-1) (ONC, 2024b); and The Joint Commission’s Responsible Use of Health 

Data certification (The Joint Commission, n.d.), as well as local governance 

standards and requirements. 

Commitment 3: Engage Impacted Individuals

Health systems and payors should consider prioritizing the engagement of 

diverse patient groups, health care professionals, and other stakeholders throughout 

the AI lifecycle to ensure an AI application appropriately addresses patients’ needs 

and respects their values and preferences. Inclusion of ethics and equity experts 

can help guide the development process, ensuring that an AI solution’s primary 

aim is to advance human health. Continuous feedback from patients, clinicians, 

and other stakeholders should be gathered and used for ongoing improvements. 

This feedback should also be shared with patients, health systems, regulators, and 

accreditors to ensure accountability.

Health systems and payors can engage with developers to translate design 

requirements, goals, and targets into solutions that are adaptable, scalable, and 

capable of delivering tangible benefits. Partnering with developers and leveraging 

insights from federal agencies can ensure that AI models are technically proficient, 

ethically sound, and clinically relevant. 

This stakeholder group should engage workforce and clinician well-being experts 

and researchers to collaborate in assessing the impact of AI solutions on clinical 

workflows and practitioner productivity and morale. In addition, they should 

engage AI users to determine their preferences for how and where the outputs 

of the AI solutions should be displayed and shared and promote collaboration 

and alignment with internal technology teams for optimal integration into 

workflows. Lastly, and most importantly, patients should be engaged to identify 

patient preferences in how, why, and when health AI should be utilized on their 

behalf, with a focus on goals of care and AI’s impact on any decisions made. 

AI solutions should prioritize patient health, privacy, and well-being (The Light 

Collective, 2024).
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Commitment 4: Improve Workforce Well-Being

As employers of the health care workforce, the health systems and payors 

stakeholder group have a central role in sustaining and improving the workforce 

care delivery experience. It is important to prioritize AI technologies that are 

likely to significantly positively impact the health care delivery experience for the 

workforce, while also contributing to improved outcomes of care. 

Health systems and payors should consider efforts to foster a culture of 

collaboration and shared purpose among the health care workforce and involve 

them with agency throughout the AI lifecycle. This includes involving them in 

decision making that influences the design and development or procurement of 

AI systems as well as use of regular feedback mechanisms, such as surveys and 

listening sessions. This should also include prioritizing human-centered AI design 

and careful workflow integration that fosters communication skills and capacity 

to preserve and enhance the quality of interactions between health care workers 

and patients. Organizations should also provide mechanisms and ongoing support 

for health care workers that includes accepting feedback and addressing moral and 

ethical concerns as humans learn to adapt and work effectively with AI systems. 

Effectively establishing this type of culture and transparent processes can facilitate 

the health care workforce in developing a sense of ownership, investment, and 

professional satisfaction in the outcomes of AI use.

Workforce training and support in the use of AI in health care delivery is 

essential for addressing concerns and fostering a positive workplace culture of 

collaboration and learning, promoting effective and ethical utilization of these 

technologies. This requires integrating AI training into continuing education 

offerings, promoting interdisciplinary learning, and establishing continuous 

professional development programs. To combat automation bias, it is important to 

enhance AI literacy through targeted and ongoing training on the strengths and 

limitations of AI. Consideration of decision support systems designed to augment 

human judgment and highlight potential automation bias for mitigation may 

be appropriate, as could workflow processes that require explicit review of AI 

outputs (“AI Timeouts”). 

Health systems should consider adopting innovative collaboration strategies 

with health care workforce stakeholders to proactively address the potential 

displacement of human health care workers and the potential for degradation 

of human connections due to AI integration (Davenport and Kalakota, 2019). 

Possible strategies include engaging in open dialogues to discover needs and 

concerns, conducting workforce impact assessments, and promoting skill 

diversification toward roles where human expertise remains indispensable. 
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Commitment 5: Monitor Performance

For AI to be successful in health and health care, its output must be timely 

and integrated with dedicated infrastructure, resources, and trained personnel. 

Additionally, AI systems should adapt to changes in the health and health care 

landscape and focus on meaningful patient outcomes (Kwong et al., 2024), 

including leveraging higher-quality, real-world data (Silcox et al., 2024).

The efficacy and safety of tools may be compromised over time as evolving 

clinical environments disrupt the performance of the underlying models 

(Subbaswamy and Saria, 2020). To maintain the safety and effectiveness of AI 

algorithms in health care organizations, institutions should establish continuous 

learning cycles (Embí, 2021), providing ongoing performance monitoring, 

communication updates to users, and models adjustments or decommissioning 

as needed. This requires “close collaboration between clinicians, hospital 

administrators, information technology (IT) professionals, biostatisticians, model 

developers, and regulatory agencies” (Feng et al., 2022, p. 1). This stakeholder 

group should engage with appropriate stakeholder groups to establish processes 

for monitoring ongoing data quality and relevance, which includes transparent 

reporting of AI performance, including adverse events and success stories (Davis 

et al., 2020). This also includes the need to evaluate and monitor over-reliance on 

AI tools in some contexts (automation bias). Overall, promulgating transparency 

builds trust, ensures accountability, and promotes patient safety and public trust 

(van Genderen et al., 2024) in AI technologies.

Health systems and payors should consider developing transparent and 

comprehensive documentation (Brereton et al., 2023) and reporting, outlining 

how the AI system’s performance and impact on health and safety will be 

monitored and shared. This stakeholder group also plays a central role in promoting 

accountability, disclosure, transparency, and mitigation of AI-based harms’ legal 

and financial responsibilities in a comprehensive, patient-centered approach. 

This group also has a responsibility to share the outcomes and impacts of AI 

applications with other stakeholders, such as vendors, developers, and users, and 

coordination and facilitating clarity of these shared responsibilities is important 

for all stakeholders to acknowledge and act on.

Commitment 6: Innovate and Learn

This stakeholder group plays a coordinating role in implementation and 

maintenance of AI used within health care delivery and should consider 

adopting a forward-thinking approach to innovation and embrace continuous 
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learning and improvement based on emerging evidence and stakeholder 

feedback. 

Health systems and payors could consider adopting transparent, strategic, and 

operational alignment of conduct, accountabilities, and relationships (Tabassi, 

2023) throughout the AI lifecycle. This alignment is crucial for overcoming siloed 

approaches and translating ethical principles into actionable practices that drive AI 

adoption (Adler-Milstein et al., 2022) as a sociotechnical system (McCradden et 

al., 2023). In addition, defining organizational roles and responsibilities enhances 

accountability and facilitates effective change management. Stakeholders 

collectively enhance patient outcomes and operational efficiency through the 

accountable development, implementation, quality, and risk management of AI in 

health care (Overgaard et al., 2023). 

As health systems and payors collaborate with developers to foster innovation 

and adapt to the regulatory landscape, it will be important to clarify expectations 

regarding testing and evaluation before implementing AI into clinical practice 

could accelerate the benefits experienced by patients. Collectively, stakeholders 

across the AI lifecycle ensure that AI solutions are ethically developed, effectively 

implemented, and continuously monitored to enhance patient care and maintain 

accountability (Bedoya et al., 2022; Raji et al., 2020).

To achieve the goals stated above, this stakeholder group can establish systems 

and local governance processes for ongoing evaluation, transparency, and 

communication regarding AI’s real-world performance and impact. Organizations 

can also adopt external standards and develop local standards for what constitutes 

adequate assessment and learning to know that AI innovations are safe, effective, 

efficient, patient-centered, and equitable. This ensures continuous improvement 

and advancement of clinical practice standards (Sendak et al., 2023).

In summary, by considering the AICC Commitments and the AI lifecycle in 

approaching and using health AI technologies, health systems and payors have 

an opportunity to optimize clinical outcomes, improve operational efficacy, and 

foster trust in the health care system. The strategies referenced provide a call 

to action to develop, implement, and monitor AI solutions in a manner that 

prioritizes transparency, accountability, and equity. However, realizing these goals 

requires concerted action from all involved parties. 

PATIENTS’,  FAMILIES’,  AND  
THEIR ADVO CATES’ PERSPECTIVES

There is a growing awareness that the patient stakeholder voice has been 

under-represented in health AI (Adus et al., 2023). A recent systematic review of 
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diagnostic AI studies found that patient perspectives were half as likely as clinician 

perspectives to be represented, although the study was among English-only studies 

and represents a high-income country bias (Hogg et al., 2023; Kuo et al., 2024). 

Health AI should be designed with patients recognized as primary stakeholders, 

end users of AI, and co-creators of responsible AI. It is critical that the patient’s 

voice, needs, and interests shape the future of health AI, in collaboration with other 

AI ecosystem stakeholders, and patient-led governance and rights are essential for 

fair, ethical, and equitable integration of health AI in health care. Thus, below are 

considerations for actions that, as empowered stakeholders, patients and patient 

advocates could take to contribute to amplify the patient voice in health care AI 

and embed the Code Commitments into the ecosystem, with alignment to the 

AI where appropriate.

Commitment 1: Advance Humanity

Patient rights, interests, and unmet needs should be prioritized in the ideation, 

design, development, deployment, and governance of health AI solutions 

throughout the AI lifecycle (The Light Collective, 2024). Patients as well as 

patient advocacy and representation groups can actively engage with other key 

AI stakeholder groups and continue to advocate for patient stakeholder inclusion 

and promotion of patient agency throughout all aspects of AI ideation, design, 

development, implementation, monitoring, and improvement.

Commitment 2: Ensure Equity

Increasingly, institutions, clinicians, government agencies, and the health 

technology industry involved in developing health AI solutions are recognizing 

that diverse and under-represented patients and communities bear the greatest 

burden of risk for health inequities, bias, harm, and discrimination. It is 

important to advocate for a novel, necessary role in AI governance for patient-

led representation, rooted in lived experience and expertise, and relevant to the 

context of intended AI use.

There are several distinct aspects to such advocacy. Patients and advocacy groups 

can assess the degrees of transparency and patient engagement among organizations using 

health AI, and advocate for increasing patient representation and equitable use 

of AI among other AI stakeholders as needed. This stakeholder group can also 

champion increased access to their data for health AI purposes within the context of the 

cultural values of that group, and the intended uses of the data, with appropriate 

protections to support expanded AI use that is equitable and representative of that 
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population. In addition to data access, transparency in and effective communication 

about what and how patient data are used in the AI lifecycle for all applications is 

essential for trust and requires ongoing attention by patients and advocates. It is 

also important to advocate for transparency of and access to the outputs of AI tools 

used in a patient’s clinical care. Lastly, this group can advocate and lobby for legal rights 

and protections for people and communities negatively impacted by health AI. 

Commitment 3: Engage Impacted Individuals

There is an established science to patient engagement partnerships, which can 

be applied toward fulfilling this Commitment in the context of the AI lifecycle 

(NAM, 2022b; PCORI, n.d.). AI, by design, should mean co-creation with the 

patient voice as integral throughout (Vanstone et al., 2023). In the context of 

health AI, this includes promotion of mechanisms, methods, outreach, and frameworks 

to lower barriers to engage patients in each stage of the AI lifecycle. Patients and 

advocates might also work to promote awareness of patient sub-populations (e.g., 

those with specific diseases or cultural values and experiences) whose perspectives 

might be particularly suited to specific AI solutions.

Patients and advocacy groups have an opportunity to support the expansion 

of funding and investments in research that requires their engagement. They can 

advocate for research funding announcements to require patient participation in 

health AI research project design and oversight, and they can engage professional 

societies and present at research conferences to promote inclusion of patient 

perspectives at AI-related venues.

The advancement of explicit inclusion and representation for patients and 

advocacy groups in the governance and processes of AI use among health 

systems and payors is essential. Establishing standing patient representation groups 

collaborating with one or more organizations along specific patient missions related 

to disease management or cultural values can facilitate continued engagement.

Commitment 4: Improve Workforce Well-Being

As the health care workforce’s mission is to care for patients, this stakeholder 

group can play a central role in partnering with health care workers to improve 

the quality, safety, human connection, and trust in the delivery of health care. By 

advocating for health AI that meets patient needs, perspectives, and cultural values 

while simultaneously promoting outcomes that improve the workforce’s sense of 

purpose and capacity for patient engagement, patients and advocates may gain 

a greater sense of partnership with their clinical teams. For example, this group 
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could advocate for AI that improves the time health care workers can spend in 

direct interaction, as the most common reason for patients to lose trust in their 

provider was spending too little time with them (Birkhäuer, 2017; NORC, 2021).

Commitment 5: Monitor Performance

Trust in health AI will be aided by transparency in monitoring of AI technologies’ 

performance related to safety, efficacy, and equity that is comprehensible to 

patient communities and advocates. Patients and advocates could consider calling 

for concepts, frameworks, methods, and tools that can translate the technical and 

clinical specifications and needs of health AI into patient-centered, culturally 

appropriate language and interpretation. More specifically, examples could be to 

advocate for disclosures in accessible terminology similar to nutrition labels on 

foods (Sarasohn-Kahn, 2021), transparency of bias assessments, applicability of 

AI tools to the populations they are being used in, and safety and adverse event 

reporting in the context of use. If AI-generated clinical decision support outputs 

are used to make decisions about an individual’s care or coordination of care, this 

group can advocate for individuals having a protected right of access to these 

outputs, and request that said outputs be documented in the individual’s patient 

record. They can also advocate for such outputs being recognized as a part of a 

patient’s designated record set, recognized as electronic health information (EHI) 

(HHS, 2024c), and for having information blocking rules (ASTP ONC, 2024) 

applied (The Light Collective, 2024).

Commitment 6: Innovate and Learn

Given the novel issues that AI presents, particularly for patients who provide 

the data to train AI models (monetized by others) and who are recipients of AI 

outputs, sometimes without their explicit knowledge, innovation in governance 

is an important consideration to ensure that the primary aim of advancing 

humanity through health AI is achieved.

Patients and advocates can champion a requirement for patient representation 

that holds legally enforceable an independent duty of loyalty to continuously 

improve outcomes for patients. They can advance the imperative that this 

oversight have real authority, especially when industry or health system interests 

conflict with the public good, patient safety, and privacy.

This group can advocate that resources and funding be prioritized and 

allocated for diverse patient communities to conduct outreach education to 

build capacity for patient representatives to be informed consumers of AI and 
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facilitate capacity for patient organizations to establish and promote independent 

oversight. This investment could reinforce the concept that patient voices are 

integral to the development and deployment of health AI technologies in a 

sustainable and longitudinal manner. 

Due to the transformative nature of AI, some aspects of individual consent may 

no longer be adequate to protect the health, safety, and well-being of patients. 

This group could call for stakeholders to proactively co-develop consent and 

community governance frameworks for health AI use.

It is important for patients and their care partners to understand what AI-

powered clinical decision support (CDS) tools and innovations that different 

health care delivery systems and providers use. In the same way that patients may 

search a health system’s directory of physicians to explore their biographies and 

clinical interests, it would be useful for patients to be able to access a directory of 

CDS tools that may be utilized at a given health system. Patients may also want 

to see which physicians may incorporate these tools into their care. This level of 

openness can build trust and may invite shared decision making. It may also create 

opportunities to advance patient agency.

Advocacy could also include the right to opt out of the use of AI-powered 

technologies, especially if it increases the costs of their care without a significant 

impact on outcomes, the disclosure of what data were used to train specific AI-

powered CDS tools that may be used in their care, and how their data are being 

used in relation to AI.

The American Hospital Association’s Patient Care Partnership (formerly the 

Patient Bill of Rights) (AHA, 2003) provides an overview of what patients should 

expect during their hospital stay. Patients and patient advocacy groups could 

advocate for an update to this document to reflect new inclusions that relate to 

AI. This might include informing patients about the role of AI in their care if 

AI-powered CDS tools are used to guide diagnosis and treatment, as well as the 

potential benefits, risks, and limitations.

FEDERAL AGENCIES’ PERSPECTIVE

In 2024, the Department of Health and Human Services (HHS) reorganized 

technology, cybersecurity, data, AI, and policy functions under the Assistant 

Secretary for Technology Policy Office of the National Coordinator for Health 

Information Technology (ASPT ONC) and has appointed a chief AI officer and 

a chief data officer, to report to the chief technology officer (HHS, 2024b). And 

HHS published an AI Strategy, a Trusted AI Playbook, and its AI Strategic Plan 

(HHS, 2021, 2025, n.d.a). The Agency for Healthcare Research and Quality 
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(AHRQ) Digital Health Care Research Division reported in 2022 that 17% 

of its grants since 2020 involved health care AI research (AHRQ, 2022). CDC 

is funding partnerships with private-sector experts to develop a framework for 

identifying and preventing biases in public health uses of AI tools (CDC, 2022). 

More activity related to health AI is expected in the coming months in the wake 

of these changes.

Federal agencies could use these same authorities and tools to promote alignment 

with the AICC Commitments. This requires a recognition of the different statutory 

missions and authorities of each agency as well as a commitment to shared strategic 

and operational alignment to ensure a consistent message to developers, patients, 

caregivers and others who will be affected by the creation of new AI tools for 

health. Within that context, outlined below are considerations of ways in which 

federal agencies could incorporate the AICC Commitments in their internal 

research, development and clinical care efforts, and in their external stakeholder 

engagement, standard setting, regulatory activities, and program priorities for 

funding. Where applicable, alignment of these activities with the AI are noted.

Commitment 1: Advance Humanity

This commitment directly aligns with HHS’s mission “to enhance the health 

and well-being of all Americans, by providing for effective health and human 

services and by fostering sound, sustained advances in the sciences underlying 

medicine, public health, and social services” (HHS, n.d.b). This concept is already 

central to all federal agencies involved in human health, including those outside 

of HHS. However, in the context of the challenges for health AI, federal agencies 

play a central role in providing appropriate protections, regulations, and policies 

to ensure continued human agency in health and health care.

•	 � The National Science Foundation, CDC, AHRQ, U.S. Food and Drug 

Administration (FDA), the National Institutes of Health (NIH), the Health 

Resources and Services Administration (HRSA), and other federal agencies 

could fund additional studies to measure how AI can influence patient health, 

with particular emphasis on how AI influences human agency, goals of care, 

and human–human interactions in the presence of AI interventions. 

Commitment 2: Ensure Equity

As noted above, federal agencies have existing policies, recommendations, and 

guidance to address this commitment. However, large gaps remain in effectively 
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ensuring equitable benefits and risks to all, across technical, sociotechnical, and 

cultural considerations and settings. This field is evolving rapidly, and agencies 

can play a pivotal role in shaping how bias and equity in health care are addressed 

through research investments as well as iterative policy and standards updating. 

ASTP ONC can support coordinated efforts to fill these gaps.

•	 � NIH, the Centers for Medicare & Medicaid Services (CMS), CDC, and other 

agencies could fund additional research that uses AI to measure disparities; 

agencies could also further prioritize funding to evaluate the extent to which 

AI interventions reduce or increase disparities. All federal agencies that 

leverage AI prediction models could require representative sub-populations 

in models developed and used, as well as support expansion of methods and 

tools to comply with requirements for evaluation and mitigation of bias and 

inequitable performance in sub-populations.

•	 � As assessment and mitigation of bias mature, FDA, ASTP ONC, and other 

regulatory agencies could iteratively expand requirements in the use of diverse 

and representative training and validation datasets to help improve performance 

across sub-populations.

•	 � Federal agencies could continue to update data sharing requirements 

and develop and expand sustainable data sharing platforms such as HHS’s 

HealthData.gov to provide health AI application development with improved 

access to diverse and representative data.

•	 � In undertaking enforcement, the ASTP ONC and the HHS Office for Civil 

Rights (OCR) could prioritize information blocking enforcement and 

HIPAA enforcement to enable individuals’ access to EHI, including EHI that 

is created by AI, to support openness and engagement of individuals. OCR has 

promulgated regulations (45 C.F.R. Part 92 implementing Section 1557 of the 

Affordable Care Act) that prohibit discrimination from patient care decision 

support tools. OCR could build on these regulations to support transparency 

regarding data sources.

•	 � ASTP ONC could recognize standards for collection and exchange of relevant 

data and encourage use of the Trusted Exchange Framework and Common 

Agreement (TEFCA) for making data available for prioritized research projects, 

including using the individual access service. Adoption of the commitments 

could be required for researchers seeking access via TEFCA for such priority 

research data sharing (ASTP ONC, 2024). 

•	 � CMS could also enable compliance with the Code Commitments to protect 

and advance human health by prohibiting the use by health plans under its 

purview of AI-powered claims denial processes in ways that harm patients. 
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CMS has already taken a significant step in this direction by requiring 

Medicare Advantage plans to make coverage decisions based on individual 

circumstances versus relying on generalized algorithms. 

•	 � OCR could expand guidance on how AI tools can be leveraged, consistent 

with HIPAA and applicable civil rights laws, such as Section 1557, and provide 

guidance on how to monitor for discriminatory impact of patient care decision 

support tools.

Commitment 3: Engage Impacted Individuals

•	 � Research funding agencies could undertake and fund research and evaluation 

regarding stakeholder engagement in AI, evidenced by engagement records, 

diversity of input, and stakeholder satisfaction of research products. 

•	 � Federal agencies could expand stakeholder engagement to ensure that agency-

wide funding opportunity announcements (FOAs), research funding decisions, 

regulatory approval processes and health care delivery standards include evolving 

concepts of inclusivity, equity, and representativeness in the context of use.

Commitment 4: Improve Workforce Well-Being

•	 � CMS could monitor and fund others to assess the well-being of the health care 

workforce interacting with AI systems, using surveys, and assessing changes in 

job satisfaction and perceived workload. 

•	 � CDC could continue to expand evaluation of the state of the public health 

workforce through development, integration, and assessment of new AI tools 

that identify potential ways to enhance the workforce well-being.

Commitment 5: Monitor Performance

•	 � NIH could collect and make public information on AI system performance, 

including access to performance data, adherence to regulatory reporting 

requirements, and active dissemination of findings to all stakeholders. This 

could be achieved through a system such as ClinicalTrials.gov, which is 

supported by the National Library of Medicine and FDA.

•	 � ASTP ONC has already taken action to require transparency and risk 

management for AI-assisted decision support interventions that are part of 

certified EHR products (HHS, 2023a); ASTP ONC could evaluate and consider 

the Code Principles and Code Commitments for inclusion in regulations and 

guidance regarding conditions and maintenance of certification.
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•	 � The Veterans Health Administration (VHA) could promote this commitment 

through open sharing of data, algorithms, performance, and metrics of AI 

solutions implemented within VHA.

•	 � The Cybersecurity and Infrastructure Security Agency could use its authorities 

and influence to promote additional transparency and standardized reporting 

requirements for security and privacy assessments of AI tools before, during, 

and after deployment.

Commitment 6: Innovate and Learn

As part of the overall ecosystem of safe and effective innovation and continuous 

improvement, federal agencies could incorporate the Code Principles and Code 

Commitments, where not already present, in FOAs for research (Public Health 

Service agencies such as NIH and CDC), criteria for product approvals (FDA), 

and conditions of participation in Medicare and Medicaid (CMS).

•	 � NIH, CMS, FDA, ASTP ONC, and other federal agencies could expand 

funding for research into the rate and impact of continuous improvements to 

AI systems, evidenced by update logs, the implementation of feedback into 

system refinements, and innovation metrics.

•	 � HRSA, the Indian Health Service, VHA, and the Department of Defense could 

expand research into the development and implementation of AI-supported 

CDS tools integrated into health IT systems that address inclusion and equity. 

•	 � FDA has already issued an action plan for AI-based, medical device software 

(FDA, 2021) and put forth discussion papers on AI in drug development (FDA, 

n.d.). The agency could propose or require additional levels of adherence 

with the collection of real-world evidence that adheres to broad diversity and 

equity considerations (FDA, 2024).

•	 � CMS has already established payment methodologies for reimbursement of AI 

products (Chen et al., 2021); the agency could further adopt reimbursement 

standards that prioritize compliance with the Code Commitments and 

products that are built on or implement the commitments. 

•	 � ASTP ONC could expand certification standards or conditions of certification 

in health IT technologies, including but not limited to EHRs, regarding to 

continuous learning and updating AI over time. 

•	 � As the Health Systems & Payor workgroup observed, collaboration between 

researchers and federal agencies can set the standards for necessary oversight 

and support for adapting AI solutions to emerging challenges and shifting 

patient needs. HRSA and CMS both have authorities to lead on this work. 
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•	 � FDA could expand requirements in AI product labeling based on real-world 

performance and other characteristics that would assist users and patients in 

understanding the context and performance of the use of the tools.

HEALTH AND HEALTH CARE WORKFORCE PERSPECTIVE

The well-being of the health and health care workforce has faced numerous 

challenges over the years from various occupational stressors, such as a historical 

culture of professional focus that challenged work/life balance, usability issues and 

time spent on the EHR, and most recently the COVID-19 pandemic (Alobayli et 

al., 2023; Shanafelt, 2021). In addition, well-being and global health care delivery 

are threatened by a growing shortage of health care personnel due to several 

factors, with the World Health Organization estimating that by 2030 there will 

be a shortage of 14 million nurses, physicians, midwives, and other health care 

professionals (de Vries et al., 2023; WHO, 2016). In the setting of this growing crisis 

and amidst a health care culture adopting an increasingly proactive framework of 

systems-based interventions to identify and address causes of occupational distress 

(NAM, 2019), AI has substantial potential to harm or renew the well-being of the 

health care workforce. Presented below are key opportunities and challenges in 

the use of AI in health care in the context of the Commitments through the lens 

of Commitment 4: Improve Workforce Well-Being.

In addition, health systems and payors should leverage lessons learned 

from EHR implementation, which is discussed in another context in Chapter 2. 

EHR use, promoted by the HITECH Act, has been associated with decreased 

incidence of adverse events and occasionally improved coordination of team-

based care and chronic disease management, but also decreased job satisfaction 

and higher burnout rates (Bates et al., 1998; O’Malley et al., 2015; Peccoralo et 

al., 2021; Reed et al., 2012). For EHRs deployed in environments with heavy 

regulatory compliance requirements and documentation burdens to satisfy 

multipayor reimbursement paradigms, perceptions that EHRs facilitate billing 

rather than clinical care are unsurprising (Holmgren et al., 2021; Tseng et al., 

2018). Such challenges, which were anticipated by a 2009 National Research 

Council report (NRC, 2009), elucidate opportunities to leverage EHRs in 

reducing cognitive load and increasing cognitive support (Johnson and Stead, 

2022). These opportunities are germane to AI tools in health care, which have 

the potential to reduce cognitive burden at the price of imparting automation 

bias in which health care workers experience a loss of critical thinking, judgment, 

and intuition—elements that must be preserved in AI-enabled decision support 

design and deployment (IOM, 2003).
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Commitment 1: Advance Humanity

Integrating AI into health care workflows is a challenging task, and could 

involve functions such as automation, cognitive support, or information 

synthesis, among other opportunities. However, health care AI applications 

could degrade human connections among health care workers and between 

providers and their patients by automating tasks that have, historically, involved 

human-to-human interaction (e.g., a clinician obtaining sensitive information 

from a patient or their caregivers). Conversely, automating some basic tasks 

(e.g., data capture, medical coding) could reserve time and space for health 

care workers to be with one another and patients. Another challenge is that 

if simple, straightforward tasks are automated, humans could face workdays 

exclusively comprising complex, demanding tasks (e.g., a computer vision 

model diagnosing unremarkable and low-acuity chest radiographs while 

triaging images with moderate or severe pathology to human radiologists, who 

see nothing but disease, injury, and diagnostic challenges) (NEJM-AI Grand 

Rounds, 2023). Balancing the needs and preferences of all stakeholders while 

simultaneously prioritizing human health is essential to ensure that AI advances 

human agency and connection. User-centered and equitable approaches to the 

design and deployment of AI tools are best practices and are required to ensure 

they meet the varied needs of patients and health care providers effectively (Van 

den Bruel et al., 2010, 2012).

Commitment 2: Ensure Equity

The health workforce has a critical role in addressing disparities in health care 

service delivery, and workforce diversity is foundational for health equity (Pittman 

et al., 2021). Occupational stressors can be felt differentially among constituencies 

in the health care workforce, as was found in higher rates of unemployment 

among those self-identifying as Black or Indigenous following the COVID-19 

pandemic (Semprini, 2023). AI technologies may be implemented in ways that 

are not culturally aligned with practice preferences for under-represented health 

care workers, or not aligned with patient preferences, and exacerbate rather than 

ameliorate workforce well-being and reduce equitable care (Parag et al., 2023). 

Care should be taken to understand the context of use for AI technologies and 

anticipate their use in under-represented populations and environments (e.g., 

rural practices and community health centers). 
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Commitment 3: Engage Impacted Individuals

Deploying AI in health care settings risks displacing health care workers, 

such as when AI replaces human work products (e.g., AI performing diagnostic 

tasks on radiographic and pathologic images). In the automotive industry, when 

robotic arms replaced assembly line workers for basic tasks, automobile prices fell 

while human workers experienced job loss. Eventually, jobs shifted toward tasks 

requiring creativity, long-term planning, and moral deliberation, skills that remain 

relevant for recent automotive industry endeavors, such as self-driving cars (Awad 

et al., 2018). 

Given the high probability of similar job shifts in health care, it will be important 

to identify training and employment needs in areas less likely to experience AI 

automation, and training and retraining humans to work with AI. Education-

enabled health care workforce job shifts, if successful, could not only mitigate risk 

of job loss, but also address global health care workforce shortages by maintaining 

current workforce volumes while addressing occupational stressors through 

workflow and work product optimizations with AI tools. For example, while not 

yet ready for widespread use, AI-enabled medical interpretation services may at 

some point replace human medical interpreters, easing a serious resource shortage 

and improving patient and provider experience (Lion et al., 2024); retraining those 

workers for roles that require more creativity, planning, and moral deliberation 

could benefit the workforce and the system.

Commitment 5: Monitor Performance

One of the challenges in health care workforce well-being has been the 

measurement and assessment of well-being in complex settings. Historically, 

most validated instruments of well-being assessment were manual and not easily 

monitored in an automated fashion (Boskma et al., 2023). The use of AI to predict 

well-being for downstream management is a growing field (Levin et al., 2024; 

Nan et al., 2024) with opportunities to identify policies, workflows, environments, 

and circumstances that negatively impact the ability to improve workforce well-

being (Malgaroli et al., 2023). However, if these tools are not appropriately used, 

they could directly harm health care workers and lower well-being. As noted 

elsewhere, any AI tools put into place for these types of activities themselves 

should be monitored for performance and appropriateness in the context of use.

In addition, from a legal perspective, health care workers who use AI tools 

may incur personal liability for AI-associated errors or patient harm (Mello and 

Guha, 2024). As tort doctrine evolves to address the distinctive challenges posed 
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by AI, health care workers must be informed of the risk for personal liability 

and relevant institutional policies and should be protected by surveillance of AI-

associated outcomes that adapts to the probability and severity of adverse events 

(i.e., higher-risk AI tools will require heavier surveillance). Those who purchase 

AI tools may have contracting opportunities to shift liability to developers 

when model outputs are erroneous and cause harm, while the purchaser or 

health care worker would remain liable for AI tool misuse (Banja et al., 2022). 

could also protect health care workers and patients by insisting that AI tools are 

demonstrably safe, effective, and meeting salient (e.g., FDA Software as Medical 

Device) standards (Stern et al., 2022).

Commitment 6: Innovate and Learn

Effects of AI on the health care workforce will likely include elements that 

are currently unknown and cannot be foreseen. Mitigating risk for “unknown 

unknown” or “black swan” events should focus not on prediction—which is 

impossible—but rather should identify areas of vulnerability and build robustness 

against them (Rumsfeld, 2011; Taleb, 2007). LHS principles that support the 

translation of data to knowledge to practice are applicable here. The goal is to 

ensure that clinical and operational knowledge gained from AI development and 

implementation is incorporated in AI applications that affect care delivery in a 

manner that compounds as the health of patients, health care workers, and health 

care system evolve (IOM, 2011). This approach may facilitate early detection and 

effective rethinking and adaptation when impactful, unforeseen events occur. Like 

all other strategies and tactics pertaining to health care workforce considerations, 

this approach must involve and represent all stakeholders in shifting the influence 

of AI away from harm and toward the well-being of health care workers.

Similarly, when some types of AI applications become reimbursable, there is risk 

for incentive-driven overuse and increasing documentation burdens for billing 

purposes. These risks may be mitigated via value-based incentives informed by 

audits of patient- and provider-level associations among AI use, coding practices, 

and patient outcomes.

HEALTH CARE QUALIT Y AND PATIENT SAFET Y 
PERSPECTIVE

In 1998, the Institute of Medicine (IOM) Roundtable on Health Care Quality 

described an urgent need to improve the quality of health care, defined as “the 

degree to which health care services for individuals and populations increase 
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the likelihood of desired health outcomes and are consistent with current 

professional knowledge” (Chassin and Galvin, 1998). Harms related to overuse, 

underuse, and misuse were identified and further described in patient safety 

literature (Emanuel et al., 2008). Despite significant efforts, improvement and 

comprehensive measurement of health care quality and patient safety have proven 

challenging. In their article, “Two Decades Since To Err Is Human: An Assessment 

of Progress and Emerging Priorities in Patient Safety,” the authors noted that 

“the frequency of preventable harm remains high, and new scientific and policy 

approaches to address both prior and emerging risk areas are imperative” (Bates 

and Singh, 2018). Additionally, measurement is critical to improving quality, and 

while there is considerable dissatisfaction with the current state of measurement 

and assessment, few serious efforts exist to make significant changes (McGlynn, 

2020). 

There are “islands of excellence” as is demonstrated by the reduction in adverse 

events associated with major surgical procedures, cardiac events, and pneumonia 

between 2010 and 2019 (Eldridge et al., 2022). However, in 2022, the U.S. Office 

of Inspector General reported that 25% of Medicare patients experienced harm 

during their hospital stays during its study period (OIG HHS, 2022). Post-

pandemic, U.S. health care safety declined precipitously and severely (Fleisher et 

al., 2022). Ensuring that the health care system heals rather than harms patients 

remains a critical priority for the United States; however, routine, comprehensive, 

and systematic national assessments of safety have not been established. In fact, the 

last national assessment was conducted in 2003 (McGlynn, 2020).

The Role of AI in Improving Quality

As described in previous sections of this chapter, AI has significant potential 

to enhance the quality of health care through improved prevention, early 

detection, diagnostics, and early intervention, treatments, and rehabilitation. AI 

may also be a contributing factor in catalyzing a new era of quality improvement 

through enhancing the accuracy, efficiency, and comprehensiveness of quality 

measurement, while making it substantially less burdensome. AI’s capabilities 

to process vast amounts of data rapidly and accurately contribute to enhanced 

quality measurement in health care (Jiang et al., 2017).

Quality measurement begins with data collection and integration. AI 

technologies can streamline data collection from various sources including EHRs, 

social determinants of health databases, wearable devices, and patient self-reports. 

By automating the extraction and integration of data, AI reduces the burden on 

health care professionals and ensures more comprehensive and accurate datasets 

(Esteva et al., 2019). This comprehensive data collection enables a more detailed 

and nuanced understanding of patient outcomes and care quality. Additionally, AI 
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has the ability to process and evaluate vast datasets, identifying relationships and 

repeated patterns that might otherwise go unnoticed by humans or be undetected 

using traditional statistical techniques (Shickel et al., 2018). 

Traditional quality measurement often relies on standardized metrics that may 

not fully capture the unique needs and circumstances of individual patients. AI can 

create personalized quality metrics by including information about the individual, 

such as specific health conditions, treatment preferences, and social determinants 

of health (Obermeyer and Emanuel, 2016). Personalized metrics provide a more 

accurate reflection of care quality and patient satisfaction, in that AI can improve 

the measurement of patient outcomes by providing more sophisticated tools for 

evaluating treatment effectiveness and patient satisfaction. For instance, AI-driven 

sentiment analysis can assess patient feedback from surveys and social media, 

offering insights into patient experiences and areas for improvement (Topol, 2019). 

AI can also track long-term outcomes more effectively, ensuring that quality 

assessments reflect the sustained impact of care interventions. By analyzing data 

across multiple health care institutions, AI can identify best practices and facilitate 

benchmarking. Comparative analyses can highlight high-performing institutions 

and effective care strategies, guiding quality improvement initiatives (Rajkomar 

et al., 2019). 

The Role of AI in Improving Patient Safety

Multiple interconnected factors influence patient safety. For example, harms 

can result from challenges with data, interoperability, system usability, clinician 

burden, and complexity of clinical scenarios (Tighe et al., 2024). AI, with its 

capacity to incorporate vast and disparate datasets, represents an important tool 

that holds vast potential to improve patient safety. AI has been successfully tested 

across eight major harm domains, and situations where new or unstructured data 

sources are incorporated to improve predictions are expected to yield the highest 

impact on patient safety. These novel data include sensing technologies such as 

“vital sign monitoring, wearables, pressure sensors, and computer vision” (Bates 

et al., 2021).

Using these data sources, AI models are poised to significantly improve risk 

prediction and thereby advance patient safety. Integrating data across novel and 

disparate sources in real time and adapting to continuously updated data, AI 

models can deliver timelier and more accurate predictions based on information 

such as biometric, sensor data, or video, sources that are currently untapped or 

abstruse (Tighe et al., 2024). An example of this is the use of movement trackers 

and camera data to identify fall risk (Tighe et al., 2024). 
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AI and Patient Safety and Quality in the Context of the Code 
Commitments

While the potential for improving health care quality and patient safety with AI is 

high, it also comes with opportunities and risks beyond those discussed previously. 

The Code Commitments offer additional guidance to mitigate these risks.

Commitment 1: Advance Humanity

As previously described, AI has the potential to significantly improve both 

human health and well-being. This must remain the litmus test for all applications 

of AI in health care. Generative AI can also create high-quality human-like 

responses to patient inquiries (Ayers et al., 2023); however, such responses—agency 

enhancing and available free online to individuals—can produce information that 

is inaccurate and potentially harmful (Coiera et al., 2023). It will be imperative 

to educate the public about the benefits and risks of AI that appears to provide 

empathetic medical advice outside the confines of trained health professionals.

Commitment 2: Ensure Equity

Equity is not limited to the outputs of AI but also to the access to the benefits of 

AI. If AI systems that improve quality and reduce harm are implemented, ensuring 

that those systems are available to low-resourced health systems will be essential 

for true equity. AI can be particularly susceptible to inequitable performance from 

biased training data and misaligned design but also can be designed explicitly to 

mitigate bias and promote equity (Cary et al., 2023) if conducted in a systematic 

way. Consideration of financial incentives for implementation of proven AI 

systems by small community and rural hospitals is warranted.

Commitment 3: Engage Impacted Individuals

The potential of AI to cause harm if poorly designed and implemented is as 

significant as with EHR implementation which contributed to an increase in 

errors and patient safety concerns due to information overload, presentation of 

irrelevant information, and data display issues (Nijor et al., 2022). Even more 

complex, when AI is integrated into EHR-based CDS tools, then potential safety 

challenges may occur from either or both in synergy and may still contribute 

to the already substantial problem of alert fatigue. Lack of user engagement 

in system design and implementation of new workflows can result in mistrust 

among patients and clinicians, diminishing the anticipated gain from the use of AI 

https://nap.nationalacademies.org/catalog/29087?s=z1120


An Artificial Intelligence Code of Conduct for Health and Medicine: Essential Guidance for Aligned Action

Copyright National Academy of Sciences. All rights reserved.

98  |  An Artificial Intelligence Code of Conduct for Health and Medicine

PREPUBLICATION COPY—Uncorrected Proofs

(Tighe et al., 2024). Ensuring collaboration with clinical and administrative teams 

in the design and implementation of AI systems will be essential.

Commitment 4: Improve Workforce Well-Being

The application of AI in health care presents opportunities to reduce burden 

for clinicians; however, it also presents risks of over-reliance on AI, clinical de-

skilling, and ineffective human oversight. Relying on manual review of AI-

generated decisions or recommendations is a weak approach to ensuring patient 

safety (Lucian Leape Institute, 2024). It is highly likely that as AI tools become 

more prevalent, clinicians will not be able to consistently review the output of AI 

scribes, bots, and other tools to spot errors or carefully reflect on the diagnostic 

or therapeutic suggestions of decision support tools. Thus, the error rate or risk of 

harm from any given AI tool needs to be considered on its own, not presented as 

if double-checking by clinicians will prevent those errors from impacting patients 

(Lucian Leap Institute, 2024).

Additionally, health care organizations, seeking to defray the costs of acquiring 

AI tools, could use AI-driven efficiencies to assign more duties to clinicians, 

nullifying anticipated improvements in workloads and cognitive burdens and, 

combined with de-skilling, further reduce professional satisfaction. AI will 

not produce the anticipated benefits in health care if the underlying health 

care payment model, which continues to pay for quantity over quality, is not 

simultaneously addressed. 

A recent survey by the National Association for Healthcare Quality noted that 

the health care quality and safety workforce often have a low level of competency 

in health data analytics and performance and process improvement (NAHQ, 

2022). It is critical to facilitate and promote a quality and safety culture that has 

the training to adapt to an AI-enabled health environment. 

Commitment 5: Monitor Performance

To proactively monitor and mitigate risks to patient safety, AI models and 

tools require continuous monitoring after implementation (Feng et al., 2022). AI 

models can be designed to monitor other AI models and tools to detect drift in 

the underlying data, performance loss over time, and differential performance in 

sub-populations (Davis et al., 2017). It may be advisable to consider the creation of 

a specific area of focus within health systems accountable for quality management 

and continuous improvement of AI models and tools, which have been referred 

to as “AI-QI” units (Feng et al., 2022).
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Commitment 6: Innovate and Learn

Key to quality improvement and patient safety is seeking to continuously learn 

and improve care based on data and experience. AI offers immense opportunities 

to advance quality and safety in an LHS. Prioritizing research in this arena is 

essential to creating a strong evidence base for improving health outcomes. In 

addition, ensuring collaborative knowledge sharing across health systems will be 

important to rapid system-wide learning and diffusion of innovation. 

AI is poised to support major advances in patient safety and quality measurement 

and improvement in health care. Efforts to leverage these opportunities must be 

balanced by those to mitigate the risks in an evolving landscape, aligning with 

the Code Principles and Code Commitments to ensure safe, high-quality, and 

trustworthy AI in an LHS.

BIOETHICS AND EQUIT Y PERSPECTIVES

The objective of this section is to highlight ethical and equity aspects related 

to the Code Principles and Code Commitments that may be in potential conflict 

as well as some examples for how to resolve such potential conflicts. Here, core 

principles and concepts from bioethics are brought together with attention to 

equity, conceptualized as the social and structural factors that affect individuals’ 

and populations’ abilities to achieve health.

There are a number of relevant ethical conceptual frameworks applied in 

scrutinizing ethics in AI (Heilinger, 2022; Zong and Matias, 2022). For this section, 

the Code Principles are conceptualized as substantive principles, meaning that 

they help guide how AI should be implemented in terms of characteristics that 

directly impact human health. The Code Commitments are viewed as procedural, 

meaning that they should help guide the process for how AI tools are developed, 

and help guide balancing and deliberations when substantive or other principles 

or values come into conflict. 

From an ethics and equity perspective, it is important to go beyond the list 

of principles and commitments and consider how these may be in tension with 

one another; how—in case of tensions—they may be weighted or how this 

tension should be considered, negotiated, and even resolved; and even how they 

may complement each other. Detailed below are examples of such tensions to 

illustrate the importance of this perspective. 
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Safe and Effective May Come into Tension with Transparent

Emphasizing or requiring opening of the black box may reduce the safety or 

effectiveness of an AI tool in health. This may occur as a function of cognitive 

reliance on the AI tool without the ability to assess underlying information 

(Jabbour et al., 2023), which may result in reduced safety. It may also occur if 

understanding the data context or patient context supporting the AI could result 

in improved shared decision making (effectiveness).

Adaptive May Come into Tension with Accountable

Adaptive involves continuous learning and improvement, which are laudable 

goals, but ongoing change and evolution may make it challenging to maintain 

“clear accountability for potentially adverse consequences.” Put simply, change 

may cause ambiguity regarding who is accountable for AI-caused harms.

Equitable May Come into Tension with Secure

Prioritizing equitable access to data, for example, can compromise considerations 

related to protection of privacy. This may occur in the setting where patient 

anonymity cannot be assured for data contributed by under-represented patients 

(Brown et al., 2023). Inclusions of data from these patients increases privacy risk, 

not including data from these patients decreases equity in AI development and 

performance.

Engaged May Come into Tension with Efficient

Engaged involves prioritizing the needs, preferences, and goals of people, which 

may not always align with the goals of reducing costs for health gained or provide 

the most rapid mechanism to implement AI.

The Code Commitments may assist in identifying ways to resolve such tensions 

or recognize complementarity between principles. For example, “involvement” 

tells us to always engage people as partners. This means that some conflicts may 

be resolved by discussing with the relevant partners what matters to them in 

specific contexts. The use cases that follow provide examples of how the Code 

Principles may come into tension, and how turning to the Code Commitments 

as procedural tools may offer some paths forward. 
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Il lustrative Scenario 1: Tension Between Safety and 
Transparency : Documentation Support

Clinicians often grapple with burnout associated with administrative burden 

of EHR documentation such as completion of clinical notes to ensure accurate 

billing and addressing inbox messages from patients, care team members, and 

consultants (Budd, 2023; Tran et al., 2019). Generative AI may be able to 

automate much of this administrative work and allow clinicians to focus on 

patient care (Reddy, 2024). Studies show AI-assisted documentation reduces 

burdens and frees clinicians to better serve patients (Tierney et al., 2024). AI has 

also shown the capacity to resolve inaccuracies in EHRs, such as discrepancies 

in medications, thus enhancing patient safety (Damiani et al., 2023).

However, the use of such AI tools raises concerns that patients may not understand 

how AI is being used in their care, potentially compromising their autonomy. 

Even if patients have the option to consent to—or decline—the use of AI, they 

may not fully comprehend what they are consenting to or declining. Moreover, if 

AI support in documentation is demonstrated to improve patient safety in certain 

use cases and becomes standard of care, equity challenges can arise if patients 

decline the use of these tools, especially if the decliners disproportionately come 

from marginalized populations. Hence, safety and transparency may come into 

conflict, raising ethics and equity issues. 

One possible approach to such conflicts would be, as suggested above, to 

rely on the Code Commitments for guidance. Focusing on human health and 

connection, ensuring equitable distribution of benefits, involving people as 

partners, and promoting transparent stakeholder-inclusive prioritization between 

conflicts are all procedural requirements that can help negotiate such tensions in 

specific use cases.

Il lustrative Scenario 2: Tension Between Adaptability and 
Accountability :  Automated Diagnosis

IDx-DR was the first FDA-approved autonomous medical AI device. This tool 

diagnoses an eye disease, diabetic retinopathy (DR), by analyzing images of the 

eye. This AI device is significant because it provides a diagnosis, rather than advice 

to a clinician about a disease or condition (Van der Heijden et al., 2018). IDx-DR 

can provide a diagnosis and can be used by non-specialist clinicians, whereas 

previously this condition would have to be diagnosed by a specialist. Because of 

AI-assisted DR detection tools, DR can be diagnosed by a primary care physician. 

There is already promising evidence that these tools are allowing more people to 
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be screened for this disease, which can lead to improved health outcomes, such 

as increases in patients receiving eye screening exams (Knapp et al., 2023). There 

are increasing numbers of studies evaluating the efficacy and utility of automated 

DR detection (ADRD) (Joseph et al., 2024).

ADRD systems are powered by machine learning, which means that their 

diagnostic capabilities are derived from training data. In this way, these are 

adaptive tools, which is in line with the Code Principle of adaptability. Although 

adaptability is important for its primary diagnostic function, this adaptability can 

be in tension with the principle of accountability. Clinician users and patients 

may not be aware of changes in performance or limitations in environment or 

setting, and it might be difficult for clinicians and developers to account for or 

explain the source of errors. In this case, when adaptability and accountability 

can be in conflict, it is important to turn to the Code Commitments to balance 

proposals for actions and next steps.

In this case, both the adaptability and the accountability of the ADRD tools 

advance human health. In these situations, prioritization of one commitment 

over another needs to be done, and this should be conducted in the context 

of use, with engagement from all relevant stakeholders. In the setting of this 

section focused on ethics and equity, a prioritization of accountability promotes 

equity and prompts reflection on whether the errors might be disproportionately 

occurring within certain populations. There are other situations in which an AI 

tool is used in life-threatening clinical situations in which highly dynamic pre-

specified change control policies need to be in place to ensure safe operation. In 

this case, adaptability of the tool for safety reasons may outweigh accountability 

considerations.

Il lustrative Scenario 3: Tension Between Security and Equity : 
Secondar y Use of Data and Consent

There has been a long-standing tension in the secondary use of routinely 

collected health data between opt-in and opt-out consent procedures (de Man et 

al., 2023; Sanderson et al., 2017). While there have been variations in individual 

studies, a majority of patients interviewed or surveyed expressed both a desire 

for control over their data and a willingness to participate in data sharing for 

promotion of human health and particularly the health conditions of interest 

to the patient, and with less interest in those applications with commercially 

profitable objectives (Kalkman et al., 2022; Mikkelsen et al., 2023; Skovgaard 

et al., 2019). In health AI, this can be challenging as these goals are pursued 

simultaneously in many applications. 
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Perhaps counterintuitively, opt-in models—which appear to improve security 

and privacy and individual control of health data—may result in bias in consented 

datasets. A recent meta-analysis of opt-in versus opt-out studies found that the 

average weighted consent rate was 84% for opt-in and 96.8% for opt-out; however, 

when both procedures were explained “the consent rate was 21% in the opt-in 

group and 95.6% in the opt-out group” (de Man et al., 2023). In the context of 

data use for health AI development, this becomes particularly challenging due to 

the volume of data necessary to rigorously train these algorithms. Additionally, 

across the studies, the opt-in models yielded more biased datasets, with represented 

individuals more likely to be male, have more education, higher earnings, and 

improved overall socioeconomic position (de Man et al., 2023). While bias in 

health AI can come from several sources, bias in source data used for training is 

one of the most established and studied (Ferrara, 2023). Among these, selection 

bias can result in lower performance and disadvantage among under-represented 

populations in the data (Haneuse, 2016; Johnson et al., 2000). 

In this case, the security and equity associated with secondary data use can 

appear to be in conflict, but the commitment to ensure equitable risks and benefits 

prompts reflection about the benefits of secondary use of health data for AI being 

disproportionately provided to some sub-populations and withheld from others. 

Additionally, the commitment to transparently monitor performance, including 

for evidence of bias, both proactively and retrospectively, can reduce the risk of 

disproportionate benefits or risks to any subgroup.

Considering the Code Principles and Code Commitments together to address 

apparent tensions is a valuable construct for researchers, developers, patients, and 

other stakeholders who can use them as a guidepost for designing, developing, 

implementing, monitoring and maintaining AI tools in health care. 

COMMON THEMES AND CONTRIBUTIONS ACROSS 
STAKEHOLDERS’ PERSPECTIVES

The expert working groups, representing broad stakeholder constituency, 

considered important actions to disaggregate and advance the Code Commitments 

in the context of the AI. Both similarities and differences were identified between 

and among the outputs of the working groups. Summarizing these commonalities 

and distinctions, Table 5-2 identifies needed actions repeatedly identified across 

groups, while Table 5-3 describes the role each stakeholder group can play in 

applying the Code Principles and Code Commitments.
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TABLE 5-2 | Common Themes for Action Among Expert Working Groups

Commonalities in Stakeholder Actions in Translating the AICC into Action

Ensure that patients, end users, and ethicists are represented throughout the entire AI lifecycle

Ensure that the utility and effectiveness of health AI tools are initially and continuously assessed 

and optimized for both technical and health outcomes

Promote transparency and documentation of the characteristics, capacities, data sources, intended 

uses, and limitations of health AI applications

Promote a continuous learning environment in the context of use of health AI applications, 

with elements of education, iterative improvements, and establishing a culture of systems-based 

learning and quality improvement

Recognize that conflicts of interest and stakeholder objectives will occur and develop a process 

of prioritization that considers established ethical frameworks and the AICC Code Principles and 

Code Commitments for resolution of these issues

Consider bias from data, algorithmic characteristics, and choice of outcome targets throughout 

the AI lifecycle

Implement incentive structures that will encourage desired behaviors and processes and promote 

democratization of health AI

Promote user-centered design of health AI tools and applications to optimize satisfaction, ease of 

understanding, and appropriate use in health AI applications

Promote local governance that encourages standardization while still supporting customization to 

the local environmental, cultural, and clinical contexts of use

Create a safety culture, including non-retaliatory reporting for adverse outcomes and includes the 

training necessary to adapt to an AI-enabled health environment

TABLE 5-3 | Distinct Contributions of Various Stakeholders to the Application of the AI 

Code of Conduct Framework

Stakeholder Distinct Contribution

Developers Developers have vast experience regarding methods and practices, and 

their active participation in developing standards for the industry will be 

foundational.

Researchers Researchers are positioned to provide scientifically sound and independent 

assessment of both methods and outcomes associated with health AI, 

including issues of data de-identification, and sharing and the associated 

implications of societal benefits and burdens, as well as the best practices 

and standards in workflow integration. 

Health Systems 

and Payors

Local adaptation that facilitates human agency and promotes patient-

centered care is the purview of health systems and payors, as is the training 

and support of the health care workforce in the use of AI in the local health 

care delivery context. Health systems and payors have an opportunity to 

create financial incentives that support equitable and effective health AI, 

using both increases and decreases in reimbursement to support desired best 

practices around AI use. 

continued
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Stakeholder Distinct Contribution

Patients and 

Advocates

Patients, as the recipients of health AI, are uniquely positioned to describe 

in detail their experience about the impacts of health AI on their lives. 

Only they can articulate their preferences about critical issues such as access 

controls over their data or explanations about when and how AI is used in 

their care. Only patients can share their own personal experiences, both 

positive and negative, of engagement with developers and the health care 

system as the use of AI for diagnosis, treatment, and payment advances. And 

patients are by definition the only source of patient-reported outcomes. 

Federal 

Agencies

The funding and regulatory authority held by the federal agencies has the 

power to shape the future of health AI. Some examples of how these tools 

could take form include through support for studies to measure how AI can 

influence patient health, human agency, goals of care, and human-human 

interactions in the presence of AI interventions; through recognition of 

standards for collection and exchange of relevant data and encouraging use 

of the Trusted Exchange Framework and Common Agreement for making 

data available for training algorithms, and prioritized research projects; or 

through the expansion of requirements in AI product labeling based on 

real-world performance.

Health Care 

Workforce 

As end users of some types of health AI, the health care workforce is 

situated to identify workflow needs and priorities, and as purchasers or 

influencers of purchasing decisions, clinicians in particular may have 

contracting opportunities to require disclosure of AI models’ alignment 

with the Code Principles and Commitments and address liability concerns 

should model outputs cause harm. 

Quality and 

Patient Safety 

Experts

Quality and patient safety experts and accrediting organizations play the 

role of independent auditors, ensuring that processes are designed and 

implemented and metrics are developed and routinely assessed to ensure 

the quality of outputs and reduce the risk of harm from health AI tools.

Ethicists and 

Equity Experts

Ethics and equity experts are uniquely qualified to consider and weigh 

the novel tensions health AI presents across various stakeholder priorities, 

always holding the greatest good for the health of the individual and the 

community as the north star. They are positioned to serve as guides on the 

path to implementing trustworthy AI.

TABLE 5-3 | Continued
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6

THE COMPONENTS REQUIRED TO ADVANCE 
RESPONSIBLE AI

Promoting positive change at scale in the use of artificial intelligence (AI) to 

impact health, health care, and biomedical science is challenging, in part due 

to the multitude of interacting activities and stakeholders. Advancing successful 

development, implementation, and sustained use of trustworthy health AI will 

require careful coordination and consideration of critical elements and how they 

work together. Identification of activities that are amenable to collaboration, 

consolidation, and centralization is warranted to ensure both efficiency and 

quality of outcomes.

Caldwell and colleagues’ model for leading change at scale provides a useful 

organizing framework (Caldwell et al., 2005). The Tight-Loose-Tight leadership 

model describes how change can be effectively propagated through complex 

systems while maintaining flexibility, supporting a shared ownership, and ensuring 

stakeholder engagement at all stages. This model is particularly relevant to 

advancing responsible AI in the health sector. By design, the Tight-Loose-Tight 

model balances innovation and control, encourages collaboration and builds 

trust, and supports an iterative, dynamic, and scalable approach that is needed for 

emerging technologies subject to multilevel governance. The stages of the model 

are depicted in Figure 6-1 and are described here in more detail.

•	 � Tight 1: Define Vision, Values, Goals, and Expectations: This portion 

of the model is focused on aligning vision and values through a shared set 

of principles and commitments (such as the Code Principles and Code 

Commitments) and on establishing clearly defined goals and expectations as 

well as desired outcomes and approaches. In the context of health AI, it is 

driven by key stakeholders, including policy makers, technology firms, health 

leaders, and various advocacy groups, toward the development and alignment 
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of principles, laws, regulations, and standards adopted to reflect desired health 

outcomes in the context of societal norms and needs. 

•	 � Loose: Implement and Innovate: This portion of the model addresses 

the implementation of the goals and vision and the translation of the 

principles into practice in the context of the laws, regulations, and standards 

established in the initial phase (Tight 1), with the implicit expectation that 

testing, adaptation, and flexibility will be necessary to address the local 

context. In the context of health AI, testing of models, local governance, 

implementation support, research innovation, supports for new technology, 

and public-private partnerships are included in this phase. It is important 

that flexibility of thought, practice, and execution be promoted where 

possible, if fidelity to the overarching requirements described in the Tight 1 

phase is to be maintained and conscious attention to standardization in the 

Tight 2 phase occurs as well. 

FIGURE 6-1 | Representation of the Tight-Loose-Tight model of leading change at scale 

adapted for the AI in the health and health care context.

SOURCE: Conceptually adapted from Compton-Phillips, 2019.
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•	 � Tight 2: Monitor and Report Outcomes: This third aspect of the Tight-

Loose-Tight model is about assessing the degree to which the first two phases 

have produced the intended outcomes. It represents a more standardized 

approach to establishing the measurable outcomes and metrics for the process. 

This phase is focused on assessing whether the health AI processes, tools, 

and workflows have met the pre-established vision and goals and align or 

comply with the governing principles, laws, and regulations, including local 

policies and procedures. It is important that these are reproducible, measurable, 

transparent, and interpretable, so that all stakeholders involved in the use of 

health AI understand whether the intended use was achieved.

TIGHT 1:  VISION, VALUES, GOALS, AND EXPECTATIONS

Alignment of Health Care AI Principles,  Guidelines,  and 
Frameworks Nationally

Internal alignment and coordination on health AI strategies, policies, and relevant 

regulations across federal agencies are all well underway. As previously noted, in 

July 2024, the Department of Health and Human Services (HHS) announced 

a reorganization designed to “streamline and bolster technology, cybersecurity, 

data, and AI strategy and policy functions” (HHS, 2024b). This reorganization 

addressed the decentralization of AI policy and operations responsibility, which 

had been jointly managed by the Office of the National Coordinator for Health 

Information Technology (ONC), the Assistant Secretary for Administration, 

and the Administration for Strategic Preparedness and Response. A new role of 

Assistant Secretary for Technology Policy (ASTP) and ONC was established to 

consolidate these functions and to provide centralized “oversight of technology, 

data, and AI policy and strategy” (HHS, 2024b). ASTP ONC established an Office 

of the Chief Technology Officer, which is responsible for overseeing “cross-

agency technology, data, and AI strategy and policy” and includes the Offices of 

the Chief AI Officer, Chief Data Officer, and Digital Services (HHS, 2024b). This 

internal alignment is an important step to ensuring consistency regarding vision, 

values, goals, and expectations for health AI across the federal government.

The AI Code of Conduct (AICC) Code Principles and Code Commitments 

were drawn from a landscape review encompassing both peer-reviewed literature 

and federal guidance available at the time of publication (Adams et al., 2024). 

Similarly, there is an ongoing need for alignment of the myriad sets of principles, 

guidelines, and frameworks for responsible health AI currently proposed by 

various national organizations. The Code Principles and Commitments are 
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not intended to be a “one-size-fits-all” vision or goals statement that should 

be adopted wholesale by other groups, but rather as a reference point to 

promote national alignment. Wholesale adoption of the Code Principles and 

Commitments without identifying organizational values and goals would not 

bring about the same level of commitment, given that people support what they 

help create (Christiano and Neimand, 2018). During the process of cross-walking 

with the AICC, in addition to furthering national alignment, organizations and 

individuals could contribute to the continual improvement of the AICC if they 

identify gaps or opportunities for revision of the current Code Principles and 

Code Commitments.

Alignment Among Federal and State Governmental Agencies

An additional need for alignment exists in the context of state and federal 

legislation and regulation. A patchwork of disparate regulations within 

the United States can create a costly, complicated compliance environment 

and present a risk of impeding innovation, in part because small, innovative 

companies may struggle to track and comply with regulations across all states 

and territories, and some companies may avoid bringing innovations to 

states with burdensome regulations. But small innovators and idea incubators 

contribute significantly to the innovation of new technologies (Kesavan and 

Dy, 2020). Additionally, fragmented regulations may lead to uneven consumer 

protections across various jurisdictions as seen with “health settings outside the 

hospital and clinic” (Aggarwal et al., 2020).

Alignment of federal and state regulations to ensure consistency in AI 

governance across different jurisdictions could be facilitated by establishing task 

forces or working groups composed of federal and state legislators and regulators 

to address AI policy and regulatory issues. These groups could work to ensure 

ongoing communication, joint decision making, the development of unified or 

aligned strategies, policies, and regulation, and collaborative learning. They could 

also develop shared metrics for evaluating the impact and effectiveness of AI 

regulations, allowing for consistent assessment and improvement (IOM, 2002).

National Standards for Responsible Health AI

Multiple public and private entities such as the U.S. Food and Drug 

Administration (FDA) and the International Organization for Standardization 

(ISO) have drafted or produced guidance on AI development and testing (FDA, 

2022; ISO, 2023). However, there is currently no governing body responsible 
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for the codification of health AI evaluation standards, resulting in inconsistent 

evaluations of AI solutions (Saria, 2022). Convergence on shared standards is 

foundational to consistently optimized outcomes.

A fundamental need is for objective and verified assessment of conformity to 

standards around processes and outputs, including reports on long-term model 

performance across various populations and sites. There is an opportunity to learn 

from the electronic health record (EHR) certification processes established by the 

ONC. Lessons include the need to (a) test and certify products in settings and on 

data comparable to real-world applications; (b) address misaligned incentives for 

certification bodies paid by developers; (c) provide public evidence in support 

of adherence to standards rather than to rely solely on attestation; (d) recertify 

periodically; and (e) conduct post-market surveillance to promote maintenance 

of certification and local governance (Ratwani et al., 2024). There is currently 

“no publicly available, nationwide approach that enables objective assessment of 

health AI models and the consequences of their use” (Shah et al., 2024, p. 245). 

Verifiable, objective, and ongoing standards-driven assessment of health AI models 

and systems is critical to ensure that the risks of AI in health care and biomedical 

research are identified and proactively mitigated and to engender trust among all 

key stakeholders. Such an assessment should be supplemented by the need for an 

infrastructure for local validation and implementation science framing to ensure 

effective use of AI.

National Standards for Education About AI

An essential component of establishing shared goals and expectations about 

health AI is establishing a baseline, a common understanding about what exactly 

AI is, how it works, what benefits it presents and risks it poses, as well as what 

accountabilities various parties have in its use. While AI is playing an increasingly 

important role in health care delivery, AI is typically identified as a gap in 

medical education (Krive et al., 2023). Establishing admission requirements, core 

medical education curriculum and/or continuing medical education, and board 

certification requirements could reduce the knowledge gap in the field (Paranjape 

et al., 2019). Similarly, guidance around health AI in nursing and allied health 

training and practice is limited (Glauberman et al., 2023). Collaboration among 

educational accrediting bodies to establish curriculum standards for medical 

education and health care professional education in general warrants further 

consideration. 
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LO OSE: IMPLEMENT AND INNOVATE

Local Implementation and Governance

Local implementation of health AI applies the vision, values, goals, and 

expectations set out in the Tight 1 phase with consideration for the local 

organizational culture and requirements as well as sub-population patient 

preferences. It is an exercise in change management and addresses issues 

including leadership support, alignment with organizational vision and priorities, 

communication strategies to ensure understanding and ongoing alignment, and 

establishing goal posts to measure success (Phillips and Klein, 2023).

Broadly, governance is a “systemic, patterned way in which decisions are made 

and implemented” (European Observatory on Health Systems and Policies, 

2016), and local governance typically refers to the applications of policies, 

procedures, and oversight mechanisms by non-governmental organizations. It 

includes alignment and compliance with federal, state, and local regulations and 

contractual requirements, and alignment with national consensus organizations. 

It provides for ethical oversight and ensures appropriate processes and metrics 

for testing and monitoring of new and existing systems (Kim et al., 2023). Local 

governance also defines skill requirements and training expectations for teams 

using health AI; and establishes authorities and accountabilities for the use of 

health AI in the local context.

An example of local adaption of AI applications would be for a rural hospital 

that cares for a large migrant farm-worker community to include workflow 

elements intended to reflect data collection, patient communication and language 

preferences, and re-contact needs. The goal would be to achieve pan-stakeholder 

agreement on health outcomes. Another example is an urban setting in which 

transportation, access, and health care delivery trust are primary care barriers, and 

an emphasis on adapting AI applications to focus on patient needs and preferences 

in these settings, aimed at promoting human health is warranted.

There has been considerable focus on the development of frameworks and 

maturity models to measure the capability of health care delivery systems 

to deploy, use, and monitor AI solutions frameworks, including national 

coordinating groups such as the Health AI Partnership (HAIP, n.d.) and the 

Coalition for Health AI (CHAI, n.d.), as well as commercial entities such 

as MITRE (2024), and large clinical systems such as Duke AI Health (n.d.). 

However, there has been limited reflection on the whole of health AI governance, 

and there are currently no national standards against which organizations can 

measure their performance on all aspects of local health AI governance. While 
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some of these standards could be addressed by the Centers for Medicare & 

Medicare Services (CMS) safety requirements for health systems (Fleisher and 

Economou-Zavlanos, 2024), there remain safety challenges health AI that are 

likely to require AI-specific safety controls. As these controls mature, they could 

be incorporated into expectations set by accrediting bodies such as The Joint 

Commission or the National Committee for Quality Assurance. Within the 

context of health AI, components warranting consideration for maturity models 

include presence and adherence to organizational policies and procedures, a 

program for monitoring outcomes, clear accountability structures, and training 

and communication plans. 

Technical Implementation Support for  
Under-Resourced Health Care Organizations

When considering the establishment of sound health AI governance and 

the adoption of health AI, local context is important. For under-resourced 

organizations such as those that are small, that function in rural settings, or that 

serve populations at risk, the ability to attend to the complexities of health AI is 

limited when those organizations are compared to larger and better-resourced 

entities. This could lead to such systems not adopting health AI or being unable 

to properly control the management of health AI adoption and use; either case 

could result in an expansion of disparities and/or the digital divide. A similar risk 

was identified during the adoption and use of standardized health information 

technology (IT) such as EHRs by health care organizations. As noted earlier in this 

chapter; to address this risk, Congress used the Health Information Technology 

for Economic and Clinical Health (HITECH) Act to direct HHS to establish the 

Health IT Regional Extension Center (REC) Program (ASTP ONC, n.d.). The 

$720 billion REC program was aimed primarily at helping providers who were 

treating underserved populations, promoting dissemination of information and 

assistance on best practices for health IT adoption and ongoing use. The types of 

local entities receiving REC funds to train providers included health IT research 

and consulting organizations, universities, quality improvement organizations, and 

health center networks (Lynch et al., 2014). 

Most providers who received assistance from RECs had adopted EHRs, and 

nearly half had met the criteria for “meaningful use” for obtaining the HITECH 

federal incentive dollars (Farrar et al., 2015). A similar program with funding to 

support development and dissemination of best practices for health AI could 

help entities (under-resourced entities in particular) to develop and implement 

strategies for deploying responsible AI. 
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Promotion of Innovation

Novel AI tools offer a transformational opportunity to improve human health 

and to create meaningful value for all key stakeholders. Flexibility in the Loose phase 

is required to foster innovation supported by a culture of creativity, collaboration, 

and measured risk-taking, as well as rigorous assessment, all conducted within the 

parameters set forth in the Tight 1 phase. Advances can be derived from efforts and 

investment by public agencies, private organizations, or public-private partnerships. 

In the context of public efforts and investment, federal agencies engaged in the 

support and conduct of research can provide guidance on the needs, gaps, and 

priority areas in health AI research and fund special initiatives and consortia for 

critically needed research that may not be feasible in a small setting. For example, 

HHS’s Advanced Research Projects Agency for Health is seeking to develop calls 

for research proposals and funding to develop democratized real-world health 

care data sources from EHRs, claims data, social determinants of health, and 

environmental data, among others. They are also seeking to provide mechanisms 

to use these data for AI training through federated mechanisms that facilitate wider 

and more equitable AI tool development (ARPA-H, 2024). Another example of 

this is the National Institutes of Health’s (NIH’s) Artificial Intelligence/Machine 

Learning Consortium to Advance Health Equity and Researcher Diversity (AIM-

AHEAD, n.d.) whose focus is to advance health equity and develop capacity 

for AI experts among underserved populations. At a more foundational level, 

the National Science Foundation has been funding a wide range of AI research 

projects through many initiatives, including the National Artificial Intelligence 

Research Institutes (NSF, n.d.). Some of the innovations from these initiatives 

have diffused into the health space and are driving some of the innovation in this 

sector. Ongoing funding for robust scholarly study is essential to build the needed 

evidence base to advance AI for human health.

Big tech has poured hundreds of billions of dollars into AI research and 

development (Ahmed et al., 2023b). However, as noted earlier, while small 

innovators and idea incubators generate important solutions and new technologies 

(Kesavan and Dy, 2020), they are often unable to compete at scale, and as a 

result, their advances may not be realized or may be delayed in the market. It 

may be beneficial to consider developing governmental programs that support 

entrepreneurs, start-ups, and small businesses, particularly minority-owned, as an 

alternative to those that require such commitments as an equity stake in the 

company or a share of future revenues. 

Public-private partnerships offer another means of promoting innovation in 

health AI. Of particular interest is the role of government agencies partnering 
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with private organizations (such as academic institutions and/or technology 

companies) “to facilitate the translation of health data into actionable insights 

to streamline operations, improve care coordination, and enable greater insights” 

(Arnaout et al., 2023). Public–private partnerships can yield innovation that 

would otherwise be impossible, impractical, excessively time consumptive, or 

cost-prohibitive for any individual academic group, private organization, or 

government agency, and as such, provide an important path forward to advancing 

health through AI.

Regulator y Innovation

Rapidly evolving technologies can present challenges for regulatory bodies, 

both in assessing whether and how existing laws, rules, and frameworks apply 

to the new technology and in responding thoughtfully and rapidly to identified 

gaps. In this Loose phase of change at scale, innovation in policy making through 

regulatory sandboxes presents an opportunity to mitigate the risks associated 

with unintended consequences of maintaining current policy by granting 

individual exceptions to existing regulations, allowing policy makers to monitor 

the differences in outcomes that current rules yield relative to the exception 

(Leckenby et al., 2021). The results of these exceptions then inform legislative 

or regulatory changes based on “more robust regulatory knowledge” (Buocz et 

al., 2023). Although they have been used in regulation of financial technology, 

regulatory sandboxes also present an important opportunity in areas such as 

health AI to inform policy making, to reduce time to market for new products, 

and to promote greater safety for consumers (OECD, 2023).

Another innovative regulatory approach has been proposed by Blumenthal and 

Patel (2024) who posit that the novel challenges of generative AI (GAI) require 

special consideration for governance. Given a general-purpose technology that 

is subject to model drift, and which may produce unreliable results, they suggest 

“one possible direction would be to treat these GAI-based clinical applications not 

as devices but as a new type of clinical intelligence” (Blumental and Patel, 2024). 

This novel approach would require managing these GAI–based tools much the 

way a clinician is treated, through proper training, testing, supervision, ongoing 

retraining, periodic reporting on quality to regulatory authorities, and so forth.

Financing AI in Health Care Deliver y Systems

While the integration of AI into health care delivery systems holds much 

promise, it is also fraught with financial challenges that raise significant 
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concerns. Testing various means of paying for health AI is consistent with the 

local application of new technology in the Loose phase. The high initial costs of 

acquiring AI tools, the ongoing expenses related to maintenance and updates, 

and the need for specialized personnel to manage these systems represent 

substantial financial burdens. Moreover, the disparities in financial resources 

among various stakeholders can exacerbate existing inequalities, leading to 

unequal access to cutting-edge AI innovations. Foregoing some type of financial 

support for AI may not be desirable. Like telemedicine, without adequate 

reimbursement for AI in its early stages, longer-term benefits of AI for health 

outcomes and operational efficiency may not be realized (Parikh and Helmchen, 

2022). The pressure to demonstrate return on investment is significant; AI has 

been used by providers and payors to improve their financial position. Providers 

have used AI to maximize revenue by optimizing coding, improving billing 

accuracy and completeness, and streamlining the prior authorization processes 

(Zhu et al., 2024). Simultaneously, much attention has been given to using AI 

to detect fraud in medical billing (du Preez et al., 2024). Payors have used AI to 

automate claims adjudication, resulting in more and more-rapid denials, leading 

to iterative and escalating responses between providers and payers (Williams, 

2024). The application of the Code Commitments to Advance Humanity and 

Ensure Equity by all parties will be necessary to ethically address competing 

priorities during this Loose phase.

Some AI tools may offer benefits that are not immediately reflected in a health 

system’s bottom line, making the investments more challenging to justify from a 

purely financial perspective. For example, AI tools can analyze a patient chart and 

identify pertinent information for a clinician, potentially significantly reducing 

provider time for record review, and thereby potentially improving clinician 

well-being (Parikh and Helmchen, 2022). These financial hurdles necessitate 

an exploration of potential funding models, cost-benefit analyses, and strategies 

for ensuring equitable access to these tools by health systems. Ensuring that the 

advantages of AI in health care delivery are accessible to all, regardless of financial 

standing, is crucial for fostering innovation and assuring equitable distribution of 

the benefits. 

Costs Associated with Implementing AI in Care Delivery

Estimates of the costs of investment by health sector stakeholders in 

implementation of AI, for either in-house solutions or purchased systems, are 

opaque and dependent on the specific applications deployed. For example, the 

total cost of deployment of a chatbot might be several thousand dollars per year, 

while the total cost, including integration of a complex predictive model into 

an existing system could cost hundreds of thousands of dollars over time (Sanyal, 
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2021). Many cost estimates consider only the up-front costs. A comprehensive 

understanding of the total cost of AI systems is important and includes not 

only up-front costs, but also integration with existing systems, ongoing data 

management and security, system monitoring and maintenance, staff acquisition 

and training, and regulatory compliance.

Financial Benefits Associated with Implementing AI in  
Care Delivery

A major driver of the use of AI in the sector is clearly improved health. Beyond 

improved clinical outcomes, economists have predicted significant financial 

benefits from the use of health AI, including one estimate of a 5–10% reduction in 

annual health care spending (Sahini et al., 2023). Anticipated efficiencies yielding 

cost reduction opportunities abound. Using AI, health systems may improve 

efficiency in patient–provider matching, scheduling, referrals, and reduction of 

missed appointments. AI-powered clinical decision support systems can speed 

health care professionals’ workflows by providing real-time recommendations 

based on evidence-based guidelines (Sutton et al., 2020). 

Beyond self-funded AI implementation, several innovative approaches are 

being tested or could be tested in this Loose phase to support equitable access 

to the benefits of health AI. CMS is currently approaching AI reimbursement 

in three ways: (1) simply including AI as part of existing payments for services, 

(2) providing an additional transitional payment, or (3) creating a new procedure 

and paying for it independently of other services (Zink et al., 2024). CMS could 

incorporate AI costs into existing bundled payments for services while modifying 

the price of the bundled reimbursement based on quality of the AI and costs for 

its development, balancing innovation and affordability for clinicians (Zink et al., 

2024). AI device manufacturers could consider offering volume-based pricing 

and accept downside risk if patient outcomes are not realized; or, gain-sharing 

models could be established between device manufacturers and clinical systems 

(Parikh and Helmchen, 2022). Expansion of effective approaches and/or the 

development of novel reimbursement strategies should be pursued, ensuring that 

they balance innovation and uptake with responsible, value-based use in practice. 

TIGHT 2:  MONITOR AND REPORT OUTCOMES

Evaluation Metrics

During this phase of scaling health AI, the objective is to assess the performance 

of health AI in the local context, considering adherence to stated processes and 
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requirements, as well as performance relative to intended outcome goals identified 

in the Tight 1 phase. As stated earlier, reproducible, measurable, transparent, and 

standardized, interpretable metrics are needed. 

Health AI applications cover a broad range of technologies, from traditional 

predictive models to more evolutionary GAI. Each such domain requires 

tailored evaluation methods, yet the absence of standardized metrics leads to 

fragmented and difficult-to-compare assessments. This diversity complicates 

direct comparisons and undermines the consistency of performance claims. 

While it may not be possible to specify the exact metric applicable to a specific 

use case and no single standardized metric can be used to assess performance of 

all health AI applications (Hicks et al., 2022), there are a number of frameworks 

by which metrics can be deemed sufficient and the processes used to establish 

and evaluate health AI, and the downstream actions, surveillance, and eventual 

decommissioning standardized. 

FDA (2021) and the European Medicines Agency (EMA, 2021) provide some 

relevant guidelines for AI evaluation; however, these are not universally applicable 

or consistently used across different types of AI systems. And, in 2023, an 

international ISO standard was established for the management of AI technologies 

in practice, and intended to address challenges in ethics, transparency, and 

continuous learning; it specifically includes sections on performance evaluation 

and improvement (ISO, 2023). However, this standard is high level and is intended 

to be a starting framework to grow as AI maturity grows.

The Joint Commission’s Responsible Use of Health Data certification program 

assesses controls for secondary uses of health care data (including AI training or 

local validation) in areas of de-identification, data controls, limitations of use, and 

transparency to patients, as well as the process an organization has put into place 

for validation of any data-based algorithm. 

The World Health Organization has published guidance on standards for 

evaluation of health AI for medical devices (WHO, 2021); this guidance is 

relevant to health AI more generally and local implementation specifically. It 

includes consideration of discriminating measures capable of identifying patients 

who will, versus those who will not, have an adverse event, as well as calibrating 

measures capable of assessing the accuracy of risk prediction (Alba et al., 2017). 

The WHO model also calls for evaluation of AI performance on sub-populations 

as appropriate as well as for comparison outcomes relative to care delivered 

without AI. Furthermore, the model calls for careful consideration of issues 

such as sample size, inclusion criteria, and follow-up periods, and at a minimum 

recommends measurement of clinical processes and outcomes, potential harms, 

user and recipient experience, and comparisons to gold standard. 
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Robust local evaluation of implemented AI systems is essential to ensuring 

that health goals are achieved, and trust is built and maintained. Collaborative 

development, broad stakeholder engagement, and standards alignment between 

and among organizations and agencies seeking to govern or accredit local health 

AI users warrants careful consideration. Specific issues that must be addressed 

include those that follow.

Reliability and Validity

Shared, standardized performance metrics are essential for ensuring the reliability 

and validity of health AI systems. These metrics ideally encompass various 

dimensions of performance, including accuracy, generalizability, interpretability, 

and fairness (Kiseleva et al., 2022; McCradden et al., 2023). By standardizing such 

measures, stakeholders can more accurately gauge and understand the effectiveness 

of AI applications, leading to more informed and empiric decision making when 

selecting, designing, optimizing, and monitoring AI platforms.

Accuracy and Generalizability

Accuracy, a critical performance metric, determines the correctness of AI 

predictions or classifications. Generalizability, on the other hand, assesses the 

system’s ability to maintain performance under varying conditions (Daneshjou et 

al., 2021; Fehr et al., 2024). Standardizing these metrics would allow for consistent 

benchmarking, enabling stakeholders to identify the most reliable systems.

Interpretability and Fairness

Interpretability refers to the ease with which stakeholders can understand 

and trust AI decisions. Fairness ensures that AI applications do not perpetuate 

or exacerbate biases in underlying data or as encoded in algorithms (Fehr et al., 

2024; Vollmer et al., 2020). Again, establishing shared metrics for these dimensions 

of health AI is crucial for enhancing trust and ensuring ethical AI deployment in 

various clinical settings. 

AI Model Performance Transparency

As is the case for AI evaluation metrics, transparency standards are essential to 

demonstrating efficacy and building trust, and such standards currently do not 

exist, from the perspective of either researchers or end users or the recipients 

of AI. With an agreed-upon set of standard performance metrics, dissemination 

of results will be important for various audiences. An initial set of requirements 

for algorithm transparency came from ASTP ONC in the form of transparency 

requirements for algorithms incorporated into certified health IT (ONC, 2024a).
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Additionally, reporting frameworks for AI-focused clinical studies that have 

been adopted by major peer-reviewed publications in biomedical and life 

sciences. Such reporting standards emphasize transparency, reproducibility, and 

clarity in the documentation of AI methodologies and results. Key frameworks, 

such as Consolidated Standards of Reporting Trials for AI and Standard Protocol 

Items: Recommendations for Interventional Trials–Artificial Intelligence 

(SPIRIT-AI), provide guidelines for reporting clinical trials involving AI, focusing 

on detailed descriptions of the AI intervention, data pre-processing, model 

training, and validation processes (Ibrahim et al., 2021). These standards also stress 

the importance of disclosing performance metrics, such as accuracy, sensitivity, 

specificity, and any potential biases. Furthermore, they require authors to describe 

the clinical context, intended use, and limitations of the AI system, ensuring that 

peer reviewers and readers can critically assess the validity and applicability of the 

research findings.

In the context of a clinician assessing an individual algorithm, model cards or 

labels may provide a template for ensuring transparency (Sendak et al., 2020). 

The proposed model labels aim to provide frontline clinicians with an easy-to-

digest, one-page document with the necessary information to help end users to 

know when and how to apply AI model output in decision making. In addition 

to statistical performance of the AI, model, facts include essential information 

such as an overview of the model, outcomes and outputs, data sources, uses and 

directions, and warnings. 

From the perspective of patients and their advocates, transparency is essential to 

ensure clinical benefits and mitigate risk of harms (The Light Collective, 2024). 

The group is calling for transparency about why and how their data are being 

used in AI models; when AI is guiding their care; and what the level of evidence 

is to support the use of AI in their care. 

Capacity for Shared Learning  
Between and Among All Stakeholders

A feedback loop from the Tight 2 local context (bottom up) to the Tight 1 

broader governance context (top down) stages of change at scale is essential to ensure 

ongoing learning and adaption across the whole of the health ecosystem. There are 

a variety of capacity-building approaches to consider. Interdisciplinary coalitions, 

collaboratives, and networks may hold joint meetings, workshops, or conferences 

to exchange insights, recognize shared obstacles, and create joint solutions.

Collaborative research projects involving health care providers, patients, 

AI developers, and academic institutions offer an opportunity to explore AI 
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applications and their implications in clinical settings. Funding specifically in 

support of multidisciplinary collaboration could promote diverse perspectives in 

AI health care research.

Shared learning could also be advanced through online learning platforms 

with e-learning modules tailored for different stakeholder groups, including 

clinicians, developers, and patients and through communities of practice where 

stakeholders could share experiences, best practices, and resources related to AI 

in health care.

Additional opportunities include pilot projects with planned and structured 

debriefing sessions to capture learnings and insights and simulation-based training 

to allow stakeholders to experience AI-driven health care scenarios. Knowledge 

brokers could bridge the gap between AI developers and health care practitioners, 

translating technical AI knowledge into practical insights for clinical use. And 

finally, it is essential that researchers and AI practitioners regularly publish their 

findings from AI health care initiatives in accessible formats, such as white papers, 

case studies, and reports, to inform and educate stakeholders.

Key components for successful implementation of safe, effective, trustworthy 

health AI can be considered from a Tight-Loose-Tight framework, summarized in 

Table 6-1, where broad, shared agenda setting is followed by local implementation 

and innovation, and then monitoring and reporting of outcomes for shared learning. 

In the Tight 1 phase alignment on vision, values, goals, and expectations can be 

advanced through state, federal, international, and public–private collaboration on 

shared standards and assurance. Innovation and implementation in the Loose phase 

can be supported through local governance, public and private investment, and 

regulatory experimentation. Finally, standardized evaluation metrics, transparency, 

and ongoing feedback and shared learning are needed to ensure success in the 

Tight 2 phase to promote change at scale. Critical collaboration and work remain 

for all stakeholders across all phases of change to ensure that the benefits of health 

AI are realized.

https://nap.nationalacademies.org/catalog/29087?s=z1120


An Artificial Intelligence Code of Conduct for Health and Medicine: Essential Guidance for Aligned Action

Copyright National Academy of Sciences. All rights reserved.

122  |  

TA
BL

E 
6-

1 
| S

u
m

m
a
r
y
 K

e
y
 C

o
m

p
o
n
e
n
ts

 t
o
 A

d
v
a
n
c
e
 H

e
a
lt
h
 A

I
 v

ia
 t

h
e
 T

ig
h
t-

L
o
o
se

-
T

ig
h
t 

F
r
a
m

e
w

o
r
k

K
e
y
 C

o
m

p
o
n
e
n
ts

 t
o
 A

d
v
a
n
c
e
 H

e
a
lt
h
 A

I

T
ig

h
t 
1

L
o
o
se

T
ig

h
t 
2

G
o
a
l

A
li
g
n
 v

is
io

n
, 
g
o
a
ls
, 
a
n
d
 e

x
p
e
c
ta

ti
o
n
s

I
n
n
o
v
a
ti
o
n
 a

n
d
 i
m

p
le

m
e
n
ta

ti
o
n

P
ro

m
o
te

 c
h
a
n
g
e
 a

t 
sc

a
le

A
c
ti
o
n
s

S
ta

te
, 
fe

d
e
r
a
l,
 i
n
te

r
n
a
ti
o
n
a
l,
 a

n
d
 

p
u
b
li
c
–
p
r
iv

a
te

 c
o
ll
a
b
o
r
a
ti
o
n
 o

n
 

sh
a
r
e
d
 s

ta
n
d
a
r
d
s 

a
n
d
 a

ss
u
r
a
n
c
e

•
 �
L
o
c
a
l 
g
o
v
e
r
n
a
n
c
e

•
 �
P

u
b
li
c
 a

n
d
 p

r
iv

a
te

 i
n
v
e
st

m
e
n
t

•
 �
R

e
g
u
la

to
r
y
 e

x
p
e
r
im

e
n
ta

ti
o
n

•
 �
S
ta

n
d
a
r
d
iz

e
d
 e

v
a
lu

a
ti
o
n
 m

e
tr

ic
s

•
 �
T

r
a
n
sp

a
r
e
n
c
y

•
 �
O

n
g
o
in

g
 f
e
e
d
b
a
c
k
 a

n
d
 s

h
a
r
e
d
 l
e
a
r
n
in

g

S
ta

k
e
h
o
ld

e
r
s

•
 �
P
o
li
c
y
 m

a
k
e
r
s

•
 �
T
e
c
h
n
o
lo

g
y
 fi

r
m

s

•
 �
H

e
a
lt
h
 l
e
a
d
e
r
s

•
 �
A

d
v
o
c
a
c
y
 g

ro
u
p
s

•
 �
L
o
c
a
l 
o
r
g
a
n
iz

a
ti
o
n
s

•
 �
I
n
d
u
st

r
y

•
 �
G

u
id

e
li
n
e
 a

n
d
 s

ta
n
d
a
r
d
 m

a
k
e
r
s

•
 �
R

e
g
u
la

to
r
s

P
r
io

r
it
ie

s
•
 �
A

li
g
n
m

e
n
t 

o
f 
h
e
a
lt
h
 c

a
r
e
 A

I
 p

r
in

c
ip

le
s,
 

g
u
id

e
li
n
e
s,
 a

n
d
 f
r
a
m

e
w

o
r
k
s 

•
 �
A

li
g
n
m

e
n
t 

a
m

o
n
g
 f
e
d
e
r
a
l 
a
n
d
 s

ta
te

 

g
o
v
e
r
n
m

e
n
ta

l 
a
g
e
n
c
ie

s

•
 �
N

a
ti
o
n
a
l 
st

a
n
d
a
r
d
s 

fo
r
 r

e
sp

o
n
si

b
le

 h
e
a
lt
h
 

A
I

•
 �
N

a
ti
o
n
a
l 
st

a
n
d
a
r
d
s 

fo
r
 e

d
u
c
a
ti
o
n
 a

b
o
u
t 

A
I

•
 �
L
o
c
a
l 
im

p
le

m
e
n
ta

ti
o
n
 a

n
d
 g

o
v
e
r
n
a
n
c
e
 

•
 �
T
e
c
h
n
ic

a
l 
im

p
le

m
e
n
ta

ti
o
n
 s

u
p
p
o
r
t 

fo
r
 u

n
d
e
r
-
r
e
so

u
r
c
e
d
 h

e
a
lt
h
 c

a
r
e
 

o
r
g
a
n
iz

a
ti
o
n
s

•
 �
P

ro
m

o
ti
o
n
 o

f 
I
n
n
o
v
a
ti
o
n

•
 �
R

e
g
u
la

to
r
y
 s

a
n
d
b
o
x
e
s

•
 �
F
in

a
n
c
in

g
 A

I
 i
n
 h

e
a
lt
h
 c

a
r
e
 d

e
li
v
e
r
y
 

sy
st

e
m

s

•
 �
 S

ta
n
d
a
r
d
iz

e
d
 e

v
a
lu

a
ti
o
n
 M

e
tr

ic
s

  �

o

 �
R

e
li
a
b
il
it
y
 a

n
d
 V

a
li
d
it
y

  �

o

 �
A

cc
u
ra

cy
 a

n
d
 G

e
n
e
ra

li
z
a
b
il
it
y

  �

o

 �
I
n
te

rp
re

ta
b
il
it
y
 a

n
d
 F

a
ir
n
e
ss

•
 �
A

I
 m

o
d
e
l 
tr

a
n
sp

a
r
e
n
c
y

•
 �
C

a
p
a
c
it
y
 f
o
r
 s

h
a
r
e
d
 l
e
a
r
n
in

g
 b

e
tw

e
e
n
 

a
n
d
 a

m
o
n
g
 a

ll
 s

ta
k
e
h
o
ld

e
r
s

PREPUBLICATION COPY—Uncorrected Proofs

https://nap.nationalacademies.org/catalog/29087?s=z1120


An Artificial Intelligence Code of Conduct for Health and Medicine: Essential Guidance for Aligned Action

Copyright National Academy of Sciences. All rights reserved.

123

PREPUBLICATION COPY—Uncorrected Proofs

7

ADVANCING THE AI CODE OF  
CONDUCT FRAMEWORK:  

THE “VITAL FEW” PRIORIT Y ACTIONS

To realize the benefits and avoid the risks associated with health artificial 

intelligence (AI), it is imperative strategically to prioritize key actions that are 

most likely to ensure that incentives and supports are intentionally designed and 

properly executed, and that progress is both effective and responsive to a changing 

environment. This will require significant effort from and coordination between 

all stakeholder groups. In addition, beyond the targeted efforts outlined below, 

much work will be required by multiple parties. The actions listed are not intended 

to be comprehensive but instead constitute the “vital few” highest priorities to 

advance the Code Principles and Commitments, building the capability to rapidly 

respond to new tools, technologies, opportunities, and concerns. 

In identifying priority actions for the translation of the Code Commitments 

to real-world application, information synthesis, gaps, and opportunities were 

identified by all contributors to this work. Two additional constructs were 

considered; the first was the identification of priority actions that are foundational 

to, supportive of, or capable of catalyzing additional needed action, thereby 

likely to create a cascading effect and potentially speeding the national collective 

effort to promote safe, effective, and trustworthy health AI. The second was 

the application, as appropriate, of behavioral economics, which posits a set of 

strategies including incentives, defaults, and framing to make preferred decisions 

and actions easier and more rewarding or less costly (Siegel et al., 2021). Below, 

for each commitment, priority actions are outlined for consideration in the 

application of the Code Commitments in real-world settings.
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COMMITMENT 1:  ADVANCE HUMANIT Y

To ensure that human health, agency, and connection remain the primary focus 

of health AI, it is essential to identify, transparently characterize, and promote 

the societal and cultural goals of the recipients of the use of health AI as an 

accountable mechanism to protect and advance human health and connection.

Development of standards and other governance structures to assess alignment 

by developers and users of health AI with societal and cultural goals for health AI:

•	 � Requirements to understand end user and recipient needs and preferences.

•	 � Methods at all governance levels to assess the degree to which innovation 

maintains a foundation of beneficence and the avoidance of harm.

•	 � Patients and patient advocacy groups as central, engaged stakeholders with 

agency to ensure that this group has the capacity to influence decisions and 

outcomes in all aspects of health AI.

Incentives and structures for independent evaluation, certification to the AI Code 

Commitments, and public and transparent reporting on certification status:

•	 � Proactive information disclosure to intended audiences regarding the 

development and use of AI, actively involving them in the planning process, 

educating them, and aligning with their needs and preferences.

COMMITMENT 2:  ENSURE EQUIT Y

To ensure equitable distribution of benefits and risks of health AI, it will be 

critical to place equity and fairness at the center of all health AI development and 

use and ensure its prioritization throughout the AI lifecycle.

Standardized metrics to assess and report bias in data, AI output, and AI use, in 

the interest of equitable distribution of benefit and risk:

•	 � Diverse, representative data sources for AI training and local implementation.

•	 � Proactive and reactive bias mitigation.

•	 � Metrics assessing fairness and action based on the results. 

Incentives and support for low-resourced organizations and communities to 

ensure equitable access to the benefits of AI:
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•	 � Incentives and supports akin to those provided to drive electronic health 

record adoption. 

•	 � Alignment of incentives and payment models to promote equity and 

democratization of health AI.

COMMITMENT 3:  ENGAGE IMPACTED INDIVIDUALS

To ensure that key stakeholders are viewed as partners with agency in every 

stage of the lifecycle, it is important to identify, engage, and most importantly, 

integrate all relevant stakeholder input in conceptualization, design, development, 

implementation, and surveillance throughout the health AI lifecycle.

Participation by all key stakeholders across the health AI lifecycle:

•	 � Engagement with intended users of health AI to ensure preferences and 

workflow integration where possible.

•	 � Engagement of ethics and equity experts in all AI development.

•	 � Expanded stakeholder inclusion in developing research program funding and 

goals, which federal agencies and other funding entities could consider.

Local governance bodies that include all stakeholders in the AI lifecycle:

•	 � Local governance frameworks and maturity models.

•	 � Transparent processes for decision making, conflict management, and 

prioritization to review, understand, and redress stakeholder conflicts, using 

the Code Principles and Code Commitments as guidance.

Common understanding/education of all impacted parties:

•	 � Patient and end-user education programs designed in collaboration with 

them, and in a culturally appropriate fashion to support awareness of risks and 

benefits of health AI and support their personal decision making about its use 

in their process of care.

•	 � Appropriate communication channels to reach patients to promote a shared 

understanding of what AI is, what the risks and benefits of AI use are, how 

it is used for their care, and how they can access available information on AI 

transparency (akin to ClinicalTrials.gov).
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COMMITMENT 4:  IMPROVE WORKFORCE WELL-BEING

Consistent with the priorities laid out in the National Academy of Medicine 

Plan for Health Workforce Well-Being (NAM, 2022c), it is imperative to create a 

shared sense of purpose and potential for the health care workforce. Top priorities 

include workforce education and investment in research.

Positive work and learning environments and culture (NAM, 2022c):

•	 � Curriculum standards for trustworthy AI competencies across the spectrum of 

stakeholders including developers, researchers, and the health care workforce.

•	 � Well-defined communication and educational programs to support health care 

workforce AI competence and comfort in use.

•	 � Programs and evaluation mechanisms for workforce reskilling to facilitate 

retention, adaptation of roles, and implementation of change management 

processes to ease the introduction of disruptive technologies.

•	 � Training and expansion of the health care workforce that is AI aware and AI 

competent.

Measurement, assessment, strategies, and research (NAM, 2022c):

•	 � Advancement of science and understanding of the interaction of AI technologies 

and health care delivery workflow.

•	 � Change management tools and techniques to develop capacity for workflow 

redesign.

COMMITMENT 5:  MONITOR PERFORMANCE

Effective monitoring and sharing of AI’s performance and impact on health 

and safety will require stakeholders to integrate and align risk management 

and quality measurement and assurance frameworks for the health AI lifecycle. 

Careful consideration is needed to assess technical rigor, use case utility, and 

trustworthiness (equity, fairness) in the conduct of performance monitoring. 

Standardized quality and safety metrics to assess the impact of the use of health 

AI on health outcomes:

•	 � Processes that can document and report on technical and clinically meaningful 

performance metrics that are understandable to the public, patients, and their 

caregivers.
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•	 � Requirements and frameworks regarding health AI performance monitoring 

that balance safety, health utility, and flexibility.

COMMITMENT 6:  INNOVATE AND LEARN

Innovation and discovery are needed to drive continuous improvements to 

health, and shared learning and ongoing systems feedback are the foundation of 

the Learning Health System.

A well-supported national health AI research agenda:

•	 � Federal research, development, and implementation efforts to support an 

ecosystem of safe and effective health AI.

•	 � Collaborative research projects involving health care providers, patients, AI 

developers, and academic institutions that explore AI applications and their 

implications in clinical settings. 

•	 � Efforts to assess not only development and implementation but also the 

assessment of decommissioning activities.

Participation in shared learning across all stakeholders:

•	 � Meetings, workshops, or conferences to exchange insights, recognize shared 

obstacles, and create joint solutions.

Innovation as a core investment:

•	 � Entrepreneurs, start-ups, and small businesses that deliver novel solutions to 

problems in health, health care, and biomedical science.

•	 � Investment in research and advancement in science among federal agencies for 

critical needs in health AI where commercial stakeholders may have less focus.

•	 � Ongoing support for public-private partnerships as a means of promoting 

innovation in health AI.

While there is clearly much work to be done across stakeholders to advance 

responsible health AI, prioritizing actions that impact the highest points of leverage 

and that are in some cases already in motion will allow us to reap the benefits and 

avoid the pitfalls of health AI most expeditiously, effectively, safely, and effectively. 

Applying the concepts of behavioral economics, it will be important to make it 

easy and rewarding to abide by the shared vision, values, goals, and expectations 
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described in the nationally aligned AI Code Principles and Code Commitments. 

Established standards, incentives, and transparent performance metrics will be 

key. Table 7-1 summarizes priority actions to operationalize the AICC Code 

Commitments.

\

TABLE 7-1 |  Summary Priority Actions to Operationalize the AICC Code Commitments

Key Actions to Operationalize the AICC Code Commitments

Commitment Action Involved Parties

Advance 

Humanity 

• � Support the development of governance 

standards for AI alignment with societal 

goals. 

• � Create incentives and structures for 

independent evaluation, certification to 

the Code Commitments, and public and 

transparent reporting on certification 

status.

• � Developers; health systems 

and payors; researchers; 

ethicists; professional 

associations, state, federal, and 

international governments; 

patients, families, and 

communities

• � Federal agencies including 

ASTP ONC, FDA, NIH

Ensure Equity • � Establish a standard set of metrics to be 

used proactively and reactively to assess 

bias in data, AI output, and AI use, and 

report publicly and transparently.

• � Provide incentives and supports to low-

resourced organizations and communities 

to ensure equitable access to the benefits 

of AI.

• � Researchers and federal 

agencies

• � Federal agencies including 

ASTP ONC, FDA, NIH, 

HRSA

Engage 

Impacted 

Individuals 

• � Promote and (incentivize as appropriate) 

participation by all key stakeholders across 

the health AI lifecycle.

• � Establish local governance bodies which 

includes all stakeholders in the AI 

lifecycle.

• � Ensure common understanding/

education of all impacted parties.

• � Federal agencies including 

ASTP ONC, FDA, NIH, 

HRSA

• � Developers; health systems 

and payors; researchers; 

ethicists; professional 

associations, state, federal, and 

international governments; 

patients, families, and 

communities

• � Developers; health systems 

and payors; researchers; 

ethicists; professional 

associations, state, federal, and 

international governments; 

patients, families, and 

communities

continued
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Key Actions to Operationalize the AICC Code Commitments

Commitment Action Involved Parties

Improve 

Workforce 

Well-Being 

• � Create and sustain positive work and 

learning environments and culture 

(NAM, 2022c).

• � Invest in measurement, assessment, 

strategies, and research (NAM, 2022c).

• � Develop workforce AI competency 

through reskilling and training programs. 

• � Promote well-being by addressing 

disruptive technologies with change 

management strategies.

• � Developers, health systems 

and payors, researchers

• � Developers, health systems 

and payors, researchers, and 

federal agencies (e.g., NIH)

• � Researchers, educational 

institutions, federal agencies 

(e.g., Department of 

Education), professional 

societies

• � Health systems and payors

Monitor 

Performance

• � Establish a set of standardized quality and 

safety metrics to be used to assess the 

impact of the use of health AI on health 

outcomes.

• � Align frameworks to ensure safety, equity, 

and quality in AI performance.

• � Federal agencies, researchers, 

accreditation bodies, patient 

safety organizations

• � Federal agencies, researchers, 

accreditation bodies, patient 

safety organizations

Innovate and 

Learn

• � Establish and fund a national health AI 

research agenda.

• � Incentivize participation in shared 

learning across all stakeholders.

•  Invest in innovation.

• � Federal agencies (e.g., NIH) 

and researchers

• � Federal agencies (e.g., ASTP 

ONC)

NOTE: ASTP ONC = Assistant Secretary for Technology Policy, Office of the National 

Coordinator for Health Information Technology; FDA = U.S. Food and Drug Administration; 

HRSA = Health Resources and Services Administration; NIH = National Institutes of Health.

TABLE 7-1 | Continued
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8

CONCLUSION

In the past several years, along with the rapid advances in artificial intelligence 

(AI) methods and technologies, there has been a concomitant spread of novel 

tools to support health, health care, and biomedical science. These AI tools 

offer the potential for transformational change in the prevention, detection, 

diagnosis, and treatment of disease. However, the fundamental differences in these 

technologies, relative to traditional health information technology, present new 

risks that require new governance frameworks and new approaches to learning. 

To that end, the National Academy of Medicine (NAM), under the direction of 

the AI Code of Conduct (AICC) steering committee, sought to align the health 

field and to catalyze collective action to ensure that the transformative potential 

of health AI is realized. The AICC’s Code Principles are mapped to the NAM’s 

Learning Health System (LHS) Shared Commitments and a set of simple rules, 

the Code Commitments, have been developed to aid in the employment of the 

principles in daily practice. With these aligned vision and goals, as powerful AI 

technologies and tools advance, the realization of the long-envisioned LHS, is 

more imminently in reach. 

However, AI can be likened to another powerful tool, a hammer, which 

embodies the duality of utility and intent. The hammer can be used to construct 

a school, a hospital, a cathedral—each the fulfillment of the collective aspirations 

of a community. Yet, the same implement can be employed to force incongruity, 

as in driving a square peg into a round hole, or to engage in a nefarious act, as 

in breaking a window to commit larceny. So it is with AI, that the value of the 

technologies and tools are defined by the purpose for which they are directed and 

governed. Here, the AI Code Principles and Code Commitments offer guideposts.

While health AI is on the cusp of supporting major breakthroughs in biomedical 

research, medical diagnosis and treatment, maintenance of health, and addressing 

health workforce challenges, much work remains to ensure that it meets its 
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potential. To meet the moment, all key stakeholders must play a role in ensuring 

that health AI advances humanity and avoids the risks associated with incongruent 

or malicious use of the tools and technologies. Ongoing collaboration across 

sectors is required to articulate the collective aspiration of the community and to 

advance AI governance. Components of that shared responsibility include:

•	  Promoting ongoing local, state, national, and international alignment of health 

AI governance frameworks, including the AICC framework; 

•	  Applying and adapting the AICC Code Principles and Code Commitments to 

the local context;

•	 Translating the AICC framework into sector-specific implementation guides;

•	  Identifying and testing key use cases for application of the AICC framework;

•	  Establishing local, state, and national policies to support identified priorities; 

and

•	  Preparing the workforce to succeed in an AI-enabled environment.

While many technological advances have had potential to improve human 

health and well-being, they have failed to fully deliver on their promise. Likewise, 

the realization of a national LHS at scale has remained elusive, in part because 

contemporary U.S. health care is marked by misaligned incentives, fragmentation, 

discontinuity, and inundation. Intelligent applications of AI and collaborative 

governance can serve to bridge many of these gaps and bolster the sociotechnical 

infrastructure, moving away from fragmented and inchoate data to a system 

of cohesive and actionable knowledge. The AI Code Principles and Code 

Commitments can serve as guideposts for decision making about the application 

of AI tools, and more broadly, prioritizing these fundamental commitments can 

serve as a framework for increasing trustworthiness, enhancing organizational 

culture and synergy, accelerating discovery, and promoting effective care. Taken 

together, advances in health AI delivered in the context of shared principles and 

commitments can both fulfill the needs expressed in the earliest articulations 

of the LHS—continuous learning through a dynamic approach to evidence 

generation and improvement—and, most importantly, realize the shared goal of 

the health system writ large, to reduce suffering and create health for individuals, 

communities, and the population as a whole.
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